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CHAPTER 1

Introduction

Purpose

This document serves as the User and Administration Guide (UAG) for the AVEVA Pl Audit Reporter application,
developed by Cognizant Life Sciences Manufacturing Group (LSMG).

Intended Purpose

This guide is intended for system administrators and users responsible for configuring and managing the AVEVA
PI Audit Reporter application. It assumes that readers are already familiar with the application's basic
functionality, as well as several topics related to computer networking.

AVEVA™ Pl Audit Reporter Scope

This manual offers a comprehensive overview of the AVEVA Pl Audit Reporter application, to equip system
administrators with the knowledge and tools needed to understand, configure and manage the application for
effective use and administration.

1.0 © 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 7
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CHAPTER 2

Architecture

The system architecture is based on a microservices model, which inherently supports greater scalability and
flexibility. In this design, the application is composed of multiple loosely coupled, independently deployable
services that work together to deliver the overall functionality. This is shown below, which shows how the
microservices interact within the overall architecture.
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Key features of the AVEVA Pl Audit Reporter application
The AVEVA Pl Audit Reporter application delivers a robust, scalable, and integration-ready solution with the
following core features:

a. Clear search functionality

o Enables users to filter, locate, and retrieve audit trail records based on defined criteria to improve
traceability and efficiency.

b. Comments

o Supports the addition of comments to audit trail records, allowing users to document the rationale
behind changes, ensuring accountability.

c. Out-of-the-box reports

o Provides preconfigured reports that are ready to use immediately after installation, to require minimal
customization. These reports are designed to meet standard compliance requirements and are FDA 21
CFR Part 11 ready.

d. Centralized workspace

1.0 © 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 8
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Uses distributed data ingestion services to connect multiple AVEVA Pl Systems and forward audit trail
records to a centralized application. This enables centralized management, while leveraging existing Pl
Data Historians and Asset Framework servers. Changes and audit events are captured and forwarded in
near real-time, enabling immediate visibility into system changes and faster incident response and root
cause analysis.

e. Integration-friendly architecture

O

Microservices-based architecture is built to easily connect and communicate with other enterprise
systems, making it a flexible and scalable solution for organizations with complex IT ecosystems and
supporting Information Technology Service Management (ITSM), Change Control, or other change
management platforms. This enables faster delivery changes and more comprehensive auditing.

f. Scalable solution

O

Engineered to efficiently handle high volumes of data, to support millions of audit trail records without
compromise on the performance, distributed architecture, each component (data ingestion, storage,
reporting) can be scaled independently (these settings can be found in Chapter 5 — Core Modules),
efficient storage management.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 9
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CHAPTER 3

Installation Requirements

Recommended Infrastructure

The AVEVA Pl Audit Reporter application supports the installation of all components on a single virtual machine
(VM), but it is recommended to distribute components across three VMs to ensure optimal performance,
scalability, and maintainability; one VM to host data ingestion services, one VM to host the data visualization
components and the last one to host the databases used.

Data Ingestion Group

The group of data ingestion components responsible for collecting, processing and storing audit data. It includes
the following services:

a. AVEVA PI Audit Reporter Pl Data Ingress Service
b. AVEVA Pl Audit Reporter AF Data Ingress Service

Data Visualization Group
The group of core modules responsible for accessing processed audit trail records and generating reports for
management, compliance, and regulatory purposes. This group includes the following:
a. AVEVA PI Audit Reporter Reporting Service

b. AVEVA Pl Audit Reporter Web Application

Databases Group

The group of databases used to store audit data and application-related configuration data as settings. It
includes the following databases:

a. Microsoft SQL Server
b. QuestDB

Distributing components across dedicated virtual machines ensures that each group has access to the necessary
resources, significantly enhancing the performance, scalability, and stability of the AVEVA PI Audit Reporter
Application. The table below outlines the minimum hardware requirements for deploying each component. It is
recommended to use a dedicated disk for storing application data. If the application shares the same disk as the
operating system, the disk should have a minimum capacity of 256 GB with at least 128 GB of free

space available to ensure reliable performance.

For both QuestDB and MS SQL server, it is strongly recommended to use a dedicated hard disk to optimize I/O
performance operation and storage.

1.0 ©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 10
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Hardware Minimum System requirements
Component

CPU RAM Hard Disc
Pl Data Ingress Service
AF Data Ingress Service

] ] *128 GB
Reporting Service Core 2 Quad Q6600 at 2.4 GHz *16 GB RAM
Web Application or AMD Phenom 9850 at 2.5 GHz
MS SQL Server
*256 GB

QuestDB

While we provide a recommended minimum configuration for virtual machines (VM), it is important to
understand that actual requirements may vary depending on how specific components are used. In some cases,
the user may need to increase the VM capacity or deploy a component on a dedicated VM. This approach
enables more accurate monitoring of usage peaks and helps determine resource needs more effectively.

One of the key advantages of microservices architecture is its ability to support gradual and targeted scaling of
hardware infrastructure. Rather than scaling an entire monolithic application, the user can allocate resources
based on the demands of individual components. This flexibility can lead to improved performance and cost

efficiency.

The minimum requirements listed for product installation are based on official supplier documentation.
Depending on the usage patterns and storage needs, additional capacity may be necessary. Consult the
supplier’s official documentation for detailed guidance.

To assist with planning and decision-making, the table below presents sample data ingestion scenarios, including
information such as processed intervals, ingestion duration and memory usage.

Ingestion Validation Audit trail Ingestion Validation
Scenario | Processed Duration Duration Records Memory Memory
# Interval (days) | (seconds) (seconds) Processed Usage (Mb) Usage (Mb)
01 60.00 33.00 27.00 2125.00 89.16 114.57
02 60.00 36.00 29.00 2128.00 74.30 120.25
03 60.00 37.00 28.00 2160.00 149.96 122.00
04 60.00 38.00 28.00 2157.00 78.07 121.89
05 60.00 39.00 26.00 2084.00 77.36 118.41
06 60.00 35.00 26.00 2124.00 135.86 120.10
07 60.00 35.00 23.00 2080.00 134.04 117.92
08 10.00 13.00 7.00 375.00 58.21 51.11
09 10.00 12.00 6.00 350.00 52.82 50.24
1.0 © 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 11
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Ingestion Validation Audit trail Ingestion Validation
Scenario | Processed Duration Duration Records Memory Memory
# Interval (days) | (seconds) (seconds) Processed Usage (Mb) Usage (Mb)
10 10.00 13.00 7.00 366.00 55.14 19.99
11 10.00 12.00 7.00 358.00 53.11 50.86
12 10.00 14.00 6.00 393.00 55.86 33.52
13 10.00 14.00 9.00 365.00 53.27 40.22
14 10.00 12.00 6.00 339.00 52.53 36.67
15 10.00 13.00 6.00 359.00 40.92 20.00
16 10.00 11.00 5.00 342.00 52.79 35.55
17 10.00 12.00 5.00 353.00 53.12 40.13
- Maximum 39.00 29.00 2160.00 149.96 122.00
- Minimum 11.00 5.00 339.00 40.92 19.99
- Average 22.29 14.76 1085.76 74.50 71.38

Prerequisites

1.0

The following are the minimum system requirements for installing the AVEVA PI Audit Reporter components:
a. AVEVA PI Audit Reporter Web Application
o Internet Information Service (IIS) Version 10 or greater.
o QuestDB version 9.2.1 or greater.
o psqlODBC_x64 version 17.00.x or greater.
o Microsoft SQL Native Client 11.0.x or greater.
o ASP.NET Core Runtime - 8.0.x or greater.
o Microsoft .NET Hosting Bundle version v8.0.7 or greater but not greater or equal to 9.0.
o MS SQL Server version 15 (2019) or greater.
b. AVEVA Pl Audit Reporter Reporting Service
o Microsoft SQL Native Client 11.0 or greater.
o Microsoft .NET version 8.0.0 or greater.
o psqlODBC_x64 version 17.00.x or greater.
o QuestDB version 9.2.1 or greater.
c. AVEVA PI Audit Reporter PI Data Ingress Service
o QuestDB version 9.2.1 or greater.
o Microsoft SQL Native Client 11.0 or greater.

o Microsoft .NET framework version 4.6.2 or greater.

©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 12
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Microsoft .NET version 8.0.0 or greater.
AVEVA AF-SDK version 2.10.x.x or greater.
AVEVA PI-SDK version 1.4.x.x or greater.
psqlODBC_x64 version 17.00.x or greater.

d. AVEVA PI Audit Reporter AF Data Ingress Service

O

O

O

QuestDB version 9.2.1 or greater.

Microsoft SQL Native Client 11.0 or greater.
Microsoft .NET framework version 4.6.2 or greater.
Microsoft .NET version 8.0.0 or greater.

AVEVA AF-SDK version 2.10.x.x or greater.

AVEVA PI-SDK version 1.4.x.x or greater.
psqlODBC_x64 version 17.00.x or greater.

License Configuration

AV=VA

The licensing of Pl Audit Reporter application is based on a license key, and it is managed by Cognizant Life
Sciences Manufacturing Group (LSMG) using an in-house generation tool.

License key generation process
The license key generation tool uses inputs like license start date and end date, client, site, product and product
version etc. The generated license key is in an encrypted form. Information about the license can later be
derived using the decryption feature available within the license generation tool. The decrypted license key
provides the start date and end date, client, site, product and product version etc.

1.0

The license key generated and provided to the users must be informed during the installation of the AVEVA PI
Audit Reporter Web Application. This component will be responsible for storing and applying the license key
through the other components, like the ingestion and reporting services.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.
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AVEVA Pl Audit Reporter - Web Application

License Settings

License Key

Upon a license renewal request, the Cognizant Life Sciences Manufacturing Group (LSMG) generates a fresh
license key and provides the client with an encrypted license key which can be used for the system.

License key generation tool
The license key generation tool is a standalone executable file that runs from a command prompt. And there are
two functionalities: Encrypt a new license key based on some parameters and decrypt an existent license key to
retrieve licensing information.

Generating a new license key
For license generation it is required to create and inform a set of parameters to be used, as described below:
e Tool file path: The path of the license key generation tool.
e C(Client Name: The name of the customer that will use the Pl Audit Reporter.
e Site Name: The end customer site that will use the Pl Audit Reporter.
e Client ID: A unique identifier for that customer.
e Product Name: The full name of the product.
e Version Number: The version of the Pl Audit Reporter.
e Start Date: The start date when the license becomes valid (format is YYYY-MM-DD).

e End Date: The end date when the license becomes expired (format is YYYY-MM-DD).

Once ready with the parameters, open the command prompt and run the following command, replacing the
parameters:

1.0 ©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 14
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<Tool file path>.exe generatekey client=<Client Name> site=<Site Name> id=<Client ID>
product=<Product Name> version=<Version Number> start=<Start Date> end=<End Date>

It generates an encrypted license key to be shared with the customers.

To decrypt an existent license key to retrieve licensing information, run the following parameter replacing the
parameter <Encrypted License Key> with the license key previously generated and used by the customers.

<Tool file path>.exe getkeyinfo licensekey=<Encrypted License key>
It generates a decrypted license information in plain text to be checked.

License key alert notifications

Pl Audit Reporter application contains 3 levels of license notification.

License key expiry advance warning message — Level 1
The first level of license notification happens when the license is about to expire. A license expiry warning
message is displayed on the AVEVA PI Audit Reporter User Interface (Ul), 30 days before the license expiration
date, as illustrated in the screenshot below:

Reports Queve. Start Date: End Date Server Source: Database: Name:

P B 02u205 1057 X | 024uk2025 1157 x T 4 X v PLAF X v 85items selected X v || Name Y
Admin v

0 Audit Records + Expand Al — Collapse All
Datel” server!l sourcell Databasell Categoryll patt} Namef! Actiont} usertl #Comments D
No Audit Records found

0 Audit Records + Expand Al — Collapse Al

Copyright © AVEVA. All rights reserved

License key renewal alert — Level 2
The second level of license notification happens when the license has expired, but users still have a valid period
to use the system meanwhile the license renewal is in progress. A license key renewal alert is displayed on the
AVEVA Pl Audit Reporter User Interface (Ul), starting from the license expiry date and continuing up to 30 days,
or until a new license key is activated. Refer to the screenshot below for the license key renewal alert.
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L — Collapse Filters

02-Jul-2025 11:03 X 02-Jul-2025 12:03 X Tas 24 X v Pl AF X v 85 items selected v Name Y
o

Datel” serverl| Sourcell Databasell Category!l. Pathfl Namell Actionf | userfl #Comments kol

>
7]

Copyright © AVEVA. Al rights reserved.

License key expiry message — Level 3
The third and last level of license notification happens when the license has expired. If the license key activation
exceeds the 30 days period of license renewal alert, a message is displayed on the AVEVA PI Audit Reporter User
Interface (Ul), notifying license expiry beyond which certain features of the applications are made unavailable
for the user as part of license enforcement. Refer to the screenshot below for the license key expiry message.

1.0

(&) AVEVA
S Rl

T

Reports Queue License has  period has been used
X it LTl Ll
>

4

Copyright © AVEVA. Al rights reserved

Additionally, license messages are captured in the admin-logs section as shown below. Refer to Logs.
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Start Date: End Date: Level Message: Exception: Machine:
02020251116 X 02Jul20251216 X Gitemsselected X v Licensehas Exception Machine
1 50 v
Datel” Leveill Messagell
020 ServiceName: PLMonitor | Interface ID: 0 | Chunik ID: 00000000-0000-0000-0000-000000000000 | - License has expired and 30 days renewal period has been used. Piease contact the vendor to acauire a new Licenselnfo
02025 12:11:09 Error e
020012025 121058 Eror el AF Monitor | Interface ID: 0 | Chuni ID: - nd 30 days renewal period has been used. Please contact the vendor to acquire a new Licenseinfo
02002025 12.10:58 Eror SenviceName: CAF Worker | Inerface ID: 0 | Chunk ID: 00000000-0000-0000-0000-000000000000 | - License has expired and 30 days renewal period has been used. Please contact the vendor to acquire a new Licenselnfo
Hlur o o ey
1 50

T —

Installation

Before the AVEVA Pl Audit Reporter application installation, ensure that all required software tools are properly
installed and configured in Prerequisites.

3Log Records

Exception  Machine
n n

3L0g Records

Deploy the AVEVA PI Audit Reporter application using dedicated component installers, which are detailed in the

following

sections. Each installer corresponds to a specific component.

Begin by installing the AVEVA Pl Audit Reporter Web Application before proceeding with the installation of any
additional services.

Install AVEVA Pl Audit Reporter - Web Application

1.0

To install the AVEVA PI Audit Reporter - Web Application, follow the steps below:

1. Locate the provided installer file, named: AVEVA PI Audit Reporter - Web Application-1.0.0.xxx_release.exe

2. Right-

click the file.

3. Select “Run as administrator (required)” from the context menu as shown below.
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1.0

MName Date modified

& AVEVA PI Audit Reporter - Web Application-1.0.0~""" B

Open
IG Run as administrator I
| u Edit with Notepad++
‘ Troubleshoot compatibility
Pin to Start
7-Zip
Share

b

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Type Size

pplication 158,597 KB

When the installer is launched, a User Account Control (UAC) prompt as shown below will appear with the
following message: “Do you want to allow this app from an unknown publisher to make changes to your

device?”

4. Select “Yes” to proceed with the installation.

User Account Control

Do you want to allow this app from an

device?

AVEVA PI Audit Reporter - Web
Application-1.0.0. .exe

Publisher: Unknown
File origin: Network drive

Show more details

unknown publisher to make changes to your

Yes No
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After accepting the User Account Control prompt, the installer proceeds to the File Location Setup screen as
shown below.

5. Select the ellipsis button ([...]) to open the folder browser.
6. Select the desired directory where the user wants to install the AVEVA Pl Audit Reporter - Web Application.

7. Once the installation path is entered, select the check box labeled:
“I agree to the License terms and conditions.”

8. The Next button will become active. Select Next to proceed to the Application Pool Identity screen.

X

AVEVA PI Audit Reporter - Web Application

Setup requires 100 MB in:

Fh\Program Files

se terms and conditions.

must agree to the Lice 3 efore you can install AVEVA Pl Audit Reporter - Web

Application.

The next screen in the setup process is the “Application Pool Identity” configuration as shown below.
9. Enter the following credentials required for the Audit Trail settings: Username, Domain and Password.

10. After entering the above details, Select the “Validate” button to confirm the configuration.
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AVEVA Pl Audit Reporter - Web Application

Application Pool Identity

User Name:

Domain:

Validate

Cancel

11. If the credentials are correct, a confirmation popup will appear with the message:
“User and password OK”.

12. Select “Back” button (in the above figure) to return to the File location setup screen. Select “Next” button to
proceed to the Configure SQL and QuestDB Connection screen.

AVEVA PI Audit Reporter - Web Application

Application Pool Identity

User Validation Result

o User and password OK

Cancel

The next screen in the setup process is “Configure SQL and QuestDB Connection”.
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13. Enter the SQL Server Name and select the appropriate Database options.
14. Proceed to the Configure QuestDB Connection section:

a. Provide the following details for both the Logs DB and Audit Trail DB: Server, Database, Port, User
and Password.

15. If the Audit Trail DB requires the same configuration as the Logs DB, check the box labeled: “Use same as
Logs DB”. This user account must have appropriate access to the database to allow record insertion and
updates.

16. Once all fields are completed, Select Next to proceed with Setup Administrator screen. Select “Back” button
to return to the Application Pool Identity screen.

AVEVA Pl Audit Reporter - Web Application

Configure SQL Connection

Database:

Configure QuestDB Connection
Logs DB

Audit Records

+| Use same as Logs DB

Cancel

The next screen in the installation process is “Setup Administrator”.

17. Enter the following administrator’s account details: Account Name, First Name, Last Name and Email
Address.

18. After filling in all required fields, select “Next” button to proceed with LDAP Settings screen. Select “Back”
button to return to the Configure SQL and QuestDB Connection screen.
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AVEVA Pl Audit Reporter - Web Application

Setup Administrator

Account Name (without Domain)

First Name

Last Name

Email

The next screen in the setup process is “LDAP Settings”.
19. Enter the following details: Domain, Container.

20. Once the required fields are completed, Select the “Next” button to proceed with License settings screen.

Select “Back” button to return to the Setup Administrator screen.
X

AVEVA Pl Audit Reporter - Web Application

LDAP Settings

Domain

Container
I

Cancel

Installer will prompt the user to enter the License Key for the AVEVA PI Audit Reporter application.

1.0 ©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 22



1.0

AV=VA

21. Enter the valid License Key in the provided field.

22. If required, the User can Select the “Back” button to return to the LDAP Settings screen and make any
changes.

23. Once the License Key is entered, select “Install” to begin the installation process.
X

AVEVA Pl Audit Reporter - Web Application

License Settings

License Key

Cancel Install

Once the installation process is complete, a confirmation message will appear: “AVEVA Pl Audit Reporter - Web
Application has been successfully installed.” This indicates that the application has been installed correctly and is
ready for use. Select the “Finish” button to exit the installer.
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& | AVEVA Pl Audit Reporter - Web Application
L

MEVA PLALdIt Repaorter -

After successful installation, the AVEVA Pl Audit Reporter - Web Application will be listed under Programs and
Features in the Windows Control Panel.

[ Programs and Features - a s

« “ t [@ » ControlPanel » Programs » Programs and Features v & Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
9 Turn Windows features on or
off Organize = Uninstall = 0
Install a pregram from the ~
network Mame Publisher Installed On  Size Version

4§ AVEVA PI Audit Reporter - Web Application Cognizant 7/1/2025 831MB 100777
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How to cancel the Installation process

To cancel installation, select the (x) button in the upper-right corner or select cancel button. A confirmation

dialog will appear, prompting the user to confirm or abort the cancellation. Refer to the screenshot below to
verify the settings.

AVEVA Pl Audit Reporter - Web Application

Application Pool Identity

Are you sure you want to cancel AVEVA Pl Audit
Reporter - Web Application installation?

Yes No

Cancel

Install AVEVA Pl Audit Reporter - AF Data Ingress
To install the AVEVA PI Audit Reporter - AF Data Ingress service, follow the steps below:

1. Locate the provided installer file, named: AVEVA Pl Audit Reporter - AF Data Ingress-1.0.0.xxx_release.exe
2. Right-click the file.

3. Select “Run as administrator (required)” from the context menu as shown below.
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Mame Date mod ifi;a'cl Type Size

&AVEVA Pl Audit Reporter - AF Data Ingress-1.0.0.] Application 199,954 KB
P g . PP

I ®) Run as administrator I
lei Edit with Notepad++
)ﬁ Open with Code
Troubleshoot compatibility
Pin to Start
Scan with Microsoft Defender...
Share

& kB

Always available offline

Restore previous versions

Send to >
Cut

Copy

Create shortcut
Delete

Renarme

Properties

When the installer is launched, a User Account Control (UAC) prompt as shown below will appear with the
following message: “Do you want to allow this app from an unknown publisher to make changes to your
device?”.

4. Select “Yes” to proceed with the installation.

User Account Control b

Do you want to allow this app from an
unknown publisher to make changes to your
device?

AVEVA Pl Audit Reporter - AF Data
Ingress-1.0.0. Lexe

Publisher: Unknown
File arigin: Network drive

Show more details

Yes No

After accepting the User Account Control prompt, the installer proceeds to the File Location Setup screen as
shown below.

5. Select the ellipsis button ([...]) to open the folder browser.
6. Select the desired directory where the user wants to install the AVEVA Pl Audit Reporter - AF Data Ingress.

7. Once the installation path is entered, select the check box labeled:
“I agree to the License terms and conditions.”

8. Select Next to continue with the installation.
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AVEVA Pl Audit Reporter - AF Data Ingress

Setup requires

F:\Program Filesy,

+| | agree to the License terms and conditions.

You must agree to the Licenses terms and conditions before you can install AVEVA Pl Audit Reporter - AF Data
Ingress.

The next screen in the setup process is the “Application Configuration” screen as shown below.

9. Enter the following configuration details: Interface Machine Name, QuestDB Settings (Hostname or IP
Address), Port (fixed).

Note: All fields are mandatory. The installation will not proceed unless this information is provided.

10. Select the “Next” button to proceed to the Configure SQL Connection screen.
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AVEVA Pl Audit Reporter - AF Data Ingress

Application Configuration

Application Settings

Interface Machine

QuestDB Settings

Hostname/IP Address Port (fixed)

e— 2 |

11. Enter the SQL Server Name and select the appropriate Database options from the Configure SQL Connection
window.

12. It is strongly recommended to use a Trusted Connection, as all services will be configured to run under a
single service account. This user account must have appropriate access to the database to allow record
insertion and updates. If the user prefers to use SQL Authentication (Username/Password), the following
configuration is required:

a. Uncheck the “Trusted Connection” checkbox.

13. Enter the Username and Password.
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AVEVA Pl Audit Reporter - AF Data Ingress

Configure SQL Connection
Server:
Trusted Connection (Windows integrated authentication)
Username:
Password:
Database:

Test Sql Connection

14. When the user selects a Test SQL Connection, a “Connection successful” message displays if the
configuration is correct.

15. Once all fields are completed, select the “Install” button to begin the installation process.

AVEVA Pl Audit Reporter - AF Data Ingress

Configure SQL Connection

Server:

+| Trusted Connection (Windows integrated authentication)

Username:

Password:

Database:

Test Sql Connection Connection succ
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Once the installation process is complete, a confirmation message appears: “AVEVA PI Audit Reporter - AF Data

Ingress has been successfully installed.” This indicates that the application has been installed correctly and is
ready for use.

16. Select Finish to exit the installer.

AVEVA Pl Audit Reporter - AF Data Ingress

AVEVA Pl Audit Reporter - AF Data Ingress has been su fully installed.

Finish

After a successful installation, the AVEVA Pl Audit Reporter - AF Data Ingress will be listed under Programs and
Features in the Windows Control Panel.

[El Programs and Features

- O x
&« “ 4 @ » ControlPanel » Programs > Programs and Features v || | SearchPrograms and Features 0
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Tum Windows features on or
off Organize + = @
Install a program from the ~
network Mame Publisher Installed On  Size Version X
& AVEVA Pl Audit Reporter - AF Data Ingress Cegnizant T/1/2025 51.9MB  1.0.0.758

S Currently installed programs Total size:  3.43 GB
[Al 47 programs installed
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Set the Service Account
To set up a custom service account for running the installed service, update the service Log On tab as follows:

1. Open Services from the Start menu and scroll down to find the AVEVA PI Audit Reporter - AF Data Ingress
service.

2. Right-click the service and select properties. The services Log On screen displays.

(4 Services

File Action View Help

e | @Bz HE »enp

< Services (Local) ' Services (Local)
AVEVA PI Audit Reporter - AFData  Name - Status Description Startup Type Log On As
Ingress Monitor

N o v s~ uw

1.0

Start the service

Description:
Monitor configured AF Audit
Interfaces and perform Recovery and
Realtime data ingress

ke AVEVA PI Audit Reporter - AF Data Ingress Monitor t.. gor configured AF Audit Interfaces and p...  Automatic Local System
Start

Stop

Pause

Resume

Restart

All Tasks »

Refresh

Help

In the Properties window of the service, select the Log On tab.

Select the option “This account”. Use the “Browse..." button to select a user account from the directory.
Enter the password and confirm the password for the service account.

Select Apply to save the changes.

Select OK to close the window.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 31



AV=VA

AVEVA Pl Audit Reporter - AF Data Ingress Monitor

General LogOn  Recovery Dependencies

Log on as:

() Local System account

(@) This account: |

PaSS‘i\'Drd: |...............
Confirm password: |...............
Cancel

How to cancel the installation

Browse...

To cancel the installation, select the (x) in the upper-right corner or Select cancel button. A confirmation dialog
appears, prompting the user to confirm or abort the cancellation. Select Yes to confirm. Refer to the screenshot

below to verify the settings.

AVEVA Pl Audit Reporter - AF Data Ingress

Are you sure you want to cancel
Audit Reporter - AF Data Ingress installation?

Yes

Database:

Test Sql Connection
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Add a new AF service instance to the AVEVA Pl Audit Reporter application on existing server

Some mandatory steps are required to add a new AF service instance to the AVEVA Pl Audit Reporter application
on existing server.

Duplicate installation files and replace settings
To duplicate installation files and replace settings, perform the following:

1. Open the Windows Services Management Console.
a. Press Win + R, type services.msc, and press Enter.
2. Locate the service named: AVEVA Pl Audit Reporter - AF Data Ingress Monitor.

3. Right-click the service and select Stop from the context menu.

Note: Ensure the user has the necessary administrative privileges to perform this action. Stopping this service
may interrupt data ingestion processes associated with the AVEVA PI Audit Reporter.

4 Services

File Action View Help
e FEHd= HE » o 0w

0. Senvices (Local) |21 Services (Local)

AVEVA Pl Audit Reporter - AF Data  Name Description  Status  Startup Type  Log On As
Ingress Monitor

Stop the service
Restart the service

Description:

Monitor configured AF Audit
Interfaces and perform Recovery and
Realtime data ingress

£+ AVEVA PI Audit Reporter - AF Data Monitor co..  Running  Automatic . 1

Start
Stop
Pause
Resume
Restart

Al Tasks >
Refresh
Properties

Help

4. Right-click the same service entry in the Services Management Console.
5. Select Properties from the context menu.

6. Inthe General tab of the Properties window, locate the field labeled Path to executable.
This field displays the full file system path to the services executable file, indicating the directory where the
service is installed.
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File Action View Help
e |FEcE BHE » a0

. Services (Local)

" Services (Local)

AVEVA Pl Audit Reporter - AFData  Name Description  Status  Startup Type  Log On As
Ingress Monitor

Start the service

Description:
Moniter configured AF Audit

Interfaces and perform Recovery and AVEVA Pl Audit Reporter - AF Data Ingress Monitor Properties (Loca.. X
Realtime data ingress

General |ogOn Recovery Dependencies
Service name: Cognizant. Audit Trail. Datalngress AF. Monitar exe
Display name: AVEVA Pl Audit Reparter - AF Data Ingress Monitor

Description Monitor configured AF Audit Interfaces and perform
& AVEVA PI Audit Reporter - AF Data Ingress Monitor Recovery and Realtime data ingress

Path to executable:
"Ef\Program Files"AVEVA\AVEVA Pl Audit Reporter - AF Data Ingress\Mon

Startup type Automatic -
Service status:  Stopped
Start Stop Paus Resume
You can specfy the start parameters that apply when you start the service
from here:
Start parameters ‘
Cancel

Using the Path to executable identified in the previous step, navigate to the corresponding directory in File
Explorer.

8. Locate the folder named: AVEVA Pl Audit Reporter - AF Data Ingress
9. Right-click the folder and select Copy.

10. Paste the copied folder in the same directory or a designated location.

11. Rename the duplicated folder to: AVEVA PI Audit Reporter - AF Data Ingress - Instance 2.

Note: Ensure the copied folder retains all subdirectories and files. This duplicate may be used for configuring a
secondary instance or for backup purposes.

<« L o » ThisPC » MNewVolume (E) » Program Files » AVEVA »
~
Mame Date modified Type Size

7 Quick access

AVEVA Pl Audit Reporter - AF Data Ingress 73 44 PM File folder
[ Desktop ) _ )

AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 7 2 PM File folder
4 Downloads

| Documents
| Pictures

- Mew Volume (E:)

12. Navigate to the duplicated folder: AVEVA PI Audit Reporter - AF Data Ingress - Instance 2 and delete folders
Log and Temp.

Note: These folders typically contain runtime logs and temporary files that are not required for initializing a new
instance. Removing them ensures a clean environment for configuration.
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“— v A » ThisPC » MewVolume(E:) » Program Files » AVEVA » AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 »
Mame Date modified Type Size
7 Quick access
Log File folder
B Deskto
F Monitor File folder
¥ Downloads Temp File folder
5| Documents Worker File folder
=/ Pictures

- Mew Volume (E:)

13. Navigate to the duplicated folder: AVEVA PI Audit Reporter - AF Data Ingress - Instance 2 and delete folders
Log and Temp.

14. Within the duplicated folder: AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2, navigate to the
subdirectories Worker and Monitor and locate the file named: appsettings.json.

15. Open each appsettings.json file using a text editor (e.g., Notepad, Notepad++, Visual Studio Code).

16. Locate the entry corresponding to the service name. This may appear under a key such as "ServiceName" or
similar.

17. Update the value to reflect the new instance name. For example: "ServiceName": "AVEVA P| Audit Reporter
- AF Data Ingress - Instance 2".

18. Save and close the files after making the changes.

Note: Ensure the JSON structure remains valid after editing. Incorrect formatting may prevent the service from
starting correctly.

<« v » ThisPC » NewVolume (E) » Program Files > AVEVA > AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 > Monitor
Name Date modified ¥ Type Size

# Quick access

[ Desktop

4 Downleads

= Decuments

&=/ Pictures " appsettings - Notepad - m] *
= NewVolume (B File Edit Format View Help

Program Files "ConnectionStrings": { A
TQSBuild "AuditTrail": "Data Source=Data_Source_Name;Database=Database_Name;TrustServerCertificate=True;Integrated Security=true;"
uilds
- Js
T "FrequencyInSecondsToRefreshConfiguration”: 18,
"Service": "SSNerameLAF.Monitor.Instancs.Z"
& ThisPC
v

§ 3D Objects | ¢ >
[ Desktop Windows (CRLF) Ln 6, Col25 100%

f=| Documents s

_ | appsettings 7/3/2025 3:42 PM JSON File 1KB

3 Downloads
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<« v > ThisPC > New Volume (E) > Program Files > AVEVA » AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 » Worker >
Name Date modified ¥ Type Size
7 Quick access
[ Desktop
4 Downloads

[ Documents J appsettings - Notepad
) Pictures File Edit Format View Help
== NewVolume (&) "ConnectionStrings": {
Program Files "AuditTrail”: "Data Source=Data_Source_Name;Database=Database_lName;TrustServerCertificate=True;Integrated Security=true;"
. TQsBuilds b . .
FrequencyInSecondsToRefreshConfiguration”: 18,
"Service": "ServerName.AF.Worker.Instance.2"
[ This PC 3
<
B 3D Objects Windows (CRLF) Ln 5, Col 50 100%
[ Desktop
B Documents | appsettings 3, JSON File 1KB
4 Downloads
D Music

& [= Pictures

Register a new windows service for the duplicated instance

To create a new service for the duplicated AVEVA Pl Audit Reporter - AF Data Ingress instance, follow the steps

below:

1. Open Command Prompt as Administrator, selecting Start, type cmd, right-click Command Prompt, and

select Run as administrator.

= (] 2 Filters ~
- Best match
nY
- Command Prompt
Desktop app LS Run as administrator
= y
Settings -4 Run as different user
0 Open file location
B3 Replace Command Prompt 1en using Windows + X menu
>} -2 Pin to Start
== Pin to taskbar
&

Pl :md|

2. Create the register command using the following syntax:

sc create "Service Name for Instance 2" displayName=

"Display Name For Service Instance 2" binPath= "Full Path To Monitor Executable"

a. Replace "Service_Name_for_Instance_2" with a unique internal name for the service

(e.g., Cognizant.AuditTrail.Datalngress.AF.Monitor.Instance.2).

b. Replace "Display_Name_For_Service_Instance_2" with a user-friendly name that will appear in the

Services console (e.g., AVEVA Pl Audit Reporter - AF Data Ingress Monitor - Instance 2).

c. Replace "Full_Path_To_Monitor_Executable" with the full path to the Monitor.exe file inside the

duplicated folder.
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d. Full path of monitor executable file ‘Cognizant.AuditTrail.Datalngress.AF.Monitor’ can be found in
Object name field in “Security” tab under file properties

« v P » ThisPC » Mew Volume(E:) » Program Files » AVEVA » AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 » Monitor
-~
Mame Date modified Type Size
7 Cuick access
[ Desktop [#5] Cognizant.AuditTrail.Datalngress.AF.Monitor 7/3/2025 1:16 PM Application 144 KB
J Downloads
" Cognizant.AuditTrail.Datalngress. AF.Monitor Properties s
=| Documents
&= Pictures General Compatibility Digital Signatures
Moni Security Details Previous Versions
onitor
Program Files Chject name:  E:\Program Files\AVEVA\AVEWA P| Audit Reporter - AF Da
. TQSBuilds Group or user names:
S ASYSTEM
[ This PC 1§
= 4
§ 3D Objects -
Il Desktop
= Documents To change pemissions, click Edit. Edit..
4 Downloads Pemissions for SYSTEM Allow Deny
J’ Music Full contral
n [E Pictures Modify
m vid Read & execute
ideos
Read
s Windows () Write
= Mew Volume (E:) Special permissions
¥ Network For special permissions or advanced settings. click ]
Advanced.

3. Run the sc create Command using the following syntax to register the new service:

sc create "Cognizant.AuditTrail.DataIngress.AF.Monitor.Instance.2.exe"
displayName="AVEVA PI Audit Reporter - AF Data Ingress Monitor Instance 2"
binPath="E:\Program Files\AVEVA\AVEVA PI Audit Reporter - AF Data Ingress -
Instance2\Monitor\Cognizant.AuditTrail.DatalIngress.AF.Monitor.exe"

B Select Administrator: Command Prompt

Note: Ensure the command parameters are matching with the environment where it is installed.

4. In the Windows Services list, scroll through or use the search function to locate the newly created service:
AVEVA Pl Audit Reporter - AF Data Ingress Monitor - Instance 2. Confirm that the service appears in the list
and is available for manual start or automatic startup configuration.
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4 Services
File Action View Help

e DBz HE rmuwp

£ Services (Local) ' Services (Local)

AVEVA P1 Audit Reporter - AF Data  Name Description  Status Startup Type  Log OnAs
Ingress Monitor Instance 2

Start the service

ﬁ-AVEVA Pl Audit Reporter - AF Data Ingress Monitor Manitor cow. Automatic I
\VEVA PI Audit Reporter - AF Data Ingress Monitor Instance 2 Manual Local System

G} AVEVA PI Audit Reporter - P Data Ingress Monitor Menitor co..  Running  Automatic ]

5. Right-click the service and a context menu appears.

6. Select properties and on general screen change “Startup type” to “Automatic”.

File Action View Help
“2|E 0o EAm »enw
£ Services (Local) || <1 Sevices (Local)

AVEVA Pl Audit Reporter - AF Data  Neme Description  Status  Startup Type  Log On As
Ingress Monitor Instance 2

Start the service

&2, AVEVA PI Audit Reporter - AF Data Ingress Monitor Menitor co... Automatic Ipxtestacc3@tqsintegration.com
3 p g p qeinteg
%3 AVEVA PI Audit Reporter - AF Data Ingress Monitor Instance 2 Automatic  Local System

AVEVA Pl Audit Reporter - AF Data Ingress Monitor Instance 2 Prop... X

General LogOn Recovery Dependencies

Service name: bnizant Audit Trail Dataingress AF Monitor Instance 2 exe]

Display name:  AVEVA P| Audt Reporter - AF Data Ingress Monitor Insta

Desciption
Path to executable:
E:\Program Fles\AVEVA\AVEVA P| Audt Reporter - AF Data Ingress - Insta

Startup type: Automatic ~

»
Service status:  Stopped

Stat Stop Pause Resume

‘You can specy the statt parameters that apply when you star the service
from here.

Start parameters |

7. Select the Log On tab to set up a custom service account for running the installed service.

8. Select the option This account. Use the "Browse..." button to select a user account from the directory.
9. Enter the password and confirm the password for the service account.

10. Select Apply to save the changes.

11. Select OK to close the window. Refer to the screenshot below to verify the settings.
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AVEVA Pl Audit Reporter - AF Data Ingress Monitor Instance 2 Prop... X

General LogOn  Recovery Dependencies

Log on as:

(O Local System account

ki Bt ba laract il daalidan
AIOW SEMVICE 1O INteraclt Wiln aesKLop

(® This account: | ‘ e
PBSS"\'Ord |............... ‘
Confirm password: |0¢ooooooooooooo ‘

Cancel Apply

Configure AF Interface in SQL Server
To complete the configuration for the AF interface, follow these steps using SQL Server Management Studio
(SSMS).

1. Launch SQL Server Management Studio and connect to the appropriate SQL Server instance.

2. Inthe Object Explorer, expand the Databases node and select the database currently used by the
application.

3. Select New Query in the toolbar to open a new SQL query window.

4. Execute the following SQL script to include the AF interface:

declare @InterfaceMachine varchar (max);
declare @TargetMachine varchar (max) ;
declare (@StartMode varchar (max) ;
declare @RecoveryDate datetime;

-—- PARAMS

-—- Interface machine name (usually server name hosting data ingestion service)
set @InterfaceMachine = 'Interface Machine Name.Instance.2';

-— AF Server name/host/ip

set Q@TargetMachine = 'Target Machine Name';

-- Recovery/Realtime

set @StartMode = 'Recovery';
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-- Date to recover if start mode is recovery. If realtime, use getdate()
set @RecoveryDate = '2025-01-01"';
-— PARAMS
IF
NOT EXISTS (
SELECT 1
FROM [dbo].[AuditServers]
WHERE [Type] = N'AF' AND [InterfaceMachine] = @InterfaceMachine AND [TargetMachine]
@TargetMachine

)
BEGIN
INSERT [dbo].[AuditServers]
([Typel, [TargetMachine], [InterfaceMachine], [AFIncludeAllDatabases], [StartMode], [Rec
overyDate], [RealtimeStartDate])
VALUES ('AF', @TargetMachine, @InterfaceMachine,
0,@StartMode, @RecoveryDate, CONVERT (DATETIMEZ2 (0) , GETDATE())) ;
END
ELSE
BEGIN
print 'There is an audit server already configured for AF Server ' + @TargetMachine
+ ' and interface ' + @InterfaceMachine;
END

5. Refer to the screenshot below to verify the query in MSSQL.

._*/1 SQLQueryd.sql - Mmoo €3 (99)) - Miicrosof ft SQL Server Management Studio Quick Launch (Ctrl+Q) P o B x
File Edit Viw Query Project Tools Window Help
©-0|f- - W BNy B

SQLQueryd.sql - tas..Nb

SRR s0i0uery 114l ta..Nf

(@ 17 System Tables
@ 1 FileTabes

® 19 Extema Tables

& 19 Graph Tables

& B9 dbo Auditinterfaces

soo -

B Messagss

Complesicn sime: 2025-07-08T15:36:11. TS82TT6100:00

0% -
@ Query executed succassfully. @77 T(I50RTM) 1 i 000000 |0rows

6. Select New Query in the toolbar to open a new SQL query window to replicate data ingress settings for
new interface service.

7. Execute the following SQL query, updating the placeholder values as needed to reflect the new instance
configuration:

insert into [Database Name].[dbo].[DatalIngressSettings]

SELECT 'Interface Name.AF.Monitor.Instance.2' as [Service], [Key], replace([Value],
'AVEVA PI Audit Reporter - AF Data Ingress', 'AVEVA PI Audit Reporter - AF Data Ingress
- Instance 2') as [Value]
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FROM [Database Name] . [dbo].[DatalIngressSettings]
WHERE [Service] = ' Interface Name.AF.Monitor';

update [Database Name].[dbo].[DatalIngressSettings] set [Value] = '
Interface Name.AF.Monitor' where [Service] = ' Interface Name.AF.Monitor.Instance.2'
and [Key] = 'AppSettings:InterfaceMachine';

insert into [Database Name].[dbo].[DatalIngressSettings]

SELECT ' Interface Name.AF.Worker.Instance.2' as [Service], [Key], replace([Value],
'AVEVA PI Audit Reporter - AF Data Ingress', 'AVEVA PI Audit Reporter - AF Data Ingress
- Instance 2') as [Value]

FROM [Database Name].[dbo].[DatalIngressSettings]

WHERE [Service] = ' Interface Name.AF.Worker';

update [Database Name].[dbo].[DatalIngressSettings] set [Value] = '
Interface Name.AF.Worker' where [Service] = ' Interface Name.AF.Worker.Instance.2' and
[Key] = 'AppSettings:InterfaceMachine';

8. Refer to the screenshot below to verify the query in MSSQL.

! 50LQuenyS.sql- t 04 er(TQ cc3 (214))" - Microsoft SQL Server Management Studio Quick Launch (Ctrl+Q P o B x
File Edit View Query Project Tools Window Help
0-0[8- - By REKAR (X IA(D-C- (8 -|5 -l@mrEB-.
M. | bbecte » v ESE[E] 2| AED| 3| Fn| 0,
[Osetipor - x| [CTSTPESRSTITR oo ——— ]

=@t . OLSeverl: -1C A
= Databases

System Databases

Database Snapshots

Database Diagrams
Tables

System Tables
FileTables FROM
External Tables WHERE [Service
Graph Tables

3 [ dbo.Auditinterfaces

i [ dbo.AuditServers

3 R dbo.AvailableAFDatabases

7 [ dbo.AvailableAFServers

# [ dbo.ChunkExecutions Q0% -4 ¥

9. Verify Replicated Settings in the DatalngressSettings table by running following sql query (for example):

SELECT * FROM [dbo].[DatalIngressSettings] WHERE Service =
'Interface machine name.AF.Monitor.Instance.2';

10. Review the results to ensure that all expected configuration parameters for the new interface instance are
present and correctly populated.

Note: All existent settings from original service instance must be in the duplicated one. Please refer to the
configuration settings in Chapter 5.
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SQLQueryB.sql - tc WA (Tq
File Edit View Query Project Tools Window Help
F Q@ B o -2 P BNewauey BRRRD
b | * | b Execute J&'S{ES"EZETE

$Fa|?2-<c-@| -8

Object Explorer ARl SOl Query8.sql - tgs..\

Connect~ ¥ ¥ (Ve L
=] o -
= | EE Resuts gl Messages
0w o d_ Service
o] 1 (24T
w = 2 25 T
+ Database Diagrams 3 206 TG
Talies 4w T
5 ?y"s\;n; Tables e ol
3 8 Eexna Tabe s me W
> @ W Graph Tables AL
% BB dboAuditinterfaces g Ay N
5 BB dboAuditServers 2L NIB2 N
% R dbo.AvailableAFDatabases 0 23 ™
# EB dbo AvailableAFServers n oM W
% BB dbo.ChunkExecutions iz 25 10
# EH dbo.DatalngressSettings 1B 26 T
7 EH dbo.DatFiles H 27 T
& BB dbo.DomainGroupRoleMaps 15 218 T
5 FB dbo ExclusionFilters 6 219 Ta
% BB dbo.GeneralSettings 7 m T
% FH dbo.InternalAuditLogs 18 21 T
i BB dboPermissions a 19 22 Ta

11.
12.
13.
14.

i Services

File Action View Help

e |FE = Bm > e n

Right-click the service and select Start.

324 = x |

FROM [dbo].[DatalngressSettings] WHERE Service = '1(

“.AF Monttor.Instance .2
*.AF Monitor.Instance 2
*AF Monitor Instance.2
+ AF Monitor Instance 2
*.AF Monitor nstance 2
F Monitor Instance 2
*.AF Monitor Instance.2
*AF Monitor Instance 2
*.AF Monitor.instance.2
+AF Monitor Instance 2
AF Monttor Instance 2
+.AF Monitor Instance 2
+AF Monitor Instance.2
* AF Monitor Instance 2
Z.AF Monitor.Instance 2
=.AF Montor Instance 2
F Monitor. Instance 2
F Monitor instance 2
Z.AF Monitor Instance.2

3 (224))" - Microsoft SQL Server Management Studio

e..atalngressSettings

C.AF Monitor, Instance.2’;

Key

AppSettings:CheckIntervalin Seconds

App Settings: MaxParallel Reattime Workers

AppSettings:MaxParallelRecoveryWorkers

AppSettings Maxlnresponse Heartbe at Timeln Seconds

AopSettings:Real Time IntervalinMinutes
RecoveryChunk

AppSettings: Update AF Available DatabasesFrequencyl

AppSettings WorkerApplicationPath

AppSettings:Inteface Machine

App Settings: LogsDirectory

App Settings:LogLevel
LogFileFlust

AppSettings: LogMaxFile SizeinBytes

MSS0L DataSeurce

MSSQL Database

MSSQL: Trust ServerCertificate

QuestDB:Server

QuestDB:Database

QuestDB:Port PGWire

E:\Program Files\AVEVA\AVEVA PI Audit Reporter
T Zlnstance 2

E:\Program Files\AVEVA\AVEVA Pl Audit Reporter -

Trace

5

10485760

TC 19

TC cc

8812

Once the service has been successfully created and its configuration settings replicated:

Monitor the service status to ensure it transitions to running without errors.

*

Locate the newly created service: AVEVA PI Audit Reporter - AF Data Ingress Monitor - Instance 2.

< Sewvices (Local) || = Services (Local)

AVEVA Pl Audit Reporter - AF Data  Name
Ingress Monitor Instance 2

Stop the service
Restart the service

*3 AVEVA Pl Audit Reporter - AF Data Ingress Monitor Instance 2

Description  Status

Running

Startup Type

Autematic

Log On As

15. Confirm New AF Interface added in the AVEVA Pl Audit Reporter. Select Admin, Audit Interfaces.

Type Target Machine

PL, AF X v

Interface Machine:

nterface Machine

Admin ~
Typell Target Machinels Interface Machinell
Audit Interfaces
> AF R24 Instance.2
Permissions
> AF R24 19.Instance 2 I
Reporting
Yow « ¢ 1 (@2 5 m  Expand AN

Internal Audit Logs

Delete a service instance from the System
To remove the previously created service from the system:

- Collapse All

— Collapse All
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1. Stop the Service:
a. Open the Services Management Console (services.msc).
b. Locate the service (e.g., AVEVA Pl Audit Reporter - AF Data Ingress Monitor - Instance 2).
c. Right-click the service and select Stop.
2. Open Command Prompt as Administrator:
a. Select Start, type cmd, right-click Command Prompt, and select Run as administrator.
3. Run the Following Commands to Delete the Service:

a. scdelete "Service_Name".

b. Replace "Service_Name" with the actual internal name of the service (e.g., sc delete
"Cognizant.AuditTrail.Datalngress.AF.Monitor.Instance.2.exe").

B Administrater: Command Prompt

Note: After deleting the Windows service, remove all associated configuration records from the database to
ensure clean decommissioning of the interface.

4. Delete DatalngresSettings table for newly added interface with below command:

DELETE FROM [Database Name].[dbo].[DatalIngressSettings] where Service =
'Interface Server.AF.Worker.Instance.2' or Service =
'Interface server.AF.Monitor.Instance.2'

Object Explorer - 1 x| oL - i )t ) SOLQuery29.sql -..ATIONY ©

TR 501 Query22 sai - T..TION N 123) SOLQuery?7.sql - T..TION SN (149))*
Connect~ ¥ ¥ G~

DELETE FROM [IZingny ].[dbo]. [DatalngressSettings] where Service = 'I LAF .Worker. Instance.2'or Service = ' .AF .Moniter. Instance.2'
] N

S
@ 1 Database Disgrams

Tables

@ 1 System Tables

B 1 FileTables

@ 1 Edemal Tables

5 17 Graph Tables B Hessages

® BB doo.Auditinterfaces .

47 rows affected)

® B dooAuditservers

& B8 dbo.AvailableAFDatabases

& BB dbo.AvailableFServers

B8 doo.ChunkExecutions

& B9 dbo.DatalngressSettings

& B8 doo.Datfiles

= B8 dbo.DomainGroupRoleMaps

% BB dboExclusionfikers

% B dbo.GeneralSettings

% B dbo.ntemalAuditLogs

% B dbopemissions

@ [ dboReportQueueFile

% B dbo.ReportsQueus

0% -

Completion time: 2025-07-07T14:21:33.3885572+00:00

& R dbo.ReportsSeniceConfiguration
) B dbo.Users
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5. Delete audit servers for newly added interface with below command:

DELETE FROM [Database Table].[dbo].AuditServers where InterfaceMachine

Interface server.Instance.2'

I Object Explorer > B x ISQLQueryio.sql - ATIONY ) SRR SO OQuery29.5q] - ATION TN 26))" SOLQuery28.5gl - T...TIONY

Connect~ ¥ *¥ [ DELETE FROM [J 1.[dbo].AuditServers where InterfaceMachine = '[_

=] . A
=l

Database Diagrams

= Tables
Systern Tables
FileTables
External Tables
Graph Tables
[ dbo.Auditinterfaces
[ dbo.AuditServers
B dbo.AvailableAFDatabases
[ dbo.AvailableAFServers
[ dbo.ChunkExecutions
[ dbo DatalngressSettings
EH dbo.DatFiles
R dbo.DomainGroupReleMaps
[ dbo.ExclusionFilters
9 dbo.GeneralSettings
[ dboIntemalAuditlogs
[ dbo.Permissions
FF dbo.ReportQueucFile
F dbo ReportsQueue
R dbo.ReportsServiceConfiguration

BEEA

100% ~
EF Messages
(1 row affscted)

FH dboUsers Completion time: 2025-07-07T14:11:18_3555845+00:00
Views

Install AVEVA Pl Audit Reporter - Pl Data Ingress
To install the AVEVA Pl Audit Reporter - Pl Data Ingress service, follow the steps below:

1. Locate and right-click the provided installer file AVEVA Pl Audit Reporter - Pl Data
Ingress-1.0.0.xxx_release.exe

2. Select “Run as administrator” (required) from the context menu as shown below.

Mame Date mo clifigcl Type Size

& AVEVA PI Audit Reporter - P| Data Ingress-1.0.0.7""

Application 199,222 KB
Open

% Run as administrator I
i Editwith Notepad++
)q Open with Code
Troubleshoot compatibility
Pin to Start

Ea Scan with Microsoft Defender...
& Share

Always available offline

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties
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3. When the installer is launched, a User Account Control (UAC) prompt as shown below will appear with the
following message: “Do you want to allow this app from an unknown publisher to make changes to your
device?”. Select “Yes” to proceed with the installation.

User Account Control >

Do you want to allow this app from an
unknown publisher to make changes to your
device?

AVEVA Pl Audit Reporter - Pl Data
Ingress-1.0.C Lexe

Publisher: Unknown
File origin: Metwork drive

Show more details

Yes Mo

After accepting the User Account Control prompt, the installer proceeds to the File Location Setup screen.
Select the ellipsis button ([...]) to open the folder browser.
Select the desired directory where the user wants to install the AVEVA Pl Audit Reporter - Pl Data Ingress.

Once the installation path is selected, check the box labeled: “I agree to the License terms and conditions.”

© N o u A

Select Next to continue with the installation.

AVEVA Pl Audit Reporter - Pl Data Ingress

Setup requires 64 MB in:

F:\Program Files)
+| | agree to the License terms and conditions.

You must agree to the Licenses terms and conditions before you can install AVEVA Pl Audit Reporter - Pl Data
Ingress.

9. The next screen in the setup process is the “Application Configuration” screen.
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10. Enter the following configuration details: Interface Machine Name, Local PI Administration
folder/directory of the AVEVA PI SDK installation, Pl Server Address, QuestDB Settings (Hostname or IP
Address) and Port(fixed).

Note: All fields are mandatory. The installation will not proceed unless this information is provided.

11. Select “Next” to navigate to the “Configure SQL Connection” screen.

AVEVA Pl Audit Reporter - Pl Data Ingress

Application Configuration
Application Settings

Interface Machine
1

Local Pl adm folder
C\Program Files\PIPC\adm

Pl Server

QuestDB Settings

Hostname/IP Address Port (fixed)

0000 ]

Cancel

12. Enter the SQL Server Name in the Configure SQL Connection screen and select the appropriate Database
options.

13. It is strongly recommended to use a Trusted Connection, as all services will be configured to run under a
single service account. This account must have the appropriate access to the database to allow insertions
and updates. If the users prefer to use SQL Authentication (Username/Password), the following
configuration is required:

a. Uncheck the “Trusted Connection” checkbox.

b. Enter the Username and Password.
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AVEVA Pl Audit Reporter - Pl Data Ingress

Configure SQL Connection
Server:
Trusted Connection (Windows integrated authentication)
Username:
Password:

Database:

Test Sqgl Connection

Cancel

14. When the user Selects on Test SQL Connection to verify connectivity, a “Connection successful” message
display if the configuration is correct.

15. Once all fields are completed, select “Next”.

AVEVA PI Audit Reporter - Pl Data Ingress

Configure SQL Connection

Server:

+| Trusted Connection (Windows integrated authentication)

Username:

Password:

Test Sql Connection Connection successful

Cancel

16. The next screen in the setup process is “Interface Configuration”.
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17. The user can choose the appropriate start mode for the data ingress process. If Recovery Mode is selected,
the user must specify the Recovery Date.

18. Enter the paths to the directories containing the .dat files to be processed. Select the Pl Subsystems that will
be processed during data ingestion.

19. Once all fields are completed, select “Install” to begin the installation process.

AVEVA Pl Audit Reporter - Pl Data Ingress

Interface Configuration

Start Mode

Realtime ¥

Pl Server backup .dat files directory

CA\Temp\Backup

Pl Server .dat files directory

C\Program Files\PN\log

Subsystems to be processed

Pl Base Pl Archive Pl Snapshot

Cancel Install

20. Once complete, a confirmation message appears: “AVEVA Pl Audit Reporter - Pl Data Ingress has been

successfully installed.” This indicates that the application has been installed correctly and is ready for use.
Select Finish to exit the installer.
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AVEVA Pl Audit Reporter - Pl Data Ingress has been su fully installed.

Finish

AV=VA

After successful installation, the AVEVA Pl Audit Reporter - Pl Data Ingress will be listed under Programs and

Features in the Windows Control Panel.

& Programs and Features

&

“ 4 [ » ControlPanel 5 Programs s Programs and Features

Control Panel Home .
Uninstall or change a program
View installed updates

To uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windews features on or

off ;
Organize -
Install a program from the ~
network Name Publisher Installed On
& AVEVA PI Audit Reporter - Pl Data Ingress Cognizant 7/1/2025

“—_  Currently installed programs Total size: 3.43 GB
[‘1 47 programs installed

Size

v O

Version
51.9MB  1.0.0.738

- a X

Search Programs and Features 0

1.0
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Set the Service Account

To set up a custom service account for running the installed service, update the service Log On tab as follows:

1. Open Services from the Start menu and scroll down to find the AVEVA PI Audit Reporter - AF Data Ingress

service.

. Services

File Action View Help
e |mE G HEl »anw

£, Services (Local) ‘" Services (Local)

Ingress Monitor

2l i - itor tq
Start the service A AVEVA PI Audit Reporter - Pl Data Ingress Monitor

Description:
Monitor configured Pl Audit
Interfaces and perform Recovery and
Realtime data ingress

Right-click the service and select properties.

Select Apply to save the changes.

N o v ok~ w N

AVEVA Pl Audit Reporter - PlData  Name Status Description Startup Type

goitor configured Pl Audit Interfaces and pe... Automatic

Start

Stop

Pause

Resume

Restart

Al Tasks >

Refresh

Help

In the Properties window of the service, select the Log On tab.

Enter the password and confirm the password for the service account.

Select OK to close the window. Refer to the screenshot below to verify the settings.

ANVEVA Pl Audit Reporter - Pl Data Ingress Monitor

General Log On  Recovery Dependencies

Log on as:

() Local System account
Allow service to interact with desktop

(@) This account: | |

>

Browse...

Password: |............... |

Confirm paggword: |...............

Cancel
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How to cancel the installation

To cancel the installation, select the (x) in the upper-right corner or Select cancel button. A confirmation dialog
appears, prompting the user to confirm or abort the cancellation. Select Yes to confirm. Refer to the screenshot
below to verify the settings.

AVEVA Pl Audit Reporter - Pl Data Ingress

Application Configuration

Are you sure you want to cancel AVEVA PI
Audit Reporter - Pl Data Ingress installation?

Yes No

QuestDB Settings

Hostname/IP Address Port (fixed)

Adding a new PI Interface to the AVEVA PI Audit Reporter application on existing service instance

To integrate a new Pl Interface into the application, users must execute a specific SQL query on the database.
This operation registers the new Interface and enables data ingestion from the specified Pl source. Before
executing the SQL query, ensure the following fields are correctly configured:

1.0

Interface_Machine: The hostname or identifier of the machine where the Pl interface is running.
Target_Machine: The destination system where processed data is intended to be delivered or consumed.
Pl_Server_Name/Host/IP: The name or IP address of the Pl server to connect to.

Recovery_Start_Date: The date from which historical data recovery should begin.
Dat_File_Backup_Directory: The directory path where backup .dat files will be stored.

Dat_File_Directory: The directory path where incoming .dat files will be read from.

Once the above fields are configured, perform the following steps to run the query:
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1. Launch SQL Server Management Studio and connect to the appropriate SQL Server instance.

2. Inthe Object Explorer, expand the Databases node and select the database currently used by the
application.

3. Select New Query in the toolbar to open a new SQL query window.

4. Execute the following SQL script to include the Pl interface:

declare @InterfaceMachine varchar (max) ;
declare @TargetMachine varchar (max) ;
declare @StartMode varchar (max) ;

declare @RecoveryDate datetime;

declare @DatFileBackupPath varchar (max) ;
declare @DatFilePath varchar (max) ;
declare @ProcessPIArchiveDatFiles bit;
declare @ProcessPIBaseDatFiles bit;
declare @ProcessPISnapshotDatFiles bit;

-— PARAMS

-- Interface machine name (usually server name hosting data ingestion service)
set Q@InterfaceMachine = 'Interface Machine Name';

-—- PI Server name/host/ip

set Q@TargetMachine = ' PI Server Name/Host/Ip';

-— Recovery/Realtime

set @StartMode = 'Recovery';

-- Date to recover if start mode is recovery. If realtime, use getdate()
set Q@RecoveryDate = 'Recovery Start Date';

-- Dat file backup directory. Empty if does not exist

set @DatFileBackupPath = 'Dat File Backup Directory'

-— Dat file directory

set @DatFilePath = ' Dat File Directory'

-- Flag that indicates if interface will process pi archive audit database files (.dat)
set @ProcessPIArchiveDatFiles = 1;

-- Flag that indicates if interface will process pi base audit database files (.dat)
set @ProcessPIBaseDatFiles = 1;

-- Flag that indicates if interface will process pi snapshot audit database files (.dat)
set @ProcessPISnapshotDatFiles = 1;

—-—- PARAMS

IF

NOT EXISTS (
SELECT 1

FROM [dbo].[AuditServers]
WHERE [Type] = N'PI' AND [InterfaceMachine] = @InterfaceMachine AND [TargetMachine]
@TargetMachine

)
BEGIN
INSERT [dbo].[AuditServers]
([Typel, [TargetMachine], [InterfaceMachine], [AFIncludeAllDatabases], [StartMode], [Rec
overyDate], [RealtimeStartDate])
VALUES ('PI', @TargetMachine, @InterfaceMachine,
0,@StartMode, @RecoveryDate, CONVERT (DATETIMEZ2 (0) , GETDATE())) ;
END
ELSE
BEGIN
print 'There is an audit server already configured for PI Server ' + @TargetMachine
+ ' and interface ' + @InterfaceMachine;
END
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IF NOT EXISTS (

SELECT 1
FROM [dbo]. [AuditInterfaces]
WHERE [Type] = N'PI' AND [InterfaceMachine] =
= @TargetMachine
)
BEGIN
INSERT [dbo].[AuditInterfaces]
([AuditServerID],
[Typel,

[TargetMachine],

[TargetDatabase],
[DatabaseEnabled],

[StartMode],
[RealtimeStartDate],

[ProcessedRecoveryCount],
[ProcessedRealtimeCount],

[ProcessedRealtimeMaxDate],
[BackupFilesDirectory],

[AuditDatFilesDirectoryl],
[ProcessSnapshotAuditSubsystem],

[ProcessBaseAuditSubsystem],
[ExclusionFilterStatus],

AV=VA

@InterfaceMachine AND [TargetMachine]

[InterfaceMachine],
[TargetDatabaseGUID],
[RecoveryDate],
[ProcessedRecoveryMaxDate],
[TotalRecords],
[ProcessArchiveAuditSubsystem],

[CurrentDatFile],

[BackupFilesCopied], [Summary])
VALUES
((SELECT ID FROM [dbo] . [AuditServers] WHERE [Type] = N'PI' AND [InterfaceMachine]
= @InterfaceMachine AND [TargetMachine] = @TargetMachine),
'PIY, @InterfaceMachine,
@TargetMachine,
NULL, NULL,
1,
@StartMode, @RecoveryDate,
CONVERT (DATETIMEZ2 (0) , GETDATE()),
0, CONVERT (DATETIMEZ2 (0) ,

GETDATE ()), O,
CONVERT (DATETIME2 (0), GETDATE()),
@DatFileBackupPath,
@DatFilePath,
@ProcessPIArchiveDatFiles,

0,

@ProcessPISnapshotDatFiles,

@ProcessPIBaseDatFiles, NULL,
NULL,

0, NULL) ;
END
ELSE
BEGIN

print 'There is an audit interface already configured for PI Server ' +

@TargetMachine + ' and interface ' + @InterfaceMachine;
END

Refer to the screenshot below to verify the query in MSSQL.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.

Page 53



AV=VA

Audit 8
Window

_‘.-I SQLQuery1.sql - tepmg 8

File Edit View Project Tools

“"3 ™ &
Help

10N

C 0B -2 Hd By BEQRAR| L O ¢ B

Execute

Object Explorer
Connect* ¥ ¥
=1}
% I Database Diagrams
Tables
%) 1 System Tables
3| 1 FileTables
% 1 External Tables
# I8 Graph Tables
% M8 dboAuditinterfaces
7 [ dbo.AuditServers
i B dbo.AvailableAFDatabases
7 B dboAvailableAFServers
7 8 dbo.ChunkExecutions
7 B dbo.DatalngressSettings
7 [ dbo.DatFiles
7 B8 dbo.DomainGroupRoleMaps
7 B8 dboBxclusionFilters
# [ dbo.GeneralSettings
o] dbo.IntemalAuditLogs
7 [ dbo.Permissions
7 B8 dbo.ReportQueueFile
7 BB dboReportsQueue
7 B dbo.ReportsServiceConfiguration
7 B8 dbolsers

i Viswe

q»

declare @lnterfaceMachine va

declare PlargetMachine varchar
declare @StartMode warchar

declare @RecoveryDate datetime
declare @0atFileBackupPath varchar
declare @0atFilePath varchar

declare @ProcessPlArchiveDatfiles bit
declare @ProcessPlBaseDatfiles bit
declare @ProcessPlSnapshotDatfiles bi

set @lnterfaceMachine

set @TargetMachine

set @StartMode scovery

v 0% =A
¥s, Connected. (1/1)

+

wacc3 (66))* - Microsoft SQL Server Management Studio Quick Launch (Ctrl+C P e B x

|9 el <

b
for | 00:00:00 Orows

@ TOMRARANI (S0RTM) | TOMER, uck Al

To Confirm New PI Interface added in the AVEVA Pl Audit Reporter, select Admin, Audit Interfaces, as shown

below.

Audit Interfaces

Permissions

Target Machine:

Target Machine

Interface Machine:

Interface Machine

Reporting

Logs

Internal Audit Logs

1 2 > » |5 v + Expand All — Collapse 2
Typell Target Machinel Interface Machinel }
AF TQ TC X
Pl TC TC :c
AF TC TC x
Pl TC TC x
Pl TC TC
1 2 > » 5 v + Expand All — Collapse A

1.0
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Add a new Pl service instance to the AVEVA Pl Audit Reporter application on existing server

1.0

Some mandatory steps are required to add a new Pl service instance to the AVEVA Pl Audit Reporter application
on existing server.

Duplicate installation files and replace settings
To duplicate installation files and replace settings, perform the following:

1. Open the Windows Services Management Console.
a. Press Win + R, type services.msc, and press Enter.
2. Locate the service named: AVEVA Pl Audit Reporter - AF Data Ingress Monitor.

3. Right-click the service and select Stop from the context menu.

Note: Ensure the user has the necessary administrative privileges to perform this action. Stopping this service
may interrupt data ingestion processes associated with the AVEVA PI Audit Reporter.

+ Services

File Action View Help

L Ao ERCIEN I L )

“ Services (Local) . Senvices (Local)
~
AVEVA Pl Audit Reporter - Pl Data ~ Mame Description  Status Startup Type  LogOnAs
Ingress Monitor
Stop the service - - - -
Restart the service 4 AVEVA PI Audit Reporter - PI Data Ingress Monitor Running  Automatic [N

Start

Stop
Description:
Menitor configured Pl Audit
Interfaces and perform Recovery and Resume
Realtime data ingress

Pause

Restart
All Tasks >
Refresh

Properties

Help

4. Once the ‘AVEVA Pl Audit Reporter - PI Data Ingress Monitor’ service has been successfully stopped:
5. Right-click the same service entry in the Services Management Console.

6. Select Properties from the context menu.
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In the General tab of the Properties window, locate the field labeled Path to executable. This field displays the
full file system path to the services executable file, indicating the directory where the service is installed.

File Action View Help
4= = | [ Bl v muw

14 LS

. Services (Local) ' Services (Local)

AVEVA Pl Audit Reporter - Pl Data Mame Description Status Startup Type Log On As

Ingress Monitor

Start the service . .
%AVEVA Pl Audit Reporter - Pl Data Ingress Monitor Monitor co.. Automatic

Description: AVEVA Pl Audit Reporter - PI Data Ingress Monitor Properties (Local.. >
Monitor configured Pl Audit
Interfaces and perform Recovery and

General LogOn Recovery Dependencies
Realtime data ingress

Service name: Cognizant Audit Trail Datalngress.Pl. Monitor exe
Display name: AVEVA Pl Audit Reporter - P| Data Ingress Monitor

Description: Moniter corfigured Pl Audtt Intefaces and perform
Recovery and Realtime data ingress

Path to executable:
"E:\Program FileshAVEVA\AVEVA P| Audit Reporter - P| Data Ingress\Moni

Startup type: Automatic 5

>> | Service status:  Stopped
Start Sto Pause Resume

You can speify the start parameters that apply when you start the service
from here

Start parameters |

Cancel

7. Using the Path to executable identified in the previous step, navigate to the corresponding directory in File
Explorer.

8. Locate the folder named: AVEVA Pl Audit Reporter - Pl Data Ingress
9. Right-click the folder and select Copy.
10. Paste the copied folder in the same directory or a designated location.

11. Rename the duplicated folder to: AVEVA PI Audit Reporter - Pl Data Ingress - Instance 2.

Note: Ensure the copied folder retains all subdirectories and files. This duplicate may be used for configuring a
secondary instance or for backup purposes.

« v P s ThisPC » MNewVolume (E) » Program Files » AVEVA »

-

Name v Date modified Type Size

s Quick access

[ Desktop
; Downloads AVEVA Pl Audit Reporter - Pl Data Ingress File folder
=| Documents BVEVA Pl Audit Reporter - P| Data Ingress - Instance 2 File folder
& Pictures

Meonitor

12. Navigate to the duplicated folder: AVEVA Pl Audit Reporter - AF Data Ingress - Instance 2 and delete folders
Log and Temp.

Note: These folders typically contain runtime logs and temporary files that are not required for initializing a new
instance. Removing them ensures a clean environment for configuration.
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« v 4 » ThisPC » NewVolurme (E) » Program Files » AVEVA » AVEVA Pl Audit Reporter - Pl Data Ingress - Instance 2 »
MName Date modified Type Size
7 Quick access
Log File folder
I Deskto
F Monitor File folder
¥ Downloads Temp File folder
| Documents Waorker File folder
&=/ Pictures
Monitor

13. Navigate to the duplicated folder: AVEVA PI Audit Reporter - Pl Data Ingress - Instance 2 and delete folders
Log and Temp.

14. Within the duplicated folder: AVEVA Pl Audit Reporter - Pl Data Ingress - Instance 2, navigate to the
subdirectories Worker and Monitor and locate the file named: appsettings.json.

15. Open each appsettings.json file using a text editor (e.g., Notepad, Notepad++, Visual Studio Code).

16. Locate the entry corresponding to the service name. This may appear under a key such as "ServiceName" or
similar.

17. Update the value to reflect the new instance name. For example: "ServiceName": "AVEVA PI Audit Reporter
- Pl Data Ingress - Instance 2".

18. Save and close the files after making the changes.

Note: Ensure the JSON structure remains valid after editing. Incorrect formatting may prevent the service from
starting correctly.

] <

Home Share View

« v P » ThisPC » NewVolume (E:) > Program Files » AVEVA » AVEVAPI Audit Reporter - Pl Data Ingress - Instance 2 » Monitor »
A

MName Date modified v Type Size
st Quick access
[ Deskiop
¥ Downloads " appsettings 2PM  JSONFile 1KB
2 Documents P — -

| appsettings - Notepad - m} X
&= Pictures

File Edit Format View Help

Manitor

{ 'y

2 “ConnectionStrings™: {
"AuditTrail": "Data Source=Data_Source_llame;Database=Aveva_Audit PI_Reporter;TrustServerCertificate=True;Integrated Security=true;"
Work ’ 5 -
orker "FrequencyInSecondsToRefreshConfiguration™: 1@,
I This PC "Service": "ServerName.PI.Monitor.Instance.2f" v
J 3D Objects
Windows (CRLF) Ln g, Col 47 100%

I Deskton
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€« v 4 » ThisPC » NewVolume(E) » Program Files » AVEVA » AVEVA Pl Audit Reporter - Pl Data Ingress - Instance 2 » Worker
Name Date modified v Type Size
s Quick access
I Deskiop ) appsettings 7/32025400PM  JSONFile 1KB
3 Downloads
| appsettings - Notepad - O X
= Documents
File Edit Format View Help
&= Pictures { P
Manitar "ConnectionStrings”: {
TOSBuilds "AuditTrail": "Data Source=Data_Source_Mame;Database=Aveva_Audit PI_Reporter;TrustServerCertificate=True;Integrated Security=true;"
. b
"FrequencyInSecondsToRefreshConfiguration”: 18,
Worker "Service": "ServerName.PI.Worker.Instance.2" v
[ ThisPC
Windows [CRLF) Ln5, Col 50 100%
M 3D Objects

Register a new windows service for the duplicated instance
To create a new service for the duplicated AVEVA Pl Audit Reporter - Pl Data Ingress instance, follow the steps
below:

1. Open Command Prompt as Administrator, selecting Start, type cmd, right-click Command Prompt, and
select Run as administrator.

= b & Filters ~~
.» Best match
fa
- Command Prompt
Desktop app Cg Run as administrator
= .
Settings A Run as different user
[0 Open file location
&= Replace Command Prompt 1en using Windows + X menu
> = Pin to Start
-2 Pin to taskbar
&

2. Create the register command using the following syntax:

sc create "Service Name for Instance 2" displayName=
"Display Name For Service Instance 2" binPath= "Full Path To Monitor Executable"

a. Replace "Service_Name_for_Instance_2" with a unique internal name for the service
(e.g., Cognizant.AuditTrail.Datalngress.Pl.Monitor.Instance.2).

b. Replace "Display_Name_For_Service_Instance_2" with a user-friendly name that will appear in the
Services console (e.g., AVEVA Pl Audit Reporter - Pl Data Ingress Monitor - Instance 2).

c. Replace "Full_Path_To_Monitor_Executable" with the full path to the Monitor.exe file inside the
duplicated folder.

d. Full path of monitor executable file ‘Cognizant.AuditTrail.Datalngress.Pl.Monitor’ can be found in
Object name field in “Security” tab under file properties
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“« v P » ThisPC » MNewVolume (E:) * Program Files » AVEVA » AVEVA Pl Audit Reporter - Pl Data Ingress - Instance 2 » Monitor

-

MName Date modified Type Si

21ze
# Cuick access

I Desktop i L i - - R
@ 5=| Cognizant.AuditTrail.Datalngress.Pl.Monitor 7/3/2025 1:14 PM Application 144 KB
Downloads
E| Documents B Cognizant.AuditTrail.Datalngress.PL.Monitor Properties X
&=/ Pictures
Monitor General Compatibility Digital Signatures
Security Details Previous Versions
Monitor
TOSBuild Object name:  E:\Program Files\RVEVA\AVEVA P1 Audit Reporter - P Dat
Lt uilds
Worker Group or user names:
SR SYSTEM
3 This PC
3D Objects ‘;
[ Desktop
=| Documents
@ To change permissions, click Edit. Edit
Downloads
J‘.' Music Pemmissions for SYSTEM Allow Deny
> E Pictures Full control
Modif
ﬂ Videos odny
Read & execute
s Windows (C:) Read
= MNew Volume (E:) Write
p il Special permissions
rogram Files
For special permissions or advanced settings, click
¥ Network Advemeed. Advanced
Cancel

3. Run the sc create Command using the following syntax to register the new service:

sc create "Cognizant.AuditTrail.DatalIngress.PI.Monitor.Instance.2.exe"
displayName="AVEVA PI Audit Reporter - PI Data Ingress Monitor Instance 2"
binPath="E:\Program Files\AVEVA\AVEVA PI Audit Reporter - PI Data Ingress -
Instance2\Monitor\Cognizant.AuditTrail.DataIngress.PI.Monitor.exe"

R LA RUIEI LA L EALAIELCL B B DAL e o s Laann

B Administator: Command Prompt - O ¥

Note: Ensure the command parameters are matching with the environment where it is installed.
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4. Inthe Windows Services list, scroll through or use the search function to locate the newly created service:
AVEVA PI Audit Reporter - AF Data Ingress Monitor - Instance 2. Confirm that the service appears in the list
and is available for manual start or automatic startup configuration.

(4 Services

File Action View Help

e |@EdE =/ » 0w

i Services (Local) . Services (Local)

AVEVA Pl Audit Reporter - Pl Data ~ Mame Description  Status Startup Type  LogOnAs

Ingress Monitor Instance 2

Start the service
£ AVEVA PI Audit Reporter - Pl Data Ingress Monitor Monitor co... Automatic

=4 AVEVA PI Audit Reporter - Pl Data Ingress Monitor Instance 2 Manual Local System

5. Right-click the service and a context menu appears.

6. Select properties and on general screen change “Startup type” to “Automatic”.

File Action View Help
o@Dz Hm » 80w
‘.. Services (Local) " Services (Local)

AVEVA Pl Audit Reporter - PIData  Name
Ingress Monitor Instance 2

Description  Status  Startup Type  Log On As

Start the service

%AVEVA Pl Audit Reporter - Pl Data Ingress Menitor Instance 2 Automatic Local System

AVEVA PI Audit Reporter - P Data Ingress Monitor Instance 2 Prope.. X
General LogOn Recovery Dependencies
Service name: 'gnizant.Audit Trail Datalngress Pl.Monitor.Instance .2 exe
Display name AVEVA Pl Audit Reporter - PI Data Ingress Monitor Instar
Description
Path to executable:
E:\Program Files\AVEVA\AVEVA P| Audit Reporter - PI Data Ingress - Instal

Startup type: Automatic ~

Service status: Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here

Start parameters |

e

7. Select the Log On tab to set up a custom service account for running the installed service.
8. Select the option This account. Use the "Browse..." button to select a user account from the directory.
9. Enter the password and confirm the password for the service account.

10. Select Apply to save the changes.

11. Select OK to close the window. Refer to the screenshot below to verify the settings.
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AVEVA PI Audit Reporter - Pl Data Ingress Monitor Instance 2 Prope... X

General LogOn  Recovery Dependencies

Log on as:

() Local System account

ALY G VIR 1D clall Will'l USanlOp

(® This account: | Browse...
]
PESS“'Ord: |............... ‘
Confirm password: |ooooooooooooooo ‘

Configure Pl Interface in SQL Server
To complete the configuration for the Pl interface, follow these steps using SQL Server Management Studio
(SSMS).

1. Launch SQL Server Management Studio and connect to the appropriate SQL Server instance.

2. Inthe Object Explorer, expand the Databases node and select the database currently used by the
application.

3. Select New Query in the toolbar to open a new SQL query window.

4. Execute the following SQL script to include the Pl interface:

declare @InterfaceMachine varchar (max);
declare @TargetMachine varchar (max) ;
declare @StartMode varchar (max) ;

declare @RecoveryDate datetime;

declare @DatFileBackupPath varchar (max) ;
declare (@DatFilePath varchar (max) ;
declare @ProcessPIArchiveDatFiles bit;
declare (@ProcessPIBaseDatFiles bit;
declare (@ProcessPISnapshotDatFiles bit;
-—- PARAMS

-- Interface machine name (usually server name hosting data ingestion service)
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set @InterfaceMachine = 'Interface Machine Name.Interface.2';
-—- PI Server name/host/ip

set @TargetMachine = 'Target Machine';

-— Recovery/Realtime

set @StartMode = 'Recovery';

-- Date to recover if start mode is recovery. If realtime, use getdate()
set Q@RecoveryDate = 'Recovery Start Date';

-- Dat file backup directory. Empty if does not exist

set @DatFileBackupPath = 'Dat File Backup Directory'

-—- Dat file directory

set @DatFilePath = 'Dat File Directory'

-- Flag that indicates if interface will process pi archive audit database files (.dat)
set @ProcessPIArchiveDatFiles = 1;

-- Flag that indicates if interface will process pi base audit database files (.dat)
set @ProcessPIBaseDatFiles = 1;

-- Flag that indicates if interface will process pi snapshot audit database files (.dat)
set @ProcessPISnapshotDatFiles = 1;

—-—- PARAMS

IF

NOT EXISTS (
SELECT 1

FROM [dbo].[AuditServers]
WHERE [Type] = N'PI' AND [InterfaceMachine] = @InterfaceMachine AND [TargetMachine]
@TargetMachine

)
BEGIN
INSERT [dbo].[AuditServers]
([Typel, [TargetMachine], [InterfaceMachine], [AFIncludeAllDatabases], [StartMode], [Rec
overyDate], [RealtimeStartDate])
VALUES ('PI', @TargetMachine, @InterfaceMachine,
0,@StartMode, @RecoveryDate, CONVERT (DATETIMEZ2 (0) , GETDATE())) ;
END
ELSE
BEGIN
print 'There is an audit server already configured for PI Server ' + @TargetMachine
+ ' and interface ' + @InterfaceMachine;
END
IF NOT EXISTS (
SELECT 1
FROM [dbo].[AuditInterfaces]
WHERE [Type] = N'PI' AND [InterfaceMachine] = @InterfaceMachine AND [TargetMachine]
@TargetMachine

)
BEGIN
INSERT [dbo].[AuditInterfaces]
([AuditServerID],

[Typel, [InterfaceMachine],
[TargetMachine],

[TargetDatabase], [TargetDatabaseGUID],
[DatabaseEnabled],

[StartMode], [RecoveryDate],
[RealtimeStartDate],

[ProcessedRecoveryCount], [ProcessedRecoveryMaxDate],
[ProcessedRealtimeCount],

[ProcessedRealtimeMaxDate], [TotalRecords],

[BackupFilesDirectoryl],
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[AuditDatFilesDirectoryl], [ProcessArchiveAuditSubsystem],
[ProcessSnapshotAuditSubsystem],

[ProcessBaseAuditSubsystem], [CurrentDatFile],
[ExclusionFilterStatus],

[BackupFilesCopied], [Summary])

VALUES
((SELECT ID FROM [dbo].[AuditServers] WHERE [Type] = N'PI' AND [InterfaceMachine]
= @InterfaceMachine AND [TargetMachine] = @TargetMachine),

'PIY, @InterfaceMachine,
@TargetMachine,
NULL, NULL,
1,
@StartMode, @RecoveryDate,
CONVERT (DATETIMEZ2 (0) , GETDATE()),
0, CONVERT (DATETIME2 (0),
GETDATE ()), O,
CONVERT (DATETIME2 (0), GETDATE()), 0,
@DatFileBackupPath,
@DatFilePath,
@ProcessPIArchiveDatFiles, @ProcessPISnapshotDatFiles,
@ProcessPIBaseDatFiles, NULL,
NULL,
0, NULL) ;
END
ELSE
BEGIN

print 'There is an audit interface already configured for PI Server ' +
@TargetMachine + ' and interface ' + (@InterfaceMachine;
END

5. Refer to the screenshot below to verify the query in MSSQL.

|.'-:| SQLQuery3.sql - ti_ _ SAv tter (TC 1 } (246))* - Microsoft SQL Server Management Studio

File Edit View Query Project Tools Window Help

i@-0|B-u-LRP| BANwveuey BRI2AR (X BAH[D-C-
2 - b Bete = v EEE]FIEP AN =EEn 0.

&l

SQLQueryd.sql - tgs...\ EXPLL) Wl SOLQuery8.sql - tgs...\IIIIEING: (224))
Fideclare @InterfaceMachine varchar(max
declare @TargetMachine varchar(max);
declare @StartMode varchar(ms
declare @RecoveryDate datetime
declare @atFileBackupPath varchar(ma
declare @atFilePath varchar(max
declare @ProcessPLArchiveDatfiles bit
declare @ProcessPIBaseDatfFiles bit
declare @ProcessPISnapshotDatFiles bit

Database Diagrams

= Tables - —"
& System Tables -- Interface machine name (usually server na a ingestion service
® FileTables set @InterfaceMachine
o External Tables
-- PI Server name/host/ip
4 Graph Tables set @largetMachine
1 BB dbo.Auditinterfaces
i BB dbo.AuditServers = ”-f::w-:vr’:‘:i-slt:.re
- set @start e Recovery
% ER dbo.AvailableAFDatabases S
7 BB dbo.AvailableAFServers -- Date to recover if recovery. If realtime, use getdate
7 BB dbo.ChunkExecutions set @RecoveryDate = "2
H E dbD'DatalngrE“SEﬁi"gs -- Dat file backup directory. Empty if d ist
+ BB dbo.DatFiles set @0atFileBackupPath
# R dbo.DomainGroupRoleMaps
" . -- Dat file directory
+ BB dbo.EchusmnFlIAters set @oatFilePath = '\\tq A\log'
+ BB dbo.GeneralSettings ~
+ A dbo.InternalAuditLoas 80 % > 4
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6. Select New Query in the toolbar to open a new SQL query window to replicate data ingress settings for
new interface service.

7. Execute the following SQL query, updating the placeholder values as needed to reflect the new instance
configuration:

insert into [Database Name].[dbo].[DataIngressSettings]

SELECT 'Interface Name.PI.Monitor.Instance.2' as [Service], [Key], replace([Value],
'"AVEVA PI Audit Reporter - PI Data Ingress', 'AVEVA PI Audit Reporter - PI Data Ingress
- Instance 2') as [Value]

FROM [Database Name].[dbo].[DatalIngressSettings]

WHERE [Service] = ' Interface Name.PI.Monitor';

update [Database Name].[dbo].[DatalIngressSettings] set [Value] = '
Interface Name.PI.Monitor' where [Service] = ' Interface Name.PI.Monitor.Instance.2'
and [Key] = 'AppSettings:InterfaceMachine';

insert into [Database Name].[dbo].[DataIngressSettings]
SELECT ' Interface Name.PI.Worker.Instance.2' as [Service], [Key], replace([Value],
'AVEVA PI Audit Reporter - PI Data Ingress', 'AVEVA PI Audit Reporter - PI Data Ingress

- Instance 2'")
FROM [Database Name] . [dbo].

as

[Value]

[DataIngressSettings]

WHERE [Service] = ' Interface Name.PI.Worker';
update [Database Name].[dbo].[DatalIngressSettings] set [Value] = '
Interface Name.PI.Worker' where [Service] = ' Interface Name.PI.Worker.Instance.2' and
[Key] = 'AppSettings:InterfaceMachine';
8. Refer to the screenshot below to verify the query in MSSQL.
._--‘ SQLQueryllsgl-tt. GA er(TC 3 (96))* - Microsoft SQL Server Management Studio - Pla B
File Edit View Query Projet Tools Window Help
C-0|B-u-AHP BNy BRRAR KPA[?-C- B |8 RAED.
b/ * | b Bxecute \/2‘3 Pl o n%@Q"E N En Y,
=

(VS

Connect~ ¥ ¥
E
@
5
®

"]
"]
u
]
# I Database Diagrams
Tables
% I System Tables
FileTables
7 1 External Tables
i) I Graph Tables
7 B8 dboAuditinterfaces
B8 dboAuditServers
i B dbo.AvailableAFDatabases
7 B dbo.AvailableAFServers
7 BR dbo.ChunkExecutions
7 M dbo.DatalngressSettings
7 B dbo.DatFiles
# B8 dbo.DomainGroupRoleMaps
# M dboBxclusionFilters
# M dbo.GeneralSettings
7 A8 dbo.IntemalAuditlogs

o MM Adhe Darmiceinne

Object Explorer AR I 501 Query1.sql - tq. N\l

].[dbo]. [DatalngressSettings]
i In 2' as [Service], [Key]
[dbo]. [DatalngressSettings]

r].[dbo]. [Datalngresssettings] set [Value)
ir].[dbo]. [DatalngressSettings]

as [Service], [Key]
IngressSettings]

]1.[dbe].[DatalngressSettings] set [Value]

[Value]

ce([Value]

9. Verify Replicated Settings in the DatalngressSettings table by running following sql query (for example):

1.0
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SELECT * FROM [dbo].[DatalIngressSettings] WHERE Service =
'Interface machine name.PI.Monitor.Instance.2';

10. Review the results to ensure that all expected configuration parameters for the new interface instance are
present and correctly populated.

_' sQLQuerydsgl-1 LAy w (T <3 (224))" - Microsoft SQL Server Management Studio Quick Launch (Ctrl+Q P o B x
File Edit View Query Project Tools Window Help
Q- B-o- P BNewey BRIAD XFA|2-T-|B] -5 RSB

4 - pEete n v 32 B[H|FPREF S@ED| e En0,

Object Explarer = [ x| SQLQueryl1.sql - tq...N\| S (96))* SQLQueryd.:

e ¢ * BELECT * FROM [dbo]. [DatalngressSettings] WHERE Service = PL.Monitor.Instance.2’ i
) % -
ol EH Resuts il Messages
® ] Service Key Valve o
oy 1 [Bn Pl Montor Instance 2 AppSettings ChecklntervalinSeconds 10
L 2 8 W Pl Monitor.Instance 2 App Settings MaxAudtFlesParallelFrocessing 1
& Ml Database Disgrams 3 2 W *PlMontorinstance 2 AppSettings MaxhiedacesParallelProcessing 1
S M Tables 4 24 T Pl Monitor Instance 2 App Settings:MaxParallelReatime Workers 1
i::?;:lz:h'“ 5 2% T Pl Monitor lnstance 2 AppSettings MaxParalelRecovery Workers 1
6 2% T Pl Montor Instance 2 A Maxl Ti 180
External Tables
Graph Tables 7 2 W > Pl Monttor Instance 2 AppSettings PlAdmDirectory ToRunCommands E'\Program Files\PIPC\adm
B3 dbo.Auditinterfaces 8 258 T - Pl Monitor Instance 2 App Settings Recoven/ChunklntervalinMinutes 43200
5 B dboAuditServers 9 2 T Pl Montor Instance 2 App Settings: TemporaryCopied AudtFies Directory E:\Program Files\AVEVAVAVEVA Pl Aude Reporter -...
BT dbo.AvailableAFDatabases 10 260 T Pl Monitor Instance 2 App Settings WorkerAppicationPath E/\Program Fies\AVEVA\AVEVA Pl Audt Reporer
3 B dboAvailableAFServers n 2% T Pl Monitor Instance 2 App Setings InterfaceMachine T Clnstance 2
B8 dbo.ChunkExecutions 12 262 T Pl Monitor Instance 2 App Settings LogsDirectory E/\Program Fles\AVEVA\AVEVA PI Audt Reporter -
# M dbo.DatalngressSettings 13263 T Pl Montor Instance 2 AppSettings LogLevel Trace
ER dbo.DatFiles 4 64 T Pl Monitor Instance 2 AppSettings LogFiieFlushintervalinSeconds 5
+ [ dbo.DomainGroupRoleMaps 1B 265 T -Pl.Monitor.Instance 2 AppSettings:LogMaxFileSizeinBytes 10485760
+ B8 dbo.ExclusionFilters 1% 266 T >.P1.Monitor Instance.2  MSSQL:DataSource T
BB dbo.GeneralSettings 17 267 W - PlMonitor Instance 2 MSSQL:Database Ave oter
B8 dbo.IntemalAuditlogs 18 268 T Pl Montor Intance 2 MSSQL:Trust ServerCertficate true
B dbo.Permissions 19 269 T Pl Monitor Instance 2 QuestDB:Server T v
= A Ahn DanndfMaaFila v

Note: All existent settings from original service instance must be in the duplicated one. Please refer to the
configuration settings in Chapter 5.

11. Once the service has been successfully created and its configuration settings replicated:
12. Locate the newly created service: AVEVA PI Audit Reporter - Pl Data Ingress Monitor - Instance 2.
13. Right-click the service and select Start.

14. Monitor the service status to ensure it transitions to running without errors.

& Semvices

File Action View Help
e EEdBE = v

. Services (Local)

. Sevices (Local)

AVEVA Pl Audit Reporter - Pl Data ~ Mame Status

Ingress Monitor Instance 2

Description Startup Type  Log On As

AVEVA Pl Audit Reporter - PI Data Ingress Monitor Instance 2

Running  Automatic

Stop the service
Restart the service

15. To Confirm New PI Interface added in the AVEVA PI Audit Reporter, select Admin, Audit Interfaces.
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Typell Target Machine Interface Machinel}
> Pl TC ER Tt m
Internal Audit Logs > Pl TC T m
> Pl T T tance.2 | m

Delete a service instance from the System
To remove the previously created service from the system:

1. Stop the Service:
a. Open the Services Management Console (services.msc).
b. Locate the service (e.g., AVEVA Pl Audit Reporter - Pl Data Ingress Monitor - Instance 2).
c. Right-click the service and select Stop.
2. Open Command Prompt as Administrator:
a. Select Start, type cmd, right-click Command Prompt, and select Run as administrator.
3. Run the Following Commands to Delete the Service:
a. scdelete "Service_Name".

b. Replace "Service_Name" with the actual internal name of the service (e.g., sc delete
"Cognizant.AuditTrail.Datalngress.Pl.Monitor.Instance.2.exe").

B Administrator: Command Prompt

Note: After deleting the Windows service, remove all associated configuration records from the database to
ensure clean decommissioning of the interface.

4. Delete DatalngresSettings table for newly added interface with below command:
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Object Explorer R SQLQuery29.5q] -...ATIONY, [COMEIR SOLQuery28.5q] - T...TIONY 183)) SQLQuer - T..TION\ SQLQuery26.sl -...ATIONY )) 5QLQuery24.sql -...ATION\JI (72))

Connect~ # ¥ G+ DELETE FROM [ _ :].[dbo] . [DataIngressSettings] where Service - ' _PT.uorker. Instance.2'or Service = * _PT.Manit
] "
oW
Database Diagrams
= 1 Tables
System Tables
FileTables
External Tables.
Graph Tables

B dbo.Auditinterfaces

B dbo.AuditServers

E dbo.AvailableAFDatabases
B dbo.AvailableAFServers

E dbo.ChunkExecutions

B dbo.DatalngressSettings

EE dbo.DatFiles

B dbo.DomainGroupRoleMaps
E dbo.ExclusionFilters

B dbo. GeneralSettings

B dbo.InternalAuditlogs

E dbo.Permissions.

B dbo.ReportQueueFile

BB dbo.ReportsQueue

ER dbo.ReportsServiceConfiguration

00% ~
B Messages
(28 rows affected)

R dbo.Users Complesion time: 2025-07-07T14:07:56.2751307+00:00
Views

5. Delete audit servers for newly added interface with below command:

or. Instance.2' ;

DELETE FROM [Database Table].[dbo].AuditServers where InterfaceMachine =

Interface server.Instance.2'

— _
Object Explorer BN <0LOuery30sq)-. ATIONA;
Connect~ ¥ ¥ ¢ DELETE FROM [/

)] . A
o

Database Diagrams

- ATion ) SOLQuery28.sgl - T... TION\;
.AuditServers where InterfaceMachine = '

]. [dbo]

[ [ Tables
System Tables
FileTables
External Tables
Graph Tables

[ dboAuditinterfaces

B dbo.AuditServers

[ dbo.AvailableAFDatabases
B dbo.AvailableAFServers

[ dbo.ChunkExecutions

[ dbo.DatalngressSettings

B dbo.DatFiles

fE dbo.DomainGroupRoleMaps
[ dbo ExclusionFilters

[ dbo.GeneralSettings

[ dbo.IntemalAuditLogs

[ dboPermissions

[ dboReportQueucFile B Messages
[ dboReportsQueue

[ dboReportsServiceConfiguration

00% -

(1 row affected)

B dbolsers Completicn time: 2025-07-07T14:11:18.9555845+00:00
Views

Install AVEVA Pl Audit Reporter - Reporting Services
To install the AVEVA PI Audit Reporter - Reporting Service, follow the steps below:

1. Locate and right-click the provided installer file AVEVA Pl Audit Reporter - Pl Data
Ingress-1.0.0.xxx_release.exe.

2. Select “Run as administrator” (required) from the context menu as shown below.
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MName Date modified Type Size

& AVEVA PI Audit Reporter - Reporting Service-1.0.07°" ST Application 231,091 KB
—_ 1 Open

i E; Run as administrator I

| [ Edit with Notepad++

’Q Open with Code
Troubleshoot compatibility

i Pin to Start
Scan with Microsoft Defender...
Share

58

Always available offline

Restore previous versions

Send to >
Cut

Copy

Create shortcut
Delete

Rename

Properties

3. When the installer is launched, a User Account Control (UAC) prompt as shown below will appear with the
following message: “Do you want to allow this app from an unknown publisher to make changes to your
device?”. Select “Yes” to proceed with the installation.

User Account Control 4

Do you want to allow this app from an
unknown publisher to make changes to your
device?

AVEVA Pl Audit Reporter - Reporting

Service—1.0.0._.exe

Publisher: Unknown
File origin: Network drive

Show more details

Yes No

4. After accepting the User Account Control prompt, the installer proceeds to the File Location Setup screen as

shown below. Select the ellipsis button ([...]) to open the folder browser.

5. Select the desired directory where the user wants to install the AVEVA PI Audit Reporter - Reporting Service.
6. Once the installation path is selected, check the box labeled: “l agree to the License terms and conditions”.

7. Select Next to continue with the installation.
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AVEVA Pl Audit Reporter - Reporting Service

Setup requires 141 MB in:
F:\Program Files
+| | agree to the License terms and conditions.

You must agree to the Licenses terms and conditions before you can install AVEVA Pl Audit Reporter -
Reporting Service.

8. The next screen in the setup process is “Configure SQL Connection”.

9. Enter the SQL Server Name and select the appropriate Database options.

10. It is strongly recommended to use a Trusted Connection, as all services will be configured to run under a

single service account.

AVEVA Pl Audit Reporter - Reporting Service

Configure SQL Connection

Server:

Database:

Test Sqgl Connection
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11. Once all fields are completed, if the user Selects “Test SQL Connection” to verify connectivity, a “Connection
successful” message will be displayed if the configuration is correct.

12. Once all fields are completed, select Install to begin the installation process.

AVEVA Pl Audit Reporter - Reporting Service

Configure SQL Connection

Server:

Database:

Test Sgl Connection Connection successful

Cancel Install

13. Once complete, a confirmation message displays: “AVEVA PI Audit Reporter - Reporting Service has been

successfully installed.” This indicates that the application has been installed correctly and is ready for use.
Select Finish to exit the installer.
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AVEVA PI Audit Reporter - Reporting Service

AVEVA Pl Audit Reporter - Reporting Service has been successfully installed.

How to cancel the installation
To cancel the installation, select the (x) in the upper-right corner or Select cancel button. A confirmation dialog
appears, prompting the user to confirm or abort the cancellation. Select Yes to confirm. Refer to the screenshot
below to verify the settings.

AVEVA PI Audit Reporter - Reporting Service

Are you sure you want to cancel AVEVA Pl
Audit Reporter - Reporting Service

Yes

Cancel Install
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Set the Service Account
To set up a custom service account for running the installed service, update the service Log On tab as follows:

1. Open Services from the Start menu and scroll down to find the AVEVA PI Audit Reporter - Reporting service.

G4 Services

File Action View Help
@2 m Bz HEl »ronn

£, Senvices (Local)

. Services (Local)

AVEVA Pl Audit Reporter - Name Status Description Startup Type Log On As
Reporting Service

Start the service

EVA Pl Audit Reporter - Reporting Service Manage reports creation for Audit Trail Applic... Automatic Local System

Start

Description: Stop
Manage reports creation for Audit
Trail Application

Pause
Resume

Restart

All Tasks >
Refresh

Help

2. Right-click the service and select properties.
3. Inthe Properties window of the service, select the Log On tab.
4. Select the option “This account” and then "Browse..." to select a user account from the directory.
5. Enter the password and confirm the password for the service account.
6. Select Apply to save the changes.
7. Select OK to close the window. Refer to the screenshot below to verify the settings.
AVEVA Pl Audit Reporter - Reporting Service Properties b4

General LogOn  Recovery Dependencies

Log on as:

() Local System accourt
Allow service to interact with desktop

(@) This account: | | Browse...
PaSSWDrd: |............... |
Canfirm password: |.....oo..o..o.. |

Cancel Apply
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8. After a successful installation, the AVEVA PI Audit Reporter - Reporting Service will be listed under Programs
and Features in the Windows Control Panel.

[E Programs and Features

€« “ 4 [ » ControlPanel 5 Programs 5 Pragrams and Features

Control Panel Home

View installed updates

&) Turm Windows features on or
off

Install a program frem the
network
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Uninstall or change a program

Te uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair.

Organize ~
~
Name Publisher Installed On
4D AVEVA PI Audit Reporter - Reporting Service Cognizant 74172025

Currently installed programs Total size: 3.31 GB
A7 programs installed

Ly

- m} x
v | O Search Programs and Features @
Size Version Lol
132MB  1.0.0.768
v
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Internet Information Services (IIS) manager
On the Internet Information Services (lIS) Manager screen, users can view both Application Pools and Sites,
which display hosted websites and related web content. To make any configuration changes within
IIS, administrator privileges are required.

Authentication
To configure the IIS server to use Windows Authentication exclusively—disabling all other authentication
methods—follow the steps outlined below:

1. Open IIS Manager by going to the Start menu and type “inetmgr” in the search bar. Press Enter, and
the Internet Information Services (lIS) Manager window will open.

= | 2 Filters
Best match
{nt

‘i Internet Information Services (IIS) Manager

Desktop app
Apps
+Internet Information Services (IIS) 6.0 Manager
)

3

yol inetmgﬁ

Select the server’s name listed in the left-hand Connections panel—it appears directly beneath Start Page. This
opens the server-level configuration options in 1IS Manager.
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3 intemet ices (15) Manager
e ] »
Fie Help
Connections
™ -
-7 18 9 o C Home
& sotre e Go - @ishon s |G &
ASPNET
™ \J y|
Y & ¢
N NET  NETEwor  NET
Authorzs.. Compilation  Pages  Globalzation
s
° 2 49
2 B 4 e
AP Authent ol

Centralized Configurat... _Feature
Cetficates  Editor  Delegation

| [T Features View |i# Content View

Compression _Default
Document

g g o
1ISManager S Manager Management
Permissions  Users

Shared

Senvice  Configurat

L =

ession State. SMTP E-mil

€ B § @8 &= M o+ =
e

ISaPland  ISAPIFilters Logging MIMETypes  Modules
Respon..

Gl Restr

- a8 x
b= he-
Actions
Manage Server
L]
0 ©
@~

In the right-hand panel of IS Manager, locate the IIS section and double-click Authentication. This opens a
screen displaying all available authentication methods for the 1IS Web Server.

To configure authentication for the AVEVA Pl Audit Reporter website right-click Windows Authentication and

enable.

@ Internet Information Services (IS) Manager
(e =S 3
File View Help
Connections

Centralized Configurat.. Feature
E

e
2. 8 2

Delegation  Permi

1IS Manager 1IS Manager Management
ssions Users Ser

Shared

Configurat.

T S
Q- i Y Gg, T ~ Home
:; SartPage Fitter: v ¥ Go - g Show All | Group by: Area MEN
2 ASP.NET -
E ¥ ; E E
5 < ¢ 9 D Y B @R e
NET NET NET Error NET MNET Trust  Application Connection Machine Key Pages and Providers  Session State SMTP E-mail
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings Controls
ls -
e T A 9 i = & =) ¢ & 5| i M g =
2 ) e = = & (] 4 J L # = .
Asp Authenticati cal Compression  Default Directory  Error Pages  FastCGl Handler HTTP ISAPIand  ISAPIFilters  Logging MIME Types  Modules Output Request
Document  Browsing Settings ~ Mappings  Respon..  CGl Restriu. Caching Filtering  Certificates
~
Worker
Processes.
Management "
N EH B % § ‘

Disable all other authentication methods with a right-click. This ensures that the AVEVA PI Audit Reporter
website uses Windows Authentication exclusively.
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@j Internet Information Services (115) Manager

€ ) .

File  View Help

Connections
=W i i
. o UJ Authentication
ﬂ? _Star_t Page - . Group by: Mo Grouping -
&3 ——e e v
Mame

Ancnymous Authentication
ASP.MET Impersenation
Basic Authentication

Forms Authentication
Windows Authentication

Status
Disabled
Disabled
Disabled
Disabled
Enabled

Response Type

HTTP 401 Challenge
HTTP 302 Login/Redirect
HTTP 401 Challenge

Note: If Administrator is unable to modify authentication settings at the server level, administrator user can
configure them directly within the AVEVA Pl Audit Reporter website settings. However, in this case, Windows
Authentication must be manually enabled after each installation of the web application.

Application Pool

To configure the application pool to run under a domain account follow these steps:

1.

2
3.
4

1.0

In the left-hand Connections panel, select Application Pools under the server’s name.

The list of application pools will appear in the center pane.

Locate and select the AVEVA PI Audit Reporter application pool.

In the Actions pane on the right, select Advanced Settings as shown below.
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=
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File View Help

“Q' Application Pools
11 This pag application P . contain one or
5 q
2 Application Pools Filter: - % Go - G Show All | Group by: No Grouping -
v jsivmmmmpom Neme Status  NETCLRV... Menaged Pipel... Identity Applications
o Q2NeTv20 Stated  v20 Integrated Applicationpoolld... 0
3 ar 2 NET V20 Clessic Storted 120 Classic ApplcationPoclld... 0
9 D NETvS Stated  v40 Integrated ApplicationPoolld.. 0
by 2 NET VA5 Classic Started V40 Classic ApplicationPoolld.. 0
bn-8D {LFAVEVA PI Audit ReporterAppPool Started  No Manag... _ integrated. TQSINTEGRATION... 1
9 es "2 Classic NET AppPool Stated 120 Classic ‘Applcationpoolld... 0
7 da 2 DefautappPool Stated  v40 Integrated ApplicationPoolld... 1
de
o
i
il
fr
fr8E
> 7 he
he
hu
T hy
i
it
i
ko
korkR
™
Logs
v
meMY
3 mt
3 nb
nb-NO
ol
Tl
et
preR
© 9
e 5 Features View ] 1 Content Viey
Ready

Application Pool Tasks

Application Pool

5. Inthe Advanced Settings window, find the “Identity” property under the Process Model section. Select

the ellipsis (...) button next to Identity, then choose Custom account as shown below.

Advanced Settings 7 >
Start Mode AlwaysRunning -~
~ CPU
Limit (percent) 0
Limit Acticn Molction
Lirmnit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit ¢ 4294967285
~ Process Model
Generate Process Model Event L
'
Idle Time-out (minutes) 20
Idle Time-out Action Terminate
Lead User Profile True
Maxirnurm Worker Processes 1
Ping Enabled True
Ping Maximum Response Time | 90
Ping Pericd (seconds) 30
Shutdown Time Limit (seconds) 90 b
Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool ldentity (recommended), Metwork
Service, Local Systern, Local Service, or as a specific user identity.

OK Cancel
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6. Select “Set” and enter the domain username, password and confirm password for the account under which

the application pool will run.

Application Pool |dentity

() Built-in account:

(® Custom account:

oK

Set...

Cancel

7. Select OK to apply the changes.

1.0

Set Credentials

Uszer name:

Password:

Confirm password:
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8. Inthe same advanced settings screen, use the configuration settings below.

Advanced Settings T =
~ Process Model ~
Generate Process Model Event L
Identity ¥ - ad
Idle Time-out (minutes) 20
Idle Time-cut Action Terminate
Load User Profile True
Maximum Worker Processes 1
Ping Enabled True
Ping Maximmum Response Time | 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) S0

Process Orphani

Response ™ HttpLevel

Enabled True

Failure Interval {minutes) 5

Maximum Failures 5

Shutdown Executable hd
Rapid-Fail Protection

OK Cancel

SSL — Secure Sockets Layer

The AVEVA Pl Audit Reporter application employs SSL (Secure Sockets Layer) to protect communication between

its microservices and the web application. This security layer offers several important advantages:

e Encrypted Communication

SSL encrypts data in transit, ensuring that sensitive information remains confidential and protected from

unauthorized access or interception.

o Data Integrity

It safeguards the accuracy and consistency of data by preventing tampering or corruption during

transmission.

e Authentication

SSL verifies the identity of connected parties, helping to establish trust and prevent impersonation or

man-in-the-middle attacks.

e Secure and Trusted Connections

By enabling SSL, the system ensures that all communications occur over a secure and verified channel,

enhancing overall system security and compliance.

To bind the SSL Certificate for the AVEVA Pl Audit Reporter site in the IS, perform the following steps:

1. Select the Sites -> AVEVA PI Audit Reporter and in the right panel select on “Bindings”.
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3 et nformation Sevices (15 Monager

@8le. » Stes » AVEVAPI Audit Reporter »

File View Help

=
-2 18 @ AVEVAPI Audit Reporter Home
W StartPage ~

v§ d
22 Application Pools s -

8] Sites E ﬂ"‘ ¢§H iwz .

8 Explore

Fiter: - % Go - G ShowAll | Groupby: Ares B Edi REmsrons

£

') ﬁ = Iy =
v @ AVEVAPI Audit Reporter = & é‘ o =) s:J =
S AP Authentic Gl Compression Default  Direstory ErorPages Handler  HTTP  [SAPIFikters Logging MIMETypes Modules  Output  Request  SSLSettings
= Document  Brousing Mippings  Fespon. Caching  Fitering

=
o Management * || Manage Website ~

S B %

= Contiquat.. 15 Mansger
Editor Permissicns

Clde

e

e

Clta & s

S

i

Spas

) T he
=

View Virtual Directorizs

& Restart
> et
.

Sl @ e
by
=
S

< 5| [ Festuresview] - Content View

Ready &

2. Select the existing Site binding and select ‘Edit’ Button.

Site Bindings ? *
Type Host Name Port IP Address Binding Informa... Add...
Edit...
Browse
Close
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3. Select the appropriate SSL certificate from the list.

Edit Site Binding ? >
Type: IP address: Port:
https All Unassigned v| |443
Host name:

[] Require Server Name Indication

[] Disable HTTR/2
[] Disable OCSP Stapling

S5L certificate:

| p— - - S Select... View...

Cancel
.
4. Select OK to apply the changes.
Edit Site Binding ? *

Type: IP address: Port:

https All Unassigned v| |443 |

Host name:

[J Require Server Name Indication

[] Disable HTTP,2

[] Disable QCSP Stapling

S5L certificate:

- - il Select... View...

Cancel

5. Select ‘Start’ located in the right-hand panel to initiate the website.
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W Intenet Information Services (IIS) Manager - X
« @ » Sites » AVEVA Pl Audit Reporter » @ @ -

Fle View Help

“ AVEVA PI Audit Reporter Home
Fiter - Yo + G showAl | Groupby: Ares
s & @ 9 ¢ B @ € § 0 B H #= &
O
G
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AP Authentic €6l Compression Defaut  Directory  EworPages  Handle HTTP  ISAPIFiters  Logging MIMETypes  Modules
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SSL Settings
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Ready

QuestDB

To install QuestDB application, the user must follow the steps.

1. Download the binaries for the platform of choice (in this case, Windows), which are available at the
following address: https://questdb.io/docs/quick-start/#binaries.

Binaries

Download and run QuestDB via binaries.

Select your platform of choice:

Linux Any (no JVM)

Download the executable:

questd T-rt-w

Note: The term binaries mean the set of files used to configure and run applications. The binaries for QuestDB
are compressed into a .gz file as shown.
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2. After downloading the binaries, extract the content to any directory, but suggest the following:
<drive>\questdb\<questdb-version>. This will be the QuestDB installation directory, so it cannot be removed
after installation.

Note: Binaries can be delivered in an unusual format for Windows applications. You can use 7-Zip or WinRAR to
extract the files.

3. Define the data directory during the QuestDB installation. We suggest <drive>\questdb\audit-data.

4. Open the Command Prompt as an Administrator by selecting Start, type cmd, right-click Command Prompt,
and select Run as administrator.

= (] e Filters ~r
Best match

- Command Prompt

Deskiop app Run as administrator

. Run as different user
Settings

Open file location
&= Replace Command Prompt 1en using Windows + X menu

Pin to Start

= A

Pin to taskbar

5. Use the following command line in the Command Prompt window to launch questDB to run install QuestDB
as a service:

<selected questdb installation directory>\questdb.exe install -d <selected data
directory>

6. Open Services from the Start menu and scroll down to find the QuestDB service.

7. Right-click the QuestDB Server service and select Properties.
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T - Remote Desktop Connection - x
P
% Services - s

File Action View Help

e |EEQ HmEl » o nwn

. Services (Local) . Services (Local)
QuestDB Server Name - Description Status Startup Type Log On As N
Stopthe service QuestDE Server High perfor... Running Automatic

Restart the service Start

Stop
Description: Pause
High performance time series

database (www.questdb.io) Resume

Restart
Al Tasks >

Refresh

Network Service
Local System
Local Service
Local System
Local System
Local Service
Local System
Local System
Local System
Local System
Local Service
Local System
Local System
Local Service
Network Service

\ Extended /{Standard

Opens the properties dialog box for the current selection,

8. Inthe Properties window of the service, select the Log On tab.
9. Select the option “This account”. Use the “Browse..." button to select a user account from the directory.

10. Enter the password and confirm the password for the service account.
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CuestDE Server Properties (Local Computer)

General LoaOn  Recovery Dependencies

Log on as:

() Local System account
Allow service to interact with desktop

(@ This account: |acc-:uunt_test| | Browse.._
Password: |--------------- |
Corfim password: ||||-|||-|||-||| |

Cancel Aoy

11. Select Apply to save the changes.

12. Select OK to close the window.

AV=VA

13. QuestDB Server windows service will be created after the installation. Remember to start the windows

service to complete the verification step detailed above.

In order for PI Audit Report to connect and execute queries, QuestDB must be running and the following ports

must be available for connections:
e 9000 - REST Api and web console (web console)
e 9000 - InfluxDB Line Protocol (internal use)
e 8812 — Postgress Wire Protocol (used for queries)

e 9003 — Min Health Server
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Note: IT support will be able to ensure the above ports are open and accessible among servers used to host the
Pl Audit Reporter application.

14. Once installation is complete, User may verify QuestDB by visiting the address shown below.

QuestDB - Console

« » C @ 127.001:

Web Console

8 Tables Q

Import CSV Create table

4 QuestDB s Connected QuestDB8.0.1 2 )

All extra QuestDB configurations are saved in one file with the name server.conf, placed on
the <installation dir>\Conf. To change user and password, for example, users can search the file for
the configuration ‘#pg.user’, like the screenshot below:

o

685 #pg.character.store.
686 #pg.character.store.pool.c
687 #pg.connection.pool.

#pg.password=quest

o

_“
Db D DB B Eh o
-
L=}
oot
1w

O
=]
w0

] 1 user=admin

& $# Enables read-only mode for the pg wire protocol. In thi=z mode data mutation gueries are rejected.

691 : ecurity.readonly=false

692 ¥#pg.readonly.password=guest

693 #pg.readonly.user=user

FO4 £ Fnahlaa=a Arnarate read-rnlu maasr Far the nr wirse aarvar Nata mnmtatinm mMmearis=a arse radierted FAar 211 Far

Note: As a best practice, the recommendation is to change the user and password avoiding using the default
values. For more information about the QuestDB settings, please visit the support website at
https://questdb.com/docs/configuration/overview/.
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CHAPTER 4

Security

Pl and AF Data

The AVEVA Pl Audit Reporter application uses Windows security for secure connections to Pl and AF. Historical
and real-time audit trail records from both Pl and AF are unified within the AVEVA Pl Audit Reporter application.

MS SQL Server
The AVEVA Pl Audit Reporter application uses Windows security for secure connection to the SQL Server.

Microsoft SQL is used to create database objects, insert, update, and delete records in MS SQL Server. Domain
service account is required to be provided by the customer IT department and that service account granted
permission on the db as follows:

o db_datawriter: Allows the user to add, delete, or modify data in the tables.
e db_ddladmin: Allows the user to create, drop, or modify any objects within a database.
e Execute: Allows the user to execute a stored procedure.

o db_datareader: Allows the user to read all data from all user tables and views in the database.

Note: For more information about the SQL Server permissions and roles, please visit the support website here.

Failover Mechanisms
SQL Server supports always on availability groups and Failover Cluster Instances (FCls) for high availability.

Also, Failover Cluster Instances (FCls) rely on Windows Server Failover Clustering (WSFC) to manage automatic
failovers between nodes. The common issues during failover include:

e Replica stuck in RESOLVING state.
e Databases in NOT SYNCHRONIZING state.
e Failures due to exceeded failover thresholds or network issues.

e Dataingestion to the AVEVA Pl Audit Reporter application will pause when MS SQL is unavailable and
will automatically resume once MS SQL is running again.

As best practices, we have the following:
e Monitor cluster logs and SQL Server logs.

e Configure proper quorum settings and preferred owners in WSFC.

Pl Audit Reporter tables
The following tables reside in the SQL database:

1.0 © 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 87


https://stackoverflow.com/questions/58976190/what-privileges-are-needed-to-create-delete-tables-on-a-microsoft-sql-server-is
https://stackoverflow.com/questions/58976190/what-privileges-are-needed-to-create-delete-tables-on-a-microsoft-sql-server-is
https://stackoverflow.com/questions/58976190/what-privileges-are-needed-to-create-delete-tables-on-a-microsoft-sql-server-is
https://learn.microsoft.com/en-us/sql/t-sql/lesson-2-configuring-permissions-on-database-objects?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/relational-databases/security/authentication-access/database-level-roles?view=sql-server-ver15
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Name

Description

Auditinterfaces

Contains interfaces configured to extract audit data

AuditServers

Contains available Servers details.

AvailableAFDatabases

Contains available AF Databases to monitor

AvailableAFServers

Contains available AF Servers to monitor

ChunkExecutions

Contains chunks processed and to be processed by data ingress
services

DatalngressSettings

Contains settings specific for data ingress services

DatFiles

Contains Pl Audit database files and its details

DomainGroupRoleMaps

Contains relationships between domain groups and internal roles
in web application

ExclusionFilters

Contains filters used to exclude some audit events from database

GeneralSettings

Contains general settings used by the web application to adjust
behavior

InternalAuditLogs

Contains audit records for changes applied to AVEVA PI Audit Trail
Application Management

Permissions

Contains the list of roles and permissions for web application

ReportQueueFile

Contains the files of reports generated

ReportsQueue

Contains metadata about report files generated

ReportsServiceConfiguration

Contains settings specific for reporting services

Users

Contains the list of web application users

Pl Audit Reporter tables definition

Listed below is the definition of each database table:

AuditIinterfaces

Constraints | Column name Data Type Column | Nullable | Description

(PK/FK) Length

PK ID 4 no Sequential Number

N/A AuditServerID 4 no Server responsible for generating or
storing audit records

N/A Type 4 no Type of audit interface, Pl or AF

N/A InterfaceMachine 200 no Address/Hostname of server

interface will retrieve audit events
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Constraints | Column name Data Type Column | Nullable | Description
(PK/FK) Length
N/A TargetMachine nvarchar 200 no Name of machine is running the

data ingestion service

N/A TargetDatabase nvarchar 2000 yes Name of database will be processed
for the specified AF server in
TargetMachine column

N/A TargetDatabaseGUID uniqueidenti | 16 yes Unique identifier of database will be
fier processed for the specified AF server
in TargetMachine column.
(Applicable only for AF)

N/A DatabaseEnabled bit 1 yes Flag to inform if this database is
enabled for audit events retrieval.
(Applicable only for AF)

N/A StartMode nvarchar 100 yes Defines how data ingress will work
for that specific interface, in recovery
or real time mode

N/A RecoveryDate datetime 8 yes Date and time to be used to recover
past audit events

N/A RealtimeStartDate datetime 8 yes Date and time to be used to start the
real time audit events processing
N/A ProcessedRecoveryCo | bigint 8 yes Counter of total records processed in
unt recovery mode
N/A ProcessedRecoveryMa | datetime 8 yes Last date already processed by
xDate interface in recovery mode
N/A ProcessedRealtimeCo | bigint 8 yes Counter of total records processed in
unt real time mode
N/A ProcessedRealtimeMa | datetime 8 yes Last date already processed by
xDate interface in real time mode
N/A TotalRecords bigint 8 yes Counter of total records processed
by interface in rea time and recovery
modes
N/A BackupFilesDirectory nvarchar 1024 yes Directory that contains audit

databases backup files that must be
imported to the database.
(Applicable only for PI)

N/A AuditDatFilesDirectory | nvarchar 1024 yes Directory that contains the current
audit database files in Pl Server.
(Applicable only for PI)
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Constraints | Column name Data Type Column | Nullable | Description

(PK/FK) Length

N/A ProcessArchiveAuditS | bit 1 yes Flag that informs if archive

ubsystem subsystem database file will be
processed by this interface.
(Applicable only for PI)
N/A ProcessSnapshotAudit | bit 1 yes Flag that informs if snapshot
Subsystem subsystem. database file will be
processed by this interface.
(Applicable only for PI)
N/A ProcessBaseAuditSubs | bit 1 yes Flag that informs if base subsystem
ystem database file will be processed by
this interface. (Applicable only for Pl)

N/A CurrentDatFile nvarchar 100 yes Current audit database file being
processed. Notice that it can change
more frequently if parallel processing
is enabled. (Applicable only for Pl)

N/A ExclusionFilterStatus nvarchar 40 yes Status of exclusion filters application
once it is changed manually by user
through administrator panel in web
application

N/A BackupFilesCopied bit 1 yes Flag that informs if backup files have
been copied to avoid multiple copies
of same files during data ingestion.
(Applicable only for PI)

N/A Summary nvarchar 100 yes Simple field that indicates if data
ingress has some kind of error during
data ingestion. Possible values are
“OK” or “Error”.

AuditServers

Constraints | Column name Data Type | Column Length | Nullable | Description

(PK/FK)

PK ID int 4 no Sequential Number

N/A Type nvarchar | 4 no Type of audit interface, Pl or AF

N/A TargetMachine nvarchar 200 no Address/Hostname of server

interface will retrieve audit events

N/A InterfaceMachine nvarchar | 200 no Name of machine is running the data

ingestion service
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Constraints | Column name Data Type | Column Length | Nullable | Description
(PK/FK)
N/A AFIncludeAllDatabases | bit 1 no A flag to inform if all AF databases
must be included on creation
N/A StartMode nvarchar | 100 yes Defines how data ingress will work
for that specific interface, in
recovery or real time mode
N/A RecoveryDate datetime | 8 yes Date and time to be used to recover
past audit events
N/A RealtimeStartDate datetime | 8 yes Date and time to be used to start
the real time audit events processing
AvailableAFDatabases
Constraints Column
(PK/FK) Column name Data Type Length | Nullable | Description
PK ID int 4 no Sequential Number
FK AvailableAFServerID int 4 no AF Server ID reference
N/A DatabaseName nvarchar 2000 no AF Database name available.
N/A DatabaseGUID uniqueidentifier | 16 no Database unique identifier
available
AvailableAFServers
Constraints Column
(PK/FK) Column name Data Type Length Nullable | Description
PK ID int 4 no Sequential Number
N/A AFServerName nvarchar 200 no AF server name available
N/A InterfaceMachine nvarchar 200 no Interface machina name
available
ChunkExecutions
Constraint Column
s (PK/FK) Column name Data Type Length Nullable | Description
N/A ChunkExecutionGUID uniqueidentifier | 16 no Unique identifier of chunks
N/A InterfacelD int 4 no Reference of interface this
chunks belongs to
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Constraint Column

s (PK/FK) Column name Data Type Length Nullable | Description

N/A InterfaceMachine nvarchar 200 no Name of interface is
processing this chunk

N/A TargetMachine nvarchar 200 no Name of server is being
processed by this chunk

N/A Source nvarchar 200 no Source type (AF or PI)

N/A TargetDatabase nvarchar 200 yes Name of database will be
processed for the specified AF
server in TargetMachine
column

N/A TargetDatabaseGUID uniqueidentifier | 16 yes Unique identifier of database
will be processed for the
specified AF server in
TargetMachine column

N/A StartMode nvarchar 100 no Defines how data ingress will
work for that specific
interface, in recovery or real
time mode

N/A StartTime datetime2 8 no Start time of the interval to
process audit events

N/A EndTime datetime2 8 no End time of the interval to
process audit events

N/A ExecutionStartTime datetime2 8 yes Moment of data audit events
processing started

N/A ExecutionEndTime datetime2 8 yes Moment of data audit events
processing finished

N/A DurationInSeconds int 4 yes Duration in seconds of audit
events processing

N/A GetAuditRecordDurati | int 4 yes Duration in seconds of audit

onInSeconds events retrieval

N/A GetDetailsDurationInS | int 4 yes Duration in seconds of audit

econds events details retrieval

N/A SerializeDataDurationl | int 4 yes Duration in seconds of audit

nSeconds events serialization

N/A PersistDataDurationln | int 4 yes Duration in seconds of audit

Seconds events storing

N/A ValidationDurationInS | int 4 yes Duration in seconds of audit

econds events validation

1.0 ©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 92



AV=VA

Constraint
s (PK/FK)

Column name

Data Type

Column
Length

Nullable

Description

N/A

TotalRecords

int

4

yes

Counter of total records
processed by this chunk

N/A

Summary

nvarchar

max

yes

Simple field that indicates if
data ingress has some kind of
error during data ingestion.
Possible values are “OK” or
“Error”

N/A

DatFileld

int

yes

ID of dat file being processed
by this chunk

N/A

DatFile

nvarchar

max

yes

Local path of dat file is being
processed by this chunk

N/A

IngestionHash

nvarchar

1024

yes

Hash created from audit
events retrieved and saved in
ingestion process

N/A

ValidationHash

nvarchar

1024

yes

Hash created from audit
events retrieved in validation
process

N/A

ValidationStartTime

datetime2

yes

Date and time of the moment
the chunk started to be
validated

N/A

ValidationEndTime

datetime2

yes

Date and time of the moment
the chunk finshed to be
validated

N/A

ReprocessingDate

datetime2

yes

Date and time of the moment
chunk is marked as invalid to
be reprocessed

N/A

ReprocessingReason

nvarchar

510

yes

Reason why this chunk is
marked as invalid to be
reprocessed

N/A

LastHeartbeatDate

datetime?2

yes

A field used to ensure this
chunk is being processed or it
is unresponsive

N/A

ParentChunkExecution
GUID

uniqueidentifier

16

yes

Unique identifier of an invalid
parent chunk that created this
chunk.

N/A

AttemptNumber

int

no

Number of current attempt of
this chunk to be processed.

1.0
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DatalngressSettings

Constrain Column

ts (PK/FK) | Column name Data Type Length Nullable | Description

PK Id int 4 no Sequential Number

N/A Service nvarchar 510 no Name of service is running and

retrieving this configuration
N/A Key nvarchar 510 no Key name of configuration
N/A Value nvarchar 510 no Value of configuration
DatFiles

Constraint Column Nullabl

s (PK/FK) Column name Data Type | Length e Description

PK ID int 4 no Sequential Number

N/A AuditinterfacelD int 4 yes Reference of interface this dat
file belongs to

N/A SubSystem nvarchar 100 yes Name of subsystem this dat file
refers to

N/A RemotePath nvarchar 1000 yes Remote path of this dat file

N/A LocalPath nvarchar 1000 yes Local path of this dat file

N/A MajorVersion int 4 yes Major version of dat file

N/A MinorVersion int 4 yes Minor version of dat file

N/A ByteAlignment bigint 8 yes Byte alignment of dat file

N/A DirectoryLocation bigint 8 yes Directory location of dat file

N/A DirectorySize bigint 8 yes Directory size of dat file

N/A RecordCount bigint 8 yes Number of records stored in dat
file

N/A LastRecno bigint 8 yes Last record number for this dat
file

N/A MaximumRecno bigint 8 yes Maximum record number of this
dat file

N/A UserBlockSize bigint 8 yes User block size in bytes of dat
file

N/A Datalocation bigint 8 yes Data location of dat file

N/A DataSize bigint 8 yes Data size in bytes of dat file
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Constraint Column Nullabl

s (PK/FK) Column name Data Type | Length e Description

N/A AutoCompactPct int 4 yes Percent of auto compact

N/A LastModified datetime 8 yes Last date and time this dat file
was modified

N/A BackupTime datetime 8 yes Date and time of backup for this
dat file

N/A Processed bit 1 yes Flag informing if this dat file is
processed or not

N/A ProcessedRecoveryMaxDate | datetime 8 yes Last date already processed by
interface in recovery mode

N/A ProcessedRecoveryCount bigint 8 yes Counter of total records
processed in recovery mode

N/A ProcessedRealtimeMaxDate | datetime 8 yes Last date already processed by
interface in recovery mode

N/A ProcessedRealtimeCount bigint 8 yes Counter of total records
processed in real time mode

N/A Summary nchar 100 yes Simple field that indicates if data
ingress has some kind of error
during data ingestion. Possible
values are “OK” or “Error”.

N/A Percent of chunks ingested for

IngestedPercent real 4 yes this dat file
N/A Percent of chunks validated for
ValidatedPercent real 4 yes this dat file

DomainGroupRoleMaps

Constraints Column

(PK/FK) Column name Data Type | Length Nullable | Description

PK ID int 4 no Sequential Number

N/A group nvarchar 255 no Domain Group name

N/A role nvarchar 255 no Role in the Application

N/A createdBy nvarchar 512 not User that created the record

N/A createdTime Bigint n/a no Timestamp of creation

N/A updatedBy nvarchar 512 yes Most recent user that updated the
record
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Constraints Column
(PK/FK) Column name Data Type | Length Nullable | Description
N/A updatedTime bigint n/a yes Most recent timestamp of update
ExclusionFilters
Constraints Column
(PK/FK) Column name Data Type Length | Nullable | Description
PK ID int 4 no Sequential Number
N/A Reference of interface this dat file
AuditInterfacelD int 4 yes belongs to
N/A Field nvarchar 200 yes Field where filter is applied.
N/A Operator to use when comparing
Operator nvarchar 40 yes values
N/A ExclusionValues nvarchar -1 yes Values to search against the field
GeneralSettings
Constraints Column
(PK/FK) Column name Data Type | Length Nullable | Description
PK ID int 4 no Sequential Number
N/A ReportHeaderText nvarchar 200 yes Report header text to Title into
Report Cover page
N/A LicenseKey nvarchar -1 no This key is required to activate and
authorize the application for use.
N/A ReportLogo nvarchar -1 yes Baseb4 string if the logo image to be
used in Cover page for reports
InternalAuditLogs
Constraints Column
(PK/FK) Column name Data Type | Length Nullable | Description
PK ID int 4 no Sequential Number
N/A username nvarchar 1024 no User that is performing the
operation that is being recorded
N/A timestamp bigint 8 no Timestamp the operation that is
being recorded
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Constraints Column

(PK/FK) Column name Data Type | Length Nullable | Description

N/A origin nvarchar 1024 yes From where is the operation that is
being recorded

N/A action nvarchar 2048 yes Action (Insert, Update, Delete) of
the operation that is being recorded

N/A message nvarchar -1 yes Additional message of the operation
that is being recorded

N/A before nvarchar -1 yes Value of the object or original value
before changes of the operation that
is being recorded

N/A after nvarchar -1 yes Value of the object or updated
value after changes of the operation
that is being recorded

Permissions

Constraints Column

(PK/FK) Column name Data Type | Length Nullable | Description

PK ID int 4 no Sequential Number

N/A role nvarchar 510 no Role into the system that the
permissions are recorded

N/A functionality nvarchar 1024 no Functionality that the permission
will be set

N/A key nvarchar 1024 no Key for internal checking when
validating the permission by user’s
role

N/A allowed bit 1 no True or False to indicate the allowed
or not allowed permission x
functionality

N/A createdBy nvarchar 1024 no User that created the record

N/A createdTime bigint 8 no Timestamp of creation

N/A updatedBy nvarchar 1024 yes Most recent user that updated the
record

N/A updatedTime bigint 8 yes Most recent timestamp of update

N/A defaultallowed bit 1 yes Default or original permission for
reseting purposes only.
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ReportQueueFile

Constraints | Column name Data Type | Column | Nullable | Description

(PK/FK) Length

N/A ID uniqueiden | 16 no Sequential Number

tifier
N/A ReportQueueld uniqueiden | 16 no Id of the request reporting for
tifier generation, this links the files with
the report requested.

N/A Index int 4 no The index of the file chunk to be
downloaded by clients in the web
application

N/A File varbinary -1 no The byte array for the chunk of the
file

ReportsQueue

Constraints Column

(PK/FK) Column name Data Type Length Nullable | Description

N/A ID uniqueidentifier | 16 no Sequential Number

N/A Timestamp datetime 8 yes Timestamp of the request report

generation

N/A User nvarchar 1024 no User that is requesting the report

generation

N/A UserData nvarchar -1 no Full user data in JSON that is

requesting report generation

N/A Predicate nvarchar -1 no Predicate (filters) parameters to

retrieve the database data and
processing the report generation

N/A TotalAuditRecords int 4 yes Total of Audit Records that is

expected to be processed in a
report generation

N/A TotalAuditRecordltems Int 4 Yes Total of Audit Records Items/Events

that is expected to be processed in
a report generation

N/A TotalProcessing int 4 yes Total of records that is being

processed in that point of the time

N/A FileChunks Decimal(5,2) 18 yes Total of Items/Events processed

PercentageComplete when processing the Report
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Constraints Column

(PK/FK) Column name Data Type Length Nullable | Description
Request

N/A RetryCount Int 4 Yes Number of reprocessing attempts
to the report request.

N/A Status nvarchar 256 yes Status of the report generation that
could be Enqueued, Requested,
Processed, Completed, Failed or
any other status that could be used
for controlling report generation
status.

N/A FileSize int 4 yes Whole size of the file to be
downloaded in Bytes.

ReportsServiceConfiguration

Constraints Column

(PK/FK) Column name Data Type Length Nullable | Description

PK ID int 4 no Sequential Number

N/A configuration nvarchar 1024 no Name of the configuration used to
control aspects of the reporting
generation, see
ReportsServiceConfiguration for
reference.

N/A value nvarchar 1024 no Value of the configuration.

N/A updatedBy nvarchar 1024 yes User who has updated the record.

N/A updatedTime bigint 8 yes Timestamp that the record is being
updated in the database.

Users

Constraints Column

(PK/FK) Column name Data Type Length Nullable | Description

PK uid uniqueidentifi | 16 no Unique ID for the user

er

N/A enabled bit 1 yes Indicative if this user is enabled or
not into this application

N/A username nvarchar 1024 no Username from domain

1.0 © 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 99




AV=VA

Constraints Column

(PK/FK) Column name Data Type Length Nullable | Description

N/A firstname nvarchar 1024 No Firstname of the user from domain

N/A lastname nvarchar 1024 no Lastname of the user from domain

N/A email nvarchar 1024 no Email of the user from domain

N/A role nvarchar 510 no Role of the user based on Domain
Group x Role mapping.

N/A createdBy nvarchar 1024 no User that is adding this record into
the application

N/A createdTime bigint 8 no Timestamp that this record is being
created.

N/A updatedBy nvarchar 1024 yes User that is updating the record

N/A updatedTime bigint 8 yes Timestamp of the record update

QuestDB

QuestDB is a database used for specific workloads when in read-heavy scenarios where failover is less critical.

Failover Mechanisms

QuestDB is designed for high-performance time-series data, but it does not natively support automatic
failovers like traditional RDBMS systems. It focuses on write-ahead logging and durability for crash recovery.

Data ingestion to the AVEVA PI Audit Reporter application will pause when QuestDB is unavailable and will

automatically resume once QuestDB is running again.

As a best practice it is recommended to regularly back up data and test recovery procedures.

PI Audit Reporter tables

The following tables reside in the SQL database:

Name

Description

AuditRecords

Contains the list of audit records retrieved from data sources Pl DA and Pl AF

commentEntries

application.

Contains the records for data audits when users are adding comments in the web

Log

Contains the log for web application and for data ingress events like runs, errors, etc.

Pl Audit Reporter tables definition
Listed below is the definition of each QuestDB table:

AuditRecords

1.0
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Constraints Column Data Type Symbol Index Description
(PK/EK) Name Capacity Capacity
N/A uid uniqueidentifier | N/A N/A Unique ID for the record in database
N/A server symbol 64 256 Server where the data is to be
retrieved
N/A source symbol 2 16 Pl or AF
N/A date timestamp N/A N/A Date of audit record
N/A ingestionDa | timestamp N/A N/A Date of when audit record was saved
te
N/A action symbol 4 32 Change type, New, Modified, Excluded
N/A category symbol 32 64 Object changed
N/A database symbol 256 256 Database
N/A id varchar N/A N/A Unique Id of the object
N/A name varchar N/A N/A Name of the item changed
N/A user varchar N/A N/A User that made change
N/A userid varchar N/A N/A User ID that made change
N/A path varchar N/A N/A Root path of item changed
N/A details varchar N/A N/A JSON with the nested child items
related to the data modifications that
contains the audit record
N/A reviews varchar N/A N/A Reviews made by users through web
application
N/A reason varchar N/A N/A Reason inserted by user for that audit
event
N/A changeNo varchar N/A N/A Number of changes made
N/A userComm | varchar N/A N/A Comments added by user for that audit
ent event
N/A targetData | uniqueidentifier | N/A N/A Unique identifier of source database for
baseGuid the audit event
N/A excluded boolean N/A N/A Marks if audit record is shown or not in
web application and reports based on
Exclusion Filters
N/A hash varchar N/A N/A Hash of audit record
N/A chunkExecu | varchar N/A N/A Unique identifier of chunk that
tionGUID generated the record in QuestDB table
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Constraints Column Data Type Symbol Index Description
(PK/EK) Name Capacity Capacity
N/A deleted boolean N/A N/A Marks if the record was deleted
N/A itemDescri | varchar N/A N/A The list of items descriptions
ption concatenated with “\u001f”
N/A itemName | varchar N/A N/A The list of items names concatenated
with “\u001f”
N/A itemld varchar N/A N/A The list of items ids concatenated with
“\u001f”
N/A itemProper | varchar N/A N/A The list of items properties
ty concatenated with “\u001f”
N/A itemOldval | varchar N/A N/A The list of items old values
ue concatenated with “\u001f”
N/A itemOldtyp | varchar N/A N/A The list of items old types concatenated
e with “\u001f”
N/A itemNewva | varchar N/A N/A The list of items new values
lue concatenated with “\u001f”
N/A itemNewty | varchar N/A N/A The list of items new types
pe concatenated with “\u001f”
CommentEntries
Constraints Column Name Data Type Symbol Index Description
(PK/FK) Capacity | capacity
N/A uid uniqueidentifier N/A N/A Unique ID for the record in
database
N/A auditrecord_uid uniqueidentifier N/A N/A Unique ID for the audit record in
database
N/A date timestamp N/A N/A Date of audit record
N/A changeNo varchar N/A N/A Number of changes made
N/A username varchar N/A N/A User that made change
N/A comment varchar N/A N/A Comment added by the user.
Log
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Constraints Column Name Data Type Symbol Index Description

(PK/FK) Capacity Capacity

N/A exception string N/A N/A Exception message and stack trace
raised by the application. Null if log
is not an error.

N/A level string N/A N/A Level of that log message (error,
information, debug, warning)

N/A machine_name string N/A N/A Name of machine is hosting the
application that wrote this log
records

N/A message string N/A N/A Main message of log record

N/A message_template string N/A N/A Message template used to build the
log message in this record

N/A raise_date timestamp N/A N/A Date and time of when this log
record was created.
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CHAPTER 5

AVEVA™ P| Audit Reporter Modules and

Components

Application Overview

The AVEVA Pl Audit Reporter is a purpose-built application for auditing audit trail records provided by the
AVEVA PI System that conform to accepted standards with compliant reports. It enhances audit capabilities by
offering greater flexibility, performance, and compliance support. Refer to AVEVA PI Audit Reporter Architecture
to explain the role of the application in the context of the complete Pl system.

The application features a distributed architecture, with a web-based user interface serving as the primary
access point. Supporting components include remote agents deployed to existing Pl Data Historian and Asset
Framework servers. These agents are responsible for collecting and transmitting audit data to a centralized
application, enabling seamless enterprise-wide integration.

The application can immediately identify changes that require comments or electronic signatures, eliminating
delays caused by slow search or query performance. The application is designed to handle millions of audit trail
records efficiently, ensuring robust performance even in large-scale environments. Only minimal agent
components need to be installed on existing infrastructure, simplifying adoption and reducing deployment
overhead.

Core Modules

While the AVEVA PI Audit Reporter application is built on a microservices architecture, it is important to note
that AF data interface, Pl data interface, web application, reporting service modules form part of

the Core system. These core services are essential for the basic functionality of the application. Without them,
the system cannot operate, regardless of the modular and distributed nature of the architecture.

This design ensures flexibility and scalability, while maintaining a reliable foundation for critical operations such
as authentication, data ingestion, and audit processing.

AF Data Interface

1.0

The AF Data Interface is a core module of the AVEVA Pl Audit Reporter application. Implemented as a Windows
service, this component is responsible for retrieving audit events from the AVEVA AF Audit Database. Once
retrieved, the data is processed and transformed into a normalized format, which is then stored in

a QuestDB table for efficient querying and reporting.

This module plays a critical role in ensuring that audit data is consistently structured, searchable, and ready for
downstream analysis and compliance reporting.
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This service works with two main components with specific functionalities called Monitor and Worker. Monitor
manages the overall control and coordination of data retrieval. Monitor’s key responsibilities include, defining
and enforcing the processing intervals, managing the retrieval period for audit data, checking for new or
updated files and databases, controlling the chunk size for data processing, updating status and summary
information and overseeing the execution flow of the service.

Monitor acts as the orchestrator of the data ingress process and runs continuously in the background. When
required, the Worker component is triggered by Monitor and passes a set of the above parameters to process
audit data.

Worker components are responsible for the collection, processing, and storage of audit data within the AVEVA
Pl Audit Reporter application. Unlike continuously running services, workers are on-demand executables that
operate based on specific instructions. Workers are not active agents. They are invoked by the Monitor
component to process a defined time range from a specific database. Each execution is guided by parameters
such as time period to process, target database and Data chunk size or limits.

Install and Configure AVEVA Pl Audit Reporter AF Data Ingress service

1.0

The AVEVA Pl Audit Reporter AF Data Ingress service must be installed and configured with a user account with
elevated privileges and access to an AF Server. The AVEVA Pl Audit Reporter AF Data Ingress service must have
an “automatic” startup type. It is possible to check the service status by opening Start > Windows Service and
view the Services installation as per example below:

Services

File Action View Help
e | F Bz HE »enp

“} Senvices (Local)

. Services (Local)

AVEVA PI Audit Reporter - AF Data  Name Status Description Startup Type Log On £s
Ingress Monitor

Start the service

Interfaces and perform Recovery and
Realtime data ingress

Moniter cenfigured AF Audit Interfaces and p...  Automatic

Once the Windows Service is installed and properly configured by the administrator user, the next step is to
check the configuration file in the root folder of Service. File name is “appsettings.json”, and it has connection
settings that will allow the AF Data Ingress service to communicate with SQL Server database and retrieve the
full list of settings and start processing. The configuration file must contain the following configured parameters:

e ConnectionStrings.AuditTrail: Represents the secure connection string to access the SQL Server database
and retrieve information about settings and servers, which is used to integrate audit trail records.

e FrequencylnSecondsToRefreshConfiguration: Represents the interval, in seconds, AF Data Ingress service
will look for updates in data ingress settings. DatalngressSettings table configurations can be changed while
the service is still running.

e Service: Represents the name of the service installed. The screenshot below shows the required
configuration.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 105



AV=VA

{

"ConnectionStrings™: |

"huditTrail™:

TuencyInSecondsToRefreshConfiguration”

"Service":

"SEEVICENAME.AF.Worksr"

"Data Source=3Q0LSERVERADRESS;Database=DATABASENAME; TrustServerlertificate=Trus; Integrated Security=trus;"

Two separate appsettings.json files need to be configured, one for the Monitor component and one for Worker
component, both part of the same installation.

Next step is to configure the AVEVA Pl Audit Reporter AF data ingress settings table. This table stores general
configuration settings for the data ingress services of both Monitor and Worker components. These settings
include parameters i.e. execution interval, database information, logging, parallelization levels, and other
related configurations, which are described in the following sections.

AF Configuration Settings

Service Key Default Value Description

AF Monitor | AppSettings: 2 The interval, specified in seconds, determines
ChecklIntervallnSeconds how frequently the data ingress service runs to

check for new data chunks to process

AF Monitor | AppSettings:MaxParallelReal | 2 Defines the maximum number of workers that
timeWorkers can concurrently validate audit data recovery

tasks for Realtime data

AF Monitor | AppSettings:MaxParallelRec | 2 Defines the maximum number of workers that
overyWorkers can concurrently validate audit data recovery

tasks for Recovery data

AF Monitor | AppSettings:Realtimelnterva | 10 Defines the interval at which the data ingress
[InMinutes service creates chunks for processing real-time

audit data (e.g., every “X” minutes).

AF Monitor | AppSettings:RecoveryChunkl | 30 Defines the interval at which the data ingress
ntervallnMinutes service creates chunks for processing recovery

audit data (e.g., every “X” minutes)

AF Monitor | AppSettings:UpdateAFAvaila | 60 Defines how frequently the data ingress service
bleDatabasesFrequencylnSe updates the list of available AF Servers and
conds databases in seconds.

AF Monitor | AppSettings:WorkerApplicati | <installationpat | Defines the complete system path to the
onPath h>¥AF installed worker executable file location.

Worker¥Cogniz
ant.AuditTrail.D
atalngress.AF.W
orker.exe

AF Monitor | AppSettings: localhost Defines the hostname of the server where the
InterfaceMachine data ingress service is installed.

1.0
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Service Key Default Value Description

AF Monitor | AppSettings:LogDirectory File directory Defines the directory used to store file system
logs. By default, it is recommended not to use
the C drive to prevent potential performance or
disk space issues.

AF Monitor | AppSettings:LoglLevel Trace Log level of the application. Default level is
“Trace”. The following are the available
options:

Trace - 0: Logs that contain the most detailed
messages.

Debug - 1: Logs that are used for interactive
investigation during troubleshooting.
Information - 2: Logs that track the general flow
of the application.

Warning - 3: Logs that highlight an abnormal or
unexpected event in the application flow. It
does not represent an error, but an event that
may require attention.

Error - 4: Logs that highlight when the current
flow of execution is stopped due to a failure.
These should indicate a failure in the current
activity, not an application-wide failure.

Critical - 5: Logs that describe an unrecoverable
application or system crash, or a catastrophic
failure that requires immediate attention.

AF Monitor | AppSettings:LogFileFlushinte | 5 Defines the interval at which the logging

rvallnSeconds mechanism writes information to the file
system, measured in seconds.

AF Monitor | AppSettings:LogMaxFileSizel | 10485760 Defines the maximum size/upper limit of log

nBytes files in bytes. When a file reaches the maximum
size/upper limit, a new log file is automatically
created.

AF Monitor | MSSQL:DataSource Server_name Defines the name of the SQL Server instance
used to store data ingress settings.

AF Monitor | MSSQL:Database Database_name | Defines the name of the SQL Server database
used to store data ingress configuration
settings.

AF Monitor | MSSQL:TrustServerCertificat | true Determines whether client applications should

e trust the SSL certificate presented by the SQL
Server. When set to true (default), the client
bypasses certificate validation, allowing
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1.0

Service Key Default Value Description
encrypted connections without verifying the
certificate's authenticity.

AF Monitor | QuestDB:Server Server_name Defines the hostname or IP address of the
server where QuestDB is installed.

AF Monitor | QuestDB:Database Database_name | Defines the name of the QuestDB database
used to store logs and audit records.

AF Monitor | QuestDB:PortPGWire 8812 Defines the port number used to connect to
QuestDB and transmit data.

AF Monitor | QuestDB:SsIMode prefer Determines whether a secure connection (SSL)
is used when connecting to QuestDB. Available
options:

Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.
Require: SSL is mandatory; if unavailable, the
connection will be rejected.

AF Monitor | QuestDB:User User_name Defines the username for the account used to
connect to the QuestDB database.

AF Monitor | QuestDB:Password Password Defines the password for the account used to

encrypted connect to the QuestDB database.

AF Monitor | AppSettings:MaxParallelVali | 1 Defines the maximum number of workers that

dationRecoveryWorkers can validate audit data recovery tasks in parallel
for recovery tasks.

AF Monitor | AppSettings:MaxParallelVali | 1 Defines the maximum number of workers that

dationRealtimeWorkers can validate audit data recovery tasks in parallel
for realtime tasks.

AF Monitor | MSSQL:ConnectionTimeout 30 Defines the maximum time, in seconds, that a
server will attempt to connect to a Microsoft
SQL Server instance before timing out and
returning an error.

AF Monitor | MSSQL:CommandTimeout 120 Defines the maximum time, in seconds, that a
SQL command is allowed to execute before
being automatically terminated by the server.

AF Monitor | AppSettings:MinutesToWait | 5 Defines the number of minutes the application

BeforeValidating should wait before starting a validation process.

AF Monitor | AppSettings:WorkerTimeout | 600 Defines the maximum duration (in seconds)

InSeconds that a background worker is allowed to run
before being forcefully timed out or cancelled.

AF Monitor | QuestDB:ILPPort 9009 The port number QuestDB uses to receive data

via the Influx Line Protocol (ILP).
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Service

Key

Default Value

Description

AF Monitor

QuestDB:PortinLine

9009

The port number QuestDB uses to accept SQL
queries directly (inline execution).

AF Worker

AppSettings:HeartbeatInterv
alinSeconds

10

Defines the interval, in seconds, at which the
heartbeat mechanism updates chunk execution
status. The interval is used to determine
whether a chunk is still running.

AF Worker

AppSettings:InterfaceMachi
ne

localhost

Defines the hostname of the server where the
data ingress service is installed.

AF Worker

AppSettings:LogsDirectory

File directory

Defines the directory path where file system
logs will be saved. By default, it is
recommended not to use the C drive to prevent
potential performance or disk space issues.

AF Worker

AppSettings:LoglLevel

trace

Log level of the application. Default level is
“Trace”. The following are the available
options:

Trace - 0: Logs that contain the most detailed
messages.

Debug - 1: Logs that are used for interactive
investigation during troubleshooting.

Information - 2: Logs that track the general flow
of the application.

Warning - 3: Logs that highlight an abnormal or
unexpected event in the application flow. It
does not represent an error, but an event that
may require attention.

Error - 4: Logs that highlight when the current
flow of execution is stopped due to a failure.
These should indicate a failure in the current
activity, not an application-wide failure.

Critical - 5: Logs that describe an unrecoverable
application or system crash, or a catastrophic
failure that requires immediate attention.

AF Worker

AppSettings:LogFileFlushinte
rvallnSeconds

Defines the interval in seconds, at which the
application flushes log data to the file system.

AF Worker

AppSettings:LogMaxFileSizel
nBytes

10485760

Defines the maximum size/upper limit of log
files in bytes. When a file reaches this maximum
size/upper limit, a new log file is automatically
created.

1.0
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Service

Key

Default Value

Description

AF Worker

MSSQL:DataSource

Server_name

Defines the name of the SQL Server database
used to store data ingress configuration
settings.

AF Worker

MSSQL:Database

Database_name

Defines the name of the SQL Server instance
used to store data ingress settings.

AF Worker

MSSQL:TrustServerCertificat
e

true

Determines whether client applications should
trust the SSL certificate presented by the SQL
Server. When set to true (default), the client
bypasses certificate validation, allowing
encrypted connections without verifying the
certificate's authenticity.

AF Worker

QuestDB:Server

Server_name

Defines the hostname or IP address of the
server where QuestDB is installed.

AF Worker

QuestDB:Database

Database_name

Defines the name of the QuestDB database
used to store logs and audit records.

AF Worker

QuestDB:PortinLine

9009

Defines the port number used for inline data
transmission to QuestDB.

AF Worker

QuestDB:PortPGWire

8812

Defines the port number used to connect to
QuestDB and transmit data.

AF Worker

QuestDB:SsIMode

prefer

Determines whether a secure connection (SSL)
is used when connecting to QuestDB. Available
options:

Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.

Require: SSL is mandatory; if unavailable, the
connection will be rejected.

AF Worker

QuestDB:User

user_name

Defines the username for the account used to
connect to the QuestDB database.

AF Worker

QuestDB:Password

Password
Encrypted

Defines the password for the account used to
connect to the QuestDB database.

AF Worker

MSSQL:ConnectionTimeout

30

Defines the maximum time, in seconds, that a
server will attempt to connect to a Microsoft
SQL Server instance before timing out and
returning an error.

AF Worker

MSSQL:CommandTimeout

120

Defines the maximum time, in seconds, that a
SQL command is allowed to be executed before
being automatically terminated by the server.
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Service Key Default Value Description
AF Worker | AppSettings:MaxRecoveryCh | 5 Defines the maximum number of recovery
unksPerinterfaceAtTime chunks handled per interface in a single
operation.
AF Worker | AppSettings:ParentRecordsP | 500 Specifies the page size, the maximum count of
ageSize parent record per page.
AF Worker | AppSettings:ParentRecordsP | 10 Defines the maximum number of pages of
agesLimit parent records that can be retrieved, displayed,
or processed within the application at one time.
AF Worker | QuestDB:ILPPort 9009 The port number QuestDB uses to receive data
via the Influx Line Protocol (ILP).
AF Worker | AppSettings:MaxRealTimeCh | 5 Limits how many data chunks can be processed
unksPerinterfaceAtTime at once per interface in QuestDB
AF Worker | AppSettings:RecoveryChunkl | 30 Defines the interval at which the data ingress
ntervallnMinutes service creates chunks for processing recovery
audit data (e.g., every “X” minutes)
AF Worker | AppSettings:MaxParallelReal | 1 Defines the maximum number of workers that
timeWorkers can concurrently validate audit data recovery
tasks for Realtime data.
AF Worker AppSettings:MaxParallelRec | 3 Defines the maximum number of workers that
overyWorkers can concurrently validate audit data recovery
tasks for Recovery data.
License LicenseKey License Key The license key provided by the vendor must be
Encrypted entered during the installation of the Web

Application. This key is required to activate and
authorize the application for use.

1.0

Once the above mandatory configurations for the AVEVA Pl Audit Reporter AF Data Ingress are completed, the
service can be started. After the service is running, AF audit data ingestion can be configured through
the administrator panel of the web application.

For detailed instructions on configuring the AF interface, refer to Audit Interfaces view and Admin.

Once configuration is complete, the interfaces will appear as shown in the image below.
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1 5 ~ ~+ Expand All — Collapse All 4 Audit Interfaces

Type To Target Machine T| Interface Machine T]

> AF PISERVER DEVD

v AF PISR24 DEVD M

Target Database Realtime Count Realtime Max Date Recovery Date Recovery Count Recovery Max Date Total Records
AF Audit trail testing 0 01-Jan-2025 00:00:00 706394 706394
Configuration 0 20-Mar-2025 18:29:57 0 0

Renamed 0 01-Jun-2022 18:30:04 96810 96810

Pl Data Interface
The PI Data Interface is a core module of the AVEVA PI Audit Reporter Application. Implemented as a Windows
service, this component is responsible for retrieving audit events from the AVEVA PI Audit Database. Once
retrieved, the data is processed, and transformed into a normalized format, which is then stored within
a QuestDB table for efficient querying and reporting.

This module plays a critical role in ensuring that audit data is consistently structured, searchable, and ready for
downstream analysis and compliance reporting.

This service works with two main components with specific functionalities called Monitor and Worker.

Monitor components manage the overall control and coordination of data retrieval. Its key responsibilities are
defining and enforcing the processing interval, managing the retrieval period for audit data, checking for new or
updated files and databases controlling the chunk size for data processing, updating status and summary
information, and overseeing the execution flow of the service.

The Monitor acts as the orchestrator of the data ingress process and runs continuously in the background. The
Worker component is triggered by Monitor when required, passing a set of parameters to process audit data.

Worker components are responsible for the collection, processing, and storage of audit data within the AVEVA
Pl Audit Reporter application. Unlike continuously running services, Workers are on-demand executables that
operate based on specific instructions. Workers are not active agents. They are invoked by the Monitor
component to process a defined time range from a specific database. Each execution is guided by parameters
such as time period to process, target database and Data chunk size or limits.

The AVEVA PI Audit Reporter Pl Data Ingress service must be installed and configured with a user account with
elevated privileges. The user must have access to both the Pl Server and the folder which contains .dat files, in
order to restart subsystems using the piartool AVEVA Pl Audit Trail utility. The AVEVA Pl Audit Reporter Pl Data
Ingress service must have “Automatic” startup type. To check service status, open Start > Windows Service and
view Service installation as per example below:
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Services

File Action View Help

e EBez Bl »an e

Gilservces (oca) | [2 Services (Local)
AVEVA Pl Audit Reporter - Pl Data  Name . Stotus Description Startup Type Log On As
Ingress Monitor
oo the semice =Y AVEVA Pl Audit Reporter - P| Data Ingress Monitor ta... Monitor configured | Audit Interfaces and pe... Automatic Local System
Description:

Monitor configured Pl Audit
Interfaces and perform Recovery and
Realtime data ingress

Once Windows service is installed and properly configured, the next step is to check the configuration file in the
root folder of service. File name is “appsettings.json” and has connection settings that will allow the AVEVA PI
Audit Reporter Pl Data Ingress service to communicate with SQL Server database and retrieve the full list of
settings and start processing. The configuration file must contain the following configured parameters:

e ConnectionStrings.AuditTrail: Represents the secure connection string to access the SQL Server database
and retrieve information about settings and servers, which is used to integrate audit trail records.

e FrequencylnSecondsToRefreshConfiguration: Represents the interval, in seconds, that windows service will
look for updates in data ingress settings. DatalngressSettings table configurations can be changed while the
service is still running.

e Service represents the name of the service installed. The screenshot below shows the required
configuration.

"ConnectionStrings™: |
"huditTrail™: "Data Source=5QLSERVERADRESS;Database=DATABASENAME;TrustServerCertificate=True;Integrated Security=trus;"
T
"FrequencyInSecondsToRefreshConfiguration”:
"Service™: "SERVICENAME.LF.Worker™

1

Two separate appsettings.json files need to be configured, one for the Monitor component and one for Worker
component, both part of the same installation.

Next step is to configure the AVEVA Pl Audit Reporter Pl data ingress settings table. This table stores general
configuration settings for the data ingress services of both Monitor and Worker components. These settings
include parameters i.e. execution interval, database information, logging, parallelization levels, and other
related configurations, which are described in the following sections.

Pl Configuration Settings

1.0

Service Key Default Value Description
Pl Monitor AppSettings: 10 The interval, specified in seconds, determines
ChecklIntervallnSeconds how frequently the data ingress service runs to

check for new data chunks to process

Pl Monitor AppSettings:MaxAuditFi | 5 Defines the maximum number of audit

lesParallelProcessing database files that can be processed in parallel.
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Service Key Default Value Description
Pl Monitor AppSettings:MaxInterfa | 5 Defines the maximum number of interfaces
cesParallelProcessing that can be processed in parallel.
Pl Monitor AppSettings:MaxParallel | 1 Defines the maximum number of workers that
RealtimeWorkers can process real-time audit data concurrently.
Pl Monitor AppSettings:MaxParallel | 3 Defines the maximum number of workers that
RecoveryWorkers can process data recovery tasks in parallel.
Pl Monitor AppSettings:PIAdmDirec | <drive>¥Progra | Defines the directory path where the default
toryToRunCommands m install location for administrative and utility
Files¥PIPC¥adm | tools used with the PI
System. (i.e.pidiag,piartool,piconfig,pigetmsg)
PI Monitor AppSettings:RecoveryCh | 21600 Defines the interval at which the data ingress
unkintervallnMinutes service creates chunks for processing recovery
audit data (e.g., every “X” minutes)
PI Monitor AppSettings:Temporary | File directory Defines the complete path where the
CopiedAuditFilesDirecto temporary audit file directory is stored.
ry
Pl Monitor AppSettings:Workerappl | <installationpat | Defines the complete system path to the
icationPath h>¥PI installed worker executable file location.
Worker¥Cogniz
ant.AuditTrail.D
atalngress.PL.W
orker.exe
Pl Monitor AppSettings:InterfaceM | localhost Defines the hostname of the server where the
achine data ingress service is installed.
PI Monitor AppSettings:LogsDirecto | File directory Defines the directory used to store file system

ry

logs. By default, it is recommended not to use
the C drive to prevent potential performance or
disk space issues.
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Service Key Default Value Description

Pl Monitor AppSettings:LoglLevel Trace Log level of the application. Default level is
“Trace”, and these are the available options:

Trace - 0: Logs that contain the most detailed
messages.

Debug - 1: Logs that are used for interactive
investigation during troubleshooting.

Information - 2: Logs that track the general flow
of the application.

Warning - 3: Logs that highlight an abnormal or
unexpected event in the application flow. It
does not represent an error, but an event that
may require attention.

Error - 4: Logs that highlight when the current
flow of execution is stopped due to a failure.
These should indicate a failure in the current
activity, not an application-wide failure.

Critical - 5: Logs that describe an unrecoverable
application or system crash, or a catastrophic
failure that requires immediate attention.

Pl Monitor AppSettings:LogFileFlus | 5 Defines the interval at which the logging
hintervallnSeconds mechanism writes information to the file
system, measured in seconds.

Pl Monitor AppSettings:LogMaxFile | 10485760 Defines the maximum size/upper limit of log
SizelnBytes files in bytes. When a file reaches the maximum
size/upper limit a new log file is automatically
created.
Pl Monitor MSSQL:DataSource Server_name Defines the name of the SQL Server instance

used to store data ingress settings.

Pl Monitor MSSQL:Database Database_name | Defines the name of the SQL Server database
used to store data ingress configuration
settings.

Pl Monitor MSSQL:TrustServerCerti | true Determines whether client applications should

ficate trust the SSL certificate presented by the SQL

Server. When set to true (default), the client
bypasses certificate validation, allowing
encrypted connections without verifying the
certificate's authenticity.

Pl Monitor QuestDB:Server Server_name Defines the hostname or IP address of the
server where QuestDB is installed.
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Pl Monitor QuestDB:Database Database_name | Defines the name of the QuestDB database
used to store logs and audit records.

Pl Monitor QuestDB:PortPGWire 8812 Defines the port number used to connect to
QuestDB and transmit data.

Pl Monitor QuestDB:SsIMode prefer Determines whether a secure connection (SSL)
is used when connecting to QuestDB. Available
options:

Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.
Require: SSL is mandatory; if unavailable, the
connection will be rejected.

Pl Monitor QuestDB:User User_name Defines the username for the account used to
connect to the QuestDB database.

Pl Monitor QuestDB:Password Password Defines the password for the account used to

Encrypted connect to the QuestDB database.

Pl Monitor AppSettings:MaxParallel | 1 Defines the maximum number of workers that
ValidationRecoveryWor can concurrently validate audit data recovery
kers tasks for Recovery data.

Pl Monitor AppSettings:MaxParallel | 1 Defines the maximum number of workers that
ValidationRealtimeWork can concurrently validate audit data recovery
ers tasks for Realtime data.

Pl Monitor MSSQL:ConnectionTime | 30 Defines the maximum time, in seconds, that a
out server will attempt to connect to a Microsoft

SQL Server instance before timing out and
returning an error.

Pl Monitor MSSQL:CommandTimeo | 120 Defines the maximum time, in seconds, that a
ut SQL command is allowed to be executed before

being automatically terminated by the server.

Pl Monitor AppSettings:MinutesTo | 5 Defines the number of minutes the application
WaitBeforeValidating should wait before starting a validation process.

Pl Monitor QuestDB:PortInLine 9009 Defines the port number used for inline data
transmission to QuestDB.

Pl Worker AppSettings:PIAdmDirec | <drive>¥Progra | Defines the directory path where the default

toryToRunCommands

m
Files¥PIPC¥adm

install location for administrative and utility
tools used with the PI
System. (i.e.pidiag,piartool,piconfig,pigetmsg)
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Key

Default Value

Description

Pl Worker

AppSettings:Heartbeatl
ntervallnSeconds

10

Defines the interval, in seconds, at which the
heartbeat mechanism updates the chunk
execution status. Used to determine whether a
chunk is still running.

Pl Worker

AppSettings:InterfaceM
achine

localhost

Defines the hostname of the server where the
data ingress service is installed.

Pl Worker

AppSettings:LogsDirecto
ry

File directory

Defines the directory path where file system
logs will be saved. By default, it is
recommended not to use the C drive to prevent
potential performance or disk space issues.

Pl Worker

AppSettings:LoglLevel

trace

Log level of the application. Default level is
“Trace”. The following are the available
options:

Trace - 0: Logs that contain the most detailed
messages.

Debug - 1: Logs that are used for interactive
investigation during troubleshooting.

Information - 2: Logs that track the general flow
of the application.

Warning - 3: Logs that highlight an abnormal or
unexpected event in the application flow. It
does not represent an error, but an event that
must be checked.

Error - 4: Logs that highlight when the current
flow of execution is stopped due to a failure.
These should indicate a failure in the current
activity, not an application-wide failure.

Critical - 5: Logs that describe an unrecoverable
application or system crash, or a catastrophic
failure that require immediate attention.

Pl Worker

AppSettings:LogFileFlus
hintervallnSeconds

Defines the interval, in seconds, at which the
application flushes log data to the file system

Pl Worker

AppSettings:LogMaxFile
SizelnBytes

10485760

Defines the maximum size of log files in bytes.
When a file reaches this size, a new log file is
automatically created.

Pl Worker

MSSQL:DataSource

Server_name

Defines the name of the SQL Server database
used to store data ingress configuration
settings.
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Pl Worker

MSSQL:Database

Database_name

Defines the name of the SQL Server instance
used to store data ingress settings.

Pl Worker

MSSQL:TrustServerCerti
ficate

true

Determines whether client applications should
trust the SSL certificate presented by the SQL
Server. When set to true (default), the client
bypasses certificate validation, allowing
encrypted connections without verifying the
certificate's authenticity.

Pl Worker

QuestDB:Server

Server_name

Defines the hostname or IP address of the
server where QuestDB is installed.

Pl Worker

QuestDB:Database

Database_name

Defines the name of the QuestDB database
used to store logs and audit records.

Pl Worker

QuestDB:PortinLine

9009

Defines the port number used for inline data
transmission to QuestDB.

Pl Worker

QuestDB:PortPGWire

8812

The port number used to connect to QuestDB
and transmit data.

Pl Worker

QuestDB:SsIMode

prefer

Determines whether a secure connection (SSL)
is used when connecting to QuestDB. Available
options:

Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.

Require: SSL is mandatory; if unavailable, the
connection will be rejected.

Pl Worker

QuestDB:User

User_name

Defines username for the account used to
connect to the QuestDB database.

Pl Worker

QuestDB:Password

Password
Encrypted

Defines the password for the account used to
connect to the QuestDB database.

Pl Worker

MSSQL:ConnectionTime
out

30

Defines the maximum time, in seconds, that a
server will attempt to connect to a Microsoft
SQL Server instance before timing out and
returning an error.

Pl Worker

MSSQL:CommandTimeo
ut

120

Defines the maximum time, in seconds, that a
SQL command is allowed to be executed before
being automatically terminated by the server.

Pl Worker

AppSettings:WorkerTim
eoutInSeconds

300

Defines the maximum duration (in seconds)
that a background worker is allowed to run
before being forcefully timed out or cancelled.
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Service Key Default Value Description
Pl Worker AppSettings:RealTimeln | 10 Defines the interval at which the data ingress
tervallnMinutes service creates chunks for processing real time
audit data (e.g., every “X” minutes)
Pl Worker AppSettings:RealTimeln | 10 Defines the interval at which the data ingress
tervallnMinutes service creates chunks for processing real time
audit data (e.g., every “X” minutes)
Pl Worker AppSettings:Temporary | File directory Defines the complete path where the
CopiedAuditFilesDirecto temporary audit file directory is stored.
ry
Pl Worker AppSettings:ParentReco | 500 Specifies the page size, the maximum count of
rdsPageSize parent record per page.
Pl Worker AppSettings:ParentReco | 10 Defines the maximum number of pages of
rdsPagesLimit parent records that can be retrieved, displayed,
or processed within the application at one time.
Pl Worker AppSettings:RecoveryCh | 21600 Defines the interval at which the data ingress
unkintervallnMinutes service creates chunks for processing recovery
audit data (e.g., every “X” minutes)
Pl Worker AppSettings:MaxParallel | 1 Defines the maximum number of workers that
RealtimeWorkers can concurrently validate audit data recovery
tasks for Realtime data
Pl Worker AppSettings:MaxParallel | 3 Defines the maximum number of workers that
RecoveryWorkers can concurrently validate audit data recovery
tasks for Recovery data
License LicenseKey License Key The license key provided by the vendor must be
Encrypted entered during the installation of the Web
Application. This key is required to activate and
authorize the application for use.

Once the above mandatory configurations are completed, the AVEVA PI Audit Reporter Pl Data Ingress Service
instance can run without issues. To set up a new interface representing a new AVEVA Pl Server for audit data
collection, the final step is to add a new record to the Auditinterfaces table. This record defines the connection
and configuration details required for the service to begin ingesting audit data from the specified AVEVA PI
Server.

The Auditinterfaces table is responsible for managing all audit interfaces integrated into the AVEVA Pl Audit
Reporter Application. For AVEVA PI Audit Reporter Pl Data Ingress, each record in this table represents an
AVEVA PI Server whose audit events are collected, processed, and stored in the QuestDB database. An audit
interface entry is typically created during the installation of the Windows service, but it can also be added
manually using an SQL INSERT script on the SQL Server.

Below is a detailed explanation of each column in the Auditinterfaces table:
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ID Unique identifier for the audit interface. Auto incremented; not required
to be added manually.

Type Identifies the interface type. Possible values: "PI" or "AF".

InterfaceMachine

Hostname of the server where the data ingress service is installed.
Default: "localhost".

TargetDatabase

Refers to the destination database where data is intended to be written
or stored during data ingestion. Not used for Pl interfaces. Must be
ignored.

TargetDatabaseGUID

Refers to a Globally Unique Identifier (GUID) associated with a target
database. Not used for Pl interfaces. Must be ignored.

DatabaseEnabled

Referring to a configuration setting indicates whether a database-related
feature is active or in use. Not used for Pl interfaces. Must be ignored.

StartMode Defines how data ingress operates for the interface. Default value is
“Realtime”. The following options are available:
Realtime: processes only real-time events starting from the moment of
configuration.
Recovery: process real time audit events starting from the moment of
configuration and recovers past events from the RecoveryDate
configured in column “RecoveryDate”.

RecoveryDate Start date for recovery mode processing.

RealtimeStartDate

Start date for real-time processing.

ProcessedRecoveryCount

Total number of records processed in recovery mode.

ProcessedRecoveryMaxDate

Latest date processed in recovery mode.

ProcessedRealtimeCount

Total number of records processed in real-time mode.

ProcessedRealtimeMaxDate

Latest date processed in real-time mode.

TotalRecords

Total number of records processed (real-time + recovery).

BackupFilesDirectory

Directory containing backup audit database files to be imported.

AuditDatFilesDirectory

Directory containing current audit database files on the AVEVA PI Server.
Default: "<PI Server installation drive>¥¥Program Files¥¥PI¥¥log".

ProcessArchiveAuditSubsystem

Flag indicating whether the archive subsystem database file should be
processed.

Yes (Checked) — The interface will process the archive subsystem
database file.

No (Unchecked) — The interface will skip processing the archive
subsystem database file.
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Column Description

ProcessSnapshotAuditSubsystem | Flag indicating whether the snapshot subsystem database file should be

processed.

ProcessBaseAuditSubsystem Flag indicates whether the base subsystem database file should be
processed.

CurrentDatFile This setting identifies the specific audit database file that is currently

being processed by the system. May change frequently if parallel
processing is enabled.

ExclusionFilterStatus Status of exclusion filters, updated manually via the web application’s
admin panel.

BackupFilesCopied Flag indicating whether backup files have already been copied to prevent
duplication.

Summary It indicates the status of data ingestion. Possible values: "OK" or "Error".

For detailed instructions on configuring the Pl interface, refer to Audit Interfaces view and Admin.

Once configuration is complete, the interfaces will appear as shown in the image below.

Type |F Target Machine 1] Interface Machine 1|
v PI PISERVER DEVD Configure
Target Database Realtime Count Realtime Max Date Recovery Date Recovery Count Recovery Max Date Total Records Current .dat File
Archive 0 20-Mar-2025 17:29:44 29-Dec-2024 19:00:00 44528 20-Mar-2025 17:29:44 44528
> Pl PISR24 DEVD Configure

Web Application

The Web Application serves as the user interface of the application, enabling users to view audit trail records,
generate reports, view logs, add users and add comments to records. The next step is to configure the
Cognizant® PI Audit Trail Data Ingress Settings table, which defines the general configuration parameters used
by the data ingress services within the Web application.

Web Application Configuration Settings

1.0

Service Key Default Value Description
WebApplicati | Host Server_name Defines the hostname of the server where the
on:LogsQDB data ingress service is installed.
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1.0

Service Key Default Value Description
WebApplicati | Database Database_name | Defines the name of the database used to store
on:LogsQDB data ingress configuration settings.
WebApplicati | PortPGWire 8812 Defines the port number used to connect to
on:LogsQDB web application and transmit data.
WebApplicati | SsiMode prefer Determines whether a secure connection (SSL)
on:LogsQDB is used when connecting to web application.
Available options:
Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.
Require: SSL is mandatory; if unavailable, the
connection will be rejected.
WebApplicati | User User_name Defines the username for the account used to
on:LogsQDB connect to the database.
WebApplicati | Password Password Defines the password for the account used to
on:LogsQDB Encrypted connect to the database.
WebApplicati | Host Server_name Defines the hostname of the server where the
on:AuditTrail data ingress service is installed.
QDB
WebApplicati | Database Database_name | Defines the name of the database used to store
on:AuditTrail data ingress configuration settings.
QDB
WebApplicati | PortPGWire 8812 Defines the port number used to connect to
on:AuditTrail web application and transmit data.
QDB
WebApplicati | SsiMode prefer Determines whether a secure connection (SSL)
on:AuditTrail is used when connecting to web application.
QDB Available options:
Prefer: SSL is preferred; if unavailable, the
connection will proceed without SSL.
Require: SSL is mandatory; if unavailable, the
connection will be rejected.
WebApplicati | User User_name Defines the username for the account used to
on:AuditTrail connect to the database.
QDB
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Service Key Default Value Description

WebApplicati | Password Password Defines the password for the account used to

on:AuditTrail Encrypted connect to the database.

QDB

WebApplicati | AppSettings:MaxAuditR | 10000000 Defines the maximum number of audit records

on ecordsPerCall that can be retrieved, processed, or returned
per single call.

License LicenseKey License Key The license key provided by the vendor must be

Encrypted entered during the installation of the Web

Application. This key is required to activate and
authorize the application for use.

WebApplicati | AppSettings:CryptoKey | No Default A text value used to encrypt and decrypt

on Value Provided | sensitive information like username, passwords
and connection strings in Data Ingress Settings
table. Please provide a 32 characters string text
composed by letters, and numbers if you want
to use your own key. If you enter or modify the
key, all service must be stopped and all
sensitive information must be set again to be
encrypted using the new key.

WebApplicati | AppSettings:CryptoPass | No Default A text value used in the encryption and

on word Value Provided | decryption process to secure data
communication between client and server.
Please provide a 32 characters string text
composed by letters, numbers, signals, and
special characters if you want to use your own
password.

WebApplicati | AppSettings:CryptoSalt | No Default A text value used in the encryption process to

on Value Provided | increase security and avoid predictable

patterns like duplicated encrypted values.
Please provide a 44 characters string text
composed by letters, numbers, signals, and
special characters if you want to use your own
salt.

Reporting Service

1.0

The Reporting Service is a background windows service responsible for generating reports on demand. It can be

run on the same server as the web application or on a separate web server.
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This service handles both the reprocessing of failed reports and the recovery of in-progress report generations in
the event of a failure. To maintain the health and consistency of the reporting service, a background routine
runs at regular intervals - every 15 seconds by default, or as specified in the settings. These timed routines are
responsible for reprocessing failed reports and processing requests that did not start properly. A routine
removes cancelled reports and expired reports after the request, based on the expiration time specified in
settings or 24 hours after the request, which is the default setting. These settings can be found under
ReportsServiceConfiguration table in the Generate Report section.

How to initialize the AVEVA Pl Audit Reporter application

When the Administrator user is installing and running the AVEVA PI Audit Reporter application for the first time,
they must define the Domain Settings and set up the AVEVA Pl Audit Reporter administrator account to log in to
the AVEVA Pl Audit Reporter Web application and create new users.

For detailed instructions, refer to AVEVA Pl Audit Reporter Web Application documentation.

The AVEVA Pl Audit Reporter version has been developed as per Architecture and some services must be started
in the following sequence.

1. AVEVA Pl Audit Reporter Web application — to start the user interface.
2. AVEVA Pl Audit Reporter AF Data Ingress - to start reading and ingesting data from sources.
3. AVEVA PI Audit Reporter Pl Data Ingress - to start reading and ingesting data from sources.

4. AVEVA PI Audit Reporter Reporting Service - to generate reports by using services.
Not following this order may cause start errors and require restarting the service.

To start AVEVA Pl Audit Reporter Services, open the “Services” application in Windows and navigate to the
AVEVA PI Audit Reporter services. In the screenshot below, the user sees all the services in the same server.

Select the Start option for each service, following the sequence mentioned above.

Services
File Action View Help
G| EH o= HE >80 ®p

<, Services (Local)

" Services (Local)

AVEVA Pl Audit Reporter - AF Data  Name Status Description Startup Type Log On As
Ingress Monitor

Start the service

Description:

Monitor canfigured AF Audit
Interfaces and perform Recovery and
Realtime data ingress

o AVEVA Pl Audit Reporter - AF Data Ingress Monitor t., Rlegitor configured AF Audit Interfaces and p...  Automatic Local System

Stop
Pause
Resume
Restart

Al Tasks >
Refresh
Properties

Help
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Sign In
The AVEVA Pl Audit Reporter authentication functionality is integrated with Windows Active
Directory using Windows Authentication. This ensures secure, centralized user management and seamless
access control aligned with enterprise IT policies. The AVEVA Pl Audit Reporter is compatible with Windows
Active Directory (AD) environments from Windows Server 2012 onwards.

Windows Authentication Integration Overview
In the screenshot below, when accessing the AVEVA PI Audit Reporter application for the first time, after a
period of inactivity (based on application pool idle timeout) or a server-side refresh of authentication settings,
users will be prompted to re-enter their credentials. This ensures secure access and alignment with enterprise
authentication policies. Password policies, account lockout, and multi-factor authentication (MFA) can be
enforced centrally through Active Directory.

Sign in

httpsi//t com

e :]

Password

D -

Note: Application pool idle timeout can be configured under application pool advanced settings as per step 8 of
IS installation procedure.

Security Implications

Listed below are some security implications for the Pl Audit Reporter application:
e If Active Directory is compromised or unavailable, authentication may fail unless.

e Misconfigurations during user creation can lead to vulnerabilities or authentication failures.
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Application upgrade for AVEVA Pl Audit Reporter

To upgrade the Pl Audit Reporter, the recommendation is to uninstall the previous version before installing the
new one. The existent version of AVEVA Pl Audit Reporter database can be used with the new application
version that will be installed. To perform this, some mandatory procedures are required as described in next
sections.

Create a backup of existing version

1.0

The backup of existing version of the application is essential to roll back the upgrade for any reason. Follow
these steps to perform this:

1. Open IIS Manager, go to the Start menu and type “inetmgr” in the search bar. Press Enter, and the Internet
Information Services (1IS) Manager window will open.

= | 2 Filters
Best match
it

.i Internet Information Services (IIS) Manager

Desktop app
Apps
+Internet Information Services (IIS) 6.0 Manager
)

3

yol inetmgﬁ

2. Expand the server’s name listed in the left-hand Connections panel, select the Application Pools item and
locate the AvevaPlAuditReporterAppPool.

3. Right-click in the located application pool and stop.
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€ Internet Information Services (IIS) Manager

¥ Application Pools

Lo

&) Sites

applications, and provide isolation ameng different applications.

Filter: - v Go - GShow All | Group by: No Grouping -
MName Status NET CLR V... Managed Pipel... Identity Applications
L} NETv20 Started  v2.0 Integrated ApplicationPoolld... 0
L2} NET v2.0 Classic Started  v2.0 Classic ApplicationPoolld... 0
L5} NET v45 Started w40 Integrated ApplicationPoolld... 0
L2} NET v4.5 Classic Started w40 Classic ApplicationPoolld... 0
(L AVEVAP Ay ditRenorterdnnPonl Starfed Mo Manan..ntegrated T i
|2} Classic .NET Apj Lo Add Application Pool... lassic ApplicationPoolld... 0
5} DefaultAppPaol Set Application Pool Defaults... htegrated ApplicationPoolld... 1
Start
B Stop
2 Recycle...
[=] Basic Settings...
Recycling...
Advanced Settings...
Rename
X Remove
View Applications
@ Help

Features View

Content View

— X
Q:_—; a7 » Application Pools @ = @-
File View Help
Q-2 8 Application Pools & Add Application Pool...
g gﬁﬂ?{tartl’age This page lets you view and manage the list of application pools on the server, Application pools are asseciated with worker processes, contain one or more Set Application Bo ol

»
B Stop
< R

yele..
Edit Application Pool
El Basic Settings...
Ri ling...
Advanced Settings...

Rename

Application Pool Tasks

XK Remove

<
Ready L=l
4. Expand the Sites list, locate the AvevaPlAuditReporter site and select Stop in right panel.
&% Internet Information Services (15) Manager — X
g, 1 V Sites » AVEVAPIAuditReporter » B @-
File Miew Help
Connections . Actions
Q-7 8 0 AVEVAPIAuditReporter Home i
57 I B Explere
: :_ﬂ_?tartl’age Filter: ~ % Go ~ GShow Al | Groupby: Area -E@- Edit Permissions...
V-8 s Edit Site
:.-[Z} Application Pools B —_
= = = indings...
v -8 Sites @ %3) E @‘ i w5 o, o
@ AVEVAPIAuditReporter ‘ L ) L] i 149] [ Basic Settings..
D) Default Web Site ASP Authentic. €6l Compression Defoult  Directory  EmorPages  Failed Handler HTTP
Document  Browsing Request Tra... Mappings Redirect
- Y = S F= ") T —
= v @ 8§ O oA e = Mange et
HTTP IP Address  ISAPI Filters Legging  MIME Types  Modules Qutput Request S5L Settings  WebDAV = Restart
Respon.. and Doma.. Caching Filtering Authori... P Start
Management & Stop
D Q Browse Website
2 Browse :80 (http)
Configurat... IISManager wee 443 (hittps)
Editor Permissions s LTS
Advanced Settings...
Configure
Failed Request Tracing...
Limits...
HSTS..
Deplay @
48 Export Application...
E[ Import Application...
@ Help
g . = Content view
Ready o

5. Once stopped, select the action Explore in right panel. It will show the Windows Explorer with all installation

files.
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L}
I M = | AVEVA Pl Audit Reporter - Web Application
Home Share View

1.0

e -

# Quick access
[ Desktop
¥ Downloads
|if| Documents
&=/ Pictures
- New Volum

System32

3 This PC

¥ Network

217 items

» ThisPC » NewVolume (F) » Program Files » AVEVA > AVEVA Pl Audit Reporter - Web Application »

~

Mame Date modified Type Size
af File folder
ar File folder
az File folder
bg File folder
bn-BD File folder

e (F:) s File folder
da File folder
de File folder
el File folder
es File folder
fa File folder
fi-Fl File folder
fr File folder
fr-BE File folder
he File folder
hr File folder
hu File folder
hy File folder
id File folder
is File folder
it File folder
ja File folder
ko File folder
ko-KR. File folder
ku ! File folder
Logs 1716, 11:21 AM  File folder
v ./ 14 PM  File folder
ms-MY 12/22/2025 614 PM  File folder

6. Copy these files to another directory (a different disk, if possible).

v O

- X
(2]

Search AVEVA PI Audit Report... @

7. Launch SQL Server Management Studio and connect to the appropriate SQL Server instance.

8. Inthe Object Explorer, expand the Databases node and select the database currently used by the
application.

9. Right-click in the selected database, Tasks, and select Backup.
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Object Explorer
Connect= ¥ *¥ (R

o gt (SQL Server
= Databases Detach...
System Databases

Database Snapshots Take Offline

W Bring Online

Datab Mew Database...

Encrypt Columns...
Tables New Query

Views Script Database as
Exter
Syno
Progr

Cuery) Back Up...
Servic

Tasks

Shrink

- Restore
Storag Policies

L

Securi Facets Mirror...

Launch Database Mirroring Monitar...
Start PowerShell

Ship Transaction Logs...

Generate Scripts...

Generate In-Memory OLTP Migration Checklists

Extract Data-tier Application...
Deploy Database to Microsoft Azure SOL Database...

Rename

Delete Export Data-tier Application...

Refresh Register as Data-tier Application...

Properties Upgrade Data-tier Application...

Delete Data-tier Application...

10. Click Add to select a backup destination.
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Seript - Hel
& General L St © Help
& Media Options

& Backup Options Source

Database:

Recovery model:
Backup type:
[] Copy-only backup

Backup component:

(@) Database
() Files and filegroups:

Destination

Back up to:

AAT_Corfiguration
FULL
Full

Disk:

Destinations on disk
T

¢ View connection properties @) File name:

a Select Backup Destination

Select the file or backup device for the backup destination. You can create
backup devices for frequently used files.

| Add... |

Remove

[irosoft SQL Server\MSSQL16.MSSQLSERVERWMSSQL\Backup'| [ ]

Ready

OK Canecel

11. Select the ellipsis ([...]) to inform the file name.
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W Locate Database Files - TQSDEVSQL2022 — O >
Select the file:
BP0 Intemet Explorer -~
- 80
-4 90
-1 Client SDK
M5AS16.MSSQLSERVER
== : MS53QL16.M5SQLSERVER
B4 MSSGL
=~ Backup
i e[ AAT_Corfiguration-20251020 bak
Binn
BN e v
Selected path: |C:\Program Files\Microsoft SQL Server\MSSQL1|
Files of type: Backup Files(” bak;"tm) e
File name: |AAT_BKP_20260116 |
Concel
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12. Click OK to confirm the database file name, then OK again to confirm the Backup settings and OK again to

create the Backup.

13. A message appears once SQL database backup is complete.

Microsoft SGL Server Management Studic

The backup of database 'AAT_Configuration’ completed successfully,

2 Copy message

14. Open the Windows Services Management Console.
a. Press Win + R, type services.msc, and press Enter.
15. Locate the service named: AVEVA Pl Audit Reporter - AF Data Ingress Monitor.

16. Right-click the service and select Stop from the context menu.
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4 Services

File Action View Help
e |FEGCHFE » a0

£ Services (Local)  |[" 2 Services (Local)

AVEVA Pl Audit Reporter - AF Data  Name Description  Status  Startup Type  Log On As
Ingress Monitor

Stop the service
Restart the service

Description:
Menitor configured AF Audit
Interfaces and perform Recovery and
Realtime data ingress

£+ AVEVA PI Audit Reporter - AF Data Monitor co...  Running  Automatic

Start
Stop
Pause
Resume

Restart

Al Tasks >
Refresh

Properties

Help

17. Right-click the same service entry in the Services Management Console.
18. Select Properties from the context menu.
19. In the General tab of the Properties window, locate the field labeled Path to executable.

20. This field displays the full file system path to the services executable file, indicating the directory where the
service is installed.

File Action View Help

e PO BEl > 8 np

<, Services (Local) . Services (Local)

AVEVA Pl Audit Reporter - AFData  Name Description  Status  Startup Type  Log On As
Ingress Monitor

Start the service

Description:
Moniter configured AF Audit
Interfaces and perform Recavery and
Realtime data ingress

AVEVA Pl Audit Reporter - AF Data Ingress Menitor Properties (Loca... X
General LogOn Recovery Dependencies
Service name:  Cognizant AuditTrail. Datalngress AF. Monitor.exe
Display name: AVEVA P| Audit Reporter - AF Data Ingress Monitor

Monitor configured AF Audt Intefaces and perform

Description
ot Recovery and Realtime data ingress

%k AVEVA PI Audit Reporter - AF Data Ingress Menitor

Path to executable:
“Ef\Program Files\AVEVA\AVEVA PI Audit Reporter - AF Data Ingress'\Mon

Startup type: Automatic >

Service status:  Stopped
Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here

Start parameters: ‘

Carcal

21. Using the Path to executable identified in the previous step, navigate to the corresponding directory in File
Explorer.

22. Locate the folder named: AVEVA PI Audit Reporter - AF Data Ingress
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23. Right-click the folder and select Copy.
24. Paste the copied folder in a different directory (a different disk, if possible).

25. Repeat the steps from step 14 to step 24 to create a backup for AVEVA Pl Audit Reporter — PI Data Ingress
and for AVEVA Pl Audit Reporter — Reporting Services.

Uninstalling existing version

To uninstall AVEVA PI Audit Reporter application, the user must follow the following steps:
1. Navigate to: Control panel > Programs > Programs and Features.

2. Then select the program ‘AVEVA PI Audit Reporter Web application’, right-click and then Select uninstall.

[E] Programs and Features - O X

<« ~“ “I* [ » Control Panel » Programs > Programs and Features v O Search Programs and Features @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
) Turn Windows features on or

off QOrganize ¥ Uninstall EEER S 9

Install a program from the ~
network MName Publisher Installed On  Size Wersion

& AVEVA PI Audit Reporter - Web Application

B /142025 83.1MB  1.0.0.777
Uninstall
Cognizant Product version:  1.0.0.777 Support link:  https://www.AVEVA.c... Comments: This installer contains the logic and data require...
Help link:  https://www.AVEVA.c... Size: 83.1MB

3. After selecting the uninstall option, the “User Access Control” screen will then be displayed. Select ‘Yes’
option to uninstall the application as shown below.

User Account Control b

Do you want to allow this app to make
changes to your device?

[T Uninstall or change an application

Verified publisher: Microsoft Windows

Show more details

Yes No
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4. Select ‘Yes’ in Windows Installer screen to Uninstall AVEVA Pl Audit Reporter Web application. AVEVA PI
Audit Reporter Web application will be removed from Control panel > Programs > Programs and Features.

Windows Installer

Are you sure you want to uninstall this product?

Yes No

5. Delete remaining folders and files from installation directory.

[ = | AvEVA
Home Share Wiew
&« v P » This PC » Mew Volume (F) » Program Files 3 AVEVA »
Mame Date modified Type Size
7 Quick access
AVEVA Pl Audit Reporter - Reporting Service File folder
I Desktop
AVEVA Pl Audit Reporter - Web Application File folder
‘ Downloads

| Documents
&=/ Pictures

- Mew Volume (F)

[ This PC

¥ MNetwork

AVEVA Pl Audit Reporter Site and AVEVA PI Audit Reporter application pool were deleted in the IIS Manager
by the uninstalling process.
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©5 Inteet Information Services (5] Manager - x
.(— a1 + Application Pools W h@-
File View Help
Connections QL " I . | Actions
-1 Application Pools =
& - Call ] 4 pp @ Adda
H :;El start Page This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or
| -I‘\ more applications, and provide iselation among different applications,
i} Application Pools
~ [&] Sites Filter: - Go - \gqShow All | Group by: No Grouping -
-
& Default Web Site Name Status  MNETCLRV.. Managed Pipel.. Identity Applications
Q‘NETVZ.D Started va.0 Integrated ApplicationPoolld.. 0
L2} NET v2.0 Classic Started V2.0 Classic ApplicationPoolld.. 0
[} NET v45 Started w40 Integrated ApplicationPoolld.. 0
5} NET v4.5 Classic Started w40 Classic ApplicationPoolld.. 0
2} Classic .NET AppPoal Started V2.0 Classic ApplicationPoolld.. 0
2} DefaultAppPool Started w40 Integrated ApplicationPoolld... 1
< > Content View
Ready Gﬁ

7. Repeat steps from step 1 to step 5 to uninstall of AVEVA Pl Audit Reporter AF Data Ingress, AVEVA Pl Audit
Reporter Pl Data Ingress and AVEVA PI Audit Reporter Reporting service.

Installing existing version

After the completion of the steps above, run the new AVEVA PI Audit Reporter services with admin privileges as
the user needs write-permission to the file system. Refer to Prerequisites for installation requirements followed
by the Installation procedure. Do not start any AVEVA Pl Audit Reporter services.

Check the database version compatibility running this SQL Query in the server:

SELECT compatibility level from sys.databases where name = ‘Database name’;

If the result is lower than 130, run the following command. If not, there is no need to update the compatibility
level because it is correct.

ALTER DATABASE (Database name) SET COMPATIBILITY LEVEL = 130;

Note: For more details about the SQL Server compatibility level, please refer to Microsoft portal

Execute the following steps to complete the AVEVA PI Audit Reporter upgrade:
— Start AVEVA PI Audit Reporter AF Data Ingress service.

Start AVEVA Pl Audit Reporter Pl Data Ingress service.

Start AVEVA Pl Audit Reporter Reporting service.

Start the AVEVA Pl Audit Reporter Application Pool in IIS Manager.
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Open the web browser and navigate to the AVEVA Pl Audit Reporter website. Check that the user can login with

Audit trail record data structure

1.0

credentials.

The Normalized Audit trail record will have the following structure in QuestDB table:

Field Type Description

Uid Uniqueidentifier Unique ID for the record in database

Server String Server where the data is to be retrieved

Source String Pl or AF

Date Datetime Date and time of audit trail record

Action String Change type, New, Modified, Excluded

Category String Object changed

Database String Database

Id String Unique Id of the object

Name String Name of the item changed

User String User that made change

UserlD String User ID that made change

Path String Root path of item changed

Details Array of Detail JSON with the nested child items related to the data
item modifications that contains the audit trail record

Reviews String Reviews made by users through web application

Reason String Reason inserted by user for that audit event

ChangeNo String Number of changes made

UserComment String Comments added by user for that audit event

TargetDatabaseGuid

Uniqueidentifier

Unique identifier of source database for the audit event

Excluded Boolean Marks if audit trail record is shown or not in the web
application and reports based on Exclusion Filters

Hash String Hash of audit trail record

ChunkExecutionGUID | String Unique identifier of chunk that generated the record in
QuestDB table

Deleted Boolean Marks if the record was deleted

itemDescription String The list of items descriptions concatenated with
“\u001f”

itemName String The list of items names concatenated with “\u001f”
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Field Type Description

itemld String The list of items ids concatenated with “\u001f”
itemProperty String The list of items properties concatenated with “\u001f”
itemOldValue String The list of items old values concatenated with “\u001f”
itemOldType String The list of items old types concatenated with “\u001f”
itemNewValue String The list of items new values concatenated with “\u001f”
itemNewType String The list of items new types concatenated with “\u001f”

Mapping to PI/AF Audit trail records

Pl and AF audit trail records will be displayed using the below mapping in the frontend application.

Proposed Description Pl Audit field AF Audit field

Server PI/AF Server Name N/A N/A

Source Pl or AF —source of where this | N/A N/A
data comes from

Date Date and Time of the Action Action Time Date

Action Action executed Audit Action Action

Category Category of the record Category Type

Database Pl or AF Database Pl Database Database

ID Pl or AF record ID DB RecordID ID

Name Pl or AF record name DB RecordName Name

Path Path to the record Pl Database \ DB RecordName Path

User User who performed the Pl Username User
action

UserIlD User ID who performed the Pl User ID N/A
action

Details Contains the audit trail record | Changes Details
child items for modifications

1.0
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Roles & Responsibilities

1.0

The table below outlines the configuration of roles and responsibilities for the AVEVA PI Audit Reporter
application. These configurations are established during the initial deployment phase and are maintained

throughout the system’s lifecycle.

Functionality Administrator Reviewer Viewer
Administration

Allow Access Yes No No
Allow Access Domain Groups Yes No No
Allow Manage Domain Groups Yes No No
Allow Access Users Yes No No
Allow Manage Users Yes No No
Allow Access Roles Yes No No
Allow Manage Roles Yes No No
Allow Manage Report Settings Yes No No
Audit Trails

Allow Access Yes Yes Yes
Allow Generate Reports Yes Yes Yes
Allow Comments Yes Yes Yes
Allow Read Comments Yes Yes No
Reports

Allow Access Yes Yes Yes

©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.

Page 138



AV=VA

CHAPTER 6

AVEVA™ Pl Audit Reporter application

AVEVA Pl Audit Reporter application has four main options in menu that are dynamically displayed based on the
logged-in user’s access permissions. If a user does not have the necessary privileges (see in Roles &
Responsibilities section) to view a specific resource, the corresponding menu item will not be visible.
Additionally, if the user attempts to access a restricted resource directly via URL, an “Authorization required”
message will be presented.

The menu section includes the following options: Audit Trails, Reports, Reports Queue and Admin. All of them
will be better described in the subsequent sections.

Audit trails

The Audit trails section provides instant and summarized information of Pl and AF audit trail information from
the AVEVA Pl system. To access this section, users must select the Audit Trails tab to be directed to the <AVEVA
Pl AUDIT REPORTER SERVER NAME /audit-trails> Audit Trails Page.

Audit trails search

On the Audit trail page, users can utilize the available filters to search for audit records based on a specific
criteria. The following are the default filters available to the user to refine and customize the audit trail records:

e Start Date: Defines the beginning of the reporting period.

e End Date: Defines the end of the reporting period.

e Server: Filters records by the Pl or AF server name.

e Source: Defines the origin of the data. (Pl or AF).

o Database: Filters by the associated Pl or AF database.

e Name: Searches for specific tag names or element names.

These optional filters can be used as needed to further refine results:

e Path: Filters by the full hierarchy path like Starts with, ends with, Contains, Not Contains, Equals and Not
Equals.

e Category: Filters by assigned category or classification.
e Action: Filters by the type of action. (e.g., Edit, Add, Remove).

e User: Filters by the user who performed the action.
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e |tem: Filters by the specific item or object affected.

e Old Value: Filters based on the previous value before the change.

e New Value: Filters based on the updated value after the change.

e Change #: Filters by the unique change identifier.

e Comment: Filters by user-entered comments.

e Include Server Level: Option to include or exclude server-level changes in the results.

The results of the Audit trail records will include the fields below:

Pa V| 28 tems selectea X v Edt A Remove
V]| cranger V| | comment
Select Datel” serverl] Sourcell Database'l
e

Copyright © AVEVA. All ights reserved.

e Date

e Server

e Source

e Database

e (Category

e Path

e Name

e Action

e User

e #Comments

Source:

User

Include Server Level

)

Category!l

Patnil

Database:
X v || 115items selected

tem:

@

0 Ausit Records

Nametl Actiontl

0 Audit Records

Refer to the screenshot below to verify Audit Trails Search results View

1.0

Name:

old value:

[v) [ ouvaue

+ Expand Al — Collapse A

userTl #Comments

Expand Al — Collapse Al

©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.

Y

d

Version 1.0

Page 140



— Colapse Filters

”"""‘ Start Date: End Date Server Source. Database
Reports Queue 24-Jun-2025 10:09 x 29-Jun-2025 11:09 X T 4 X v PI,AF X v 115 items selected ‘
Pain Category Action User ttem
Admin A Pan V| 28items selected X v | | Edt Add, Remove x v | | user V| rem v
AuditInerfaces New Value Change # Comment Include Server Level
NewVae 7] | crangen V) | commen 7] |
Pemissions
Reporting
— 12 3 4 5 5 o» 10 v 248 Aucit Records Expand All — Collapse Al
5 internal Audit Logs se Datel” servertl sourcel Databasef! CategoryT! patntl Nametl Action! Userl #Comments. 9
> 26-4un2025 121317 T P Pl Pl Trustre Remove T 3 0
> 26.4un2025 12:13:15 T Pl Pl Pl TrustTe Add T 3 0
> 26-4un2025 121313 T ] Pit Pl PlBatct Adg i 5 0
> 26.4un2025 121313 © Pl Pit Pl PiBatct Eat T 3 0
> 26-4un2025 12:13:13 T ] PIt Pl PiBatct Eat T( 5 0
> 264u12025 121313 © Pl Pit Pl PlBatc: Eat 7 3 0
> 26-4un2025 12:13:13 T P P Pl TostTe Remove T 3 0
> 26-4un2025 121313 T P ste Pl Dataing x Adg s 3 0
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With the applied filters, users can generate audit trail records that display all relevant fields, as shown above.
This allows for a comprehensive and customized view of the audit data, tailored to the selected criteria.

Expand All options

1.0

On the Audit trails page, the user can add all filter option and with “Expand all” option. These options allow
users to view the complete list of audit trail records in a detailed and fully expanded format.

S 85

— Colapse Fitters

=

¥) | conmen V)

| I

422513 Audlt Records  ExpandAll  — Collapse Al
S . . o
2l Datel” Serverll sourcel Database!l CategoryT! patnl Namel Actionf! Userl! #Comments D
v 04402025 135328 TOSDEVPISR24 Pl PlArchive PiTimeSeriesDB \TQSDEVPISR24testing testing Eat TOSINTEGRATION\Adm_HS 0
tom Before Data After Data Before Type After Type
04-3u12025 11:4237
Value - 7 x
v 04402025 135307 TOSDEVPISR24 l PiPoints PiConfgurationDB testing et TQSINTEGRATION\AAm_HS 0
tom Before Data After Data Before Type After Type
changedate 202507-04T135303+00:00 202507-04T135307+00:00
deseriptor IO @
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After expanding the details for all audit trail records, user can select the “Collapse All” option to hide all details.
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Audit Trails

Reporis

Reports Queue

Admin A

Audit Interfaces

Permissions

Reporting

Logs

R4

Internal Audt Logs

— Colapse Filters
Start Date: End Date:

24-Jun2025 10:09 X 299un-2025 11:09
Path Category.

Path V| 2sitems selected

New Value: Change #

New Value V| change#

12 3 4 5 > » 10 v

i= Select All Datel”

> 26-Jun-2026 12:13:17
> 26-0un-2025 121315
> 26-Jun-2026 12:13:13
> 26-0un-2025 12:13:13
> 26-Jun-2025 12:13:13
> 26-un-2026 12:13:13
> 26-Jun-2026 12:13:13
> 26-Jun-2026 12:13:13
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Generate report

1.0

serverf!

Server: Source.

x| w v PLAF
Action User

X v | | Edt Add, Remove x v | | user

Comment Include Server Level

[7)  comen V)

Databasel | CategoryTl Path'l
P Pl
P Pl
P Pl
P Pl
Pt Pl
Pt Pl
Pr Pl
st Pl

Nametl

TrustTe

TrustTe

PiBact

PlBatct

PlBac

PiBatct

TrustTe

Dataing

X v

Database:

115 tems selected

tem:

[¥]) ten

248 Audt Records

Action!

Remove

Name:
X v | | Name

01d Value:

[7) osae

+ Expand Al — Collapse All

Userl

Users can export audit trail reports in PDF and CSV formats using the following steps:

©
=

#Comments ]

Version 1

1. When the Generate Report option is selected, a confirmation popup window is displayed, prompting the
user to confirm the report generation.

-
( '?\\
)

Confirm reporting with 248

records

/ou want to proceed with this reporting that will
generate a PDF file with around 0.50 Mb / CSV file with
around 0.32 Mb?

options: “Order by” and “Direction” dropdown options.

©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.

After selecting confirm in the Generate Report popup window, the user is prompted to select sorting
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Generate Report b
Order By: Diirection:
Diate oo Desc oW

& oo

3. Under the “Order by” dropdown, review the options such as Source, Type, Date, Database, Action, Category,
Name and User.

4. Select options from the dropdown to generate reports based on the selected filter.

5. Onthe Generate Report popup, select the “Direction” options and generate reports in either Asc
(Ascending) or Desc (Descending) order.

6. Once a PDF or CSV report format is selected, the file is queued in the Reports Queue section. Monitor its
status and download the report once it is ready.

Generate Report

Order By Direction

ou x v | [

Ase

To ensure system stability and prevent interruptions or exceptions during report processing, the application
enforces a maximum limit on the number of audit trail records that can be included in a report.

This limit is defined by a configurable parameter in the database of ReportsServiceConfiguration table:

Configuration key Default value | Definition

MaxAuditRecordsltemsAllowed | 2,000,000 Specifies the maximum number of audit record items
(two million that can be stored or processed. This helps control
records) memory usage and performance in systems that track

user or system activity.

ReportsExpirationTimelnHours | 24 Determines how long generated reports remain
available before they expire or are deleted. A value of
24 means reports is retained for 24 hours.
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Configuration key Default value | Definition

CheckReportsintervallnSeconds | 15 Sets the frequency (in seconds) at which the system
checks for new or updated reports. A value of 15
means the system checks every 15 seconds.

LicenseKey License Key The license key provided by the vendor must be
Encrypted entered during the installation of the Web Application.
This key is required to activate and authorize the
application for use.

If the number of audit trail records matching the selected filters exceeds this threshold, the system displays
a warning message to the user and prevent the report generation request from proceeding. This safeguard helps
maintain optimal performance and avoids overloading the reporting service.

Too many records returned for

report generation

The number of audit events (2280281
‘maximum allowed (2000000). Please ref

5 exceeds the
fine your fiters!

Add comments

Users can add comments on the audit trail records. The Pl Audit Reporter allows users to add comments to a
specific audit record or to add comments to a group of audit records.

Add comments to a specific audit record
To add comments to a specific audit record, users must follow the steps below:

1. Choose a single audit trail record from list and then select the “Comment” option.

V) | crangen V]| o
[EEEE]) vicosrims P Camon cton. s . O Ve New Vo harge Commni s Sener v~ =
: : 120505 Aust Recorss + ExpandAll — Collapse Al =

oatel” Serverll Sowcell  Databasell Categonlh Panll Namell Actionll  Userll # Comments )
22025 123250 TQSDEVPISERVER. ” oon Arvenams EventTenpisteTes, Sub 2025.06.27 123545000 aca T AUTHORITYNETWORK SERVICE ' (o]

B
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2. When selecting the “Comment” option after choosing single audit trail record, the “Add Comment” popup
window is displayed.

3. Pop-up window displays “Change #” and “Comment” fields to add in a remark or relevant notes. Select
“Save” to attach the comment to the selected audit trail record.

Add Comment

Change # 1234

C nt:
emme Test Comment

4. View all saved comments on audit trail records by using the comment history option.

A

Comment History =
Datel” Change # Comment!} UserT]
20-Jun-2025 12:08:26 1234 Test Comment Ady
0-Jun-2025 11:42:07 test test At

Add comments to multiple audit records

To add comments to multiple audit records simultaneously, users must follow the steps below:

1. Select multiple audit trail records from list and then select the “Comment” option.

Note: Mark “Select All”/ “Unselect All” option to select/unselect all the search results.

2. The “Add Comment” popup window appears and it shows the Change # associated with the audit trail
records.

3. Add a comment by providing the comment details and selecting “Save” to attach the comment to the
selected audit trail records.
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CHAPTER 7

Copyright © AVEVA. All ighis reserved.

Reports

The Reports section allows users to generate reports about the audit trail records based on selected criteria. To
access this section, users must select the Reports tab to be directed to the <AVEVA Pl AUDIT REPORTER SERVER
NAME /reports> Reports Page.

Reports Generation

1.0

On the Reports page, users can utilize the available filters to generate the reports based on a specific criteria.
The following are the default filters available to the user to refine and customize the report:

Start Date: Defines the beginning of the reporting period.
End Date: Defines the end of the reporting period.
Server: Filters records by the Pl or AF server name.
Source: Defines the origin of the data (Pl or AF).
Database: Filters by the associated Pl or AF database.

Name: Searches for specific tag names or element names.

These optional filters can be used as needed to further refine results:

Path: Filters by the full hierarchy path like Starts with, ends with, Contains, Not Contains, Equals and Not
Equals.

Category: Filters by assigned category or classification.
Action: Filters by the type of action. (e.g., Edit, Add, Remove).

User: Filters by the user who performed the action.
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e |tem: Filters by the specific item or object affected.

e Old Value: Filters based on the previous value before the change.

e New Value: Filters based on the updated value after the change.

e Change #: Filters by the unique change identifier.

e Comment: Filters by user-entered comments.

e Include Server Level: Option to include or exclude server-level changes in the results.

Users can use the above filters to generate reports as per their requirements.

AVEVA

[

Reports

ollapse Fiters
Star Date: End Date: Server Source: Database: Name:

ozur2025 1728 x| | o2uwonzs 1028 x| | T ax v e X v | | o6tems seected x v | | Name v
Adtionl Fiters: | Fiter Opions .

Order By Direction

Date X v A X v

@ Generate PF [l 4, Generate CSV/

Copyright © AVEVA. Al righis reserved.

To generate a report, the following steps are required:
Review the default filters that are automatically applied.
Add any extra filters if needed by selecting Additional Filters and choosing the options to apply.
Select the Order By field. Default value is by Date.

1

2

3

4. Select the Direction field. Default value is Asc (ascending).

5. Select Generate PDF (if a PDF file is required) or Generate CSV (if a CSV file is required).
6

A confirmation popup window is displayed, prompting the user to confirm the report generation which asks

for user confirmation of the file size and then confirm the request.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Confirm reporting with 2185
records

Do you want to proceed with this reporting that will

generate a POF file with around 45.03 Mb / CSV file with

around 30.30 Mb?

el ==

7. Select Confirm to proceed.

8. The request is sent to the Reports Queue section.

Note: For this feature, the same behavior as Audit trails page will occur, refer to Audit trails - Generate Report.

Reports Queue
The Reports Queue section displays all report generation requests - whether initiated from the Reports or Audit
Trail section. This includes both PDF and CSV file formats. To access this section, users must select the Reports
gueue tab to be directed to the <AVEVA Pl AUDIT REPORTER SERVER NAME/reports queue> Reports Queue
Page. Report Queue display includes the following:

Date: The timestamp when the report request was submitted. (This column can be sorted in ascending or
descending order).

Progress: Shows the percentage of records processed. (Provides a visual indicator of report generation
progress).

Status: Indicates the current state of the report (e.g., Queued, In Progress, Completed, Failed).
Total Records: The total number of audit trail records included in the report.
Total Items processed: The number of records processed.

Actions: Cancel a report request that is currently being processed or select to download a file after
completion.

This section helps users monitor the status of their report requests and manage them efficiently.

1.0
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@-Juk2025 09:41:15
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Progress

StatusT}

Completed

Total Records'!

306

Total ftems ProcessedT}

16312

AV=VA

Jo

Action

Download Fie

After completion, the user can select the Download file to view the file on their local system.

AVEVA Pl Audit Reporter - Report

Date Server Source Database Action Category Name
01-Jul-2025 10:40:59 T AF AF Audit trail testing Add AFEventFrame Analysis4 2025-07-01 09:40:54.000
Details: Comments:
Id Name Property Description Old Value New Value Date Change # Username
19331024 Analysisd 2025-07-01 | rid 19331024 01-Jul-2025 1 Adm_nj
09:40:54.000 11:10:38
19331024 Analysis4 2025-07-01 | id 7C2FB157-565F-11F0- TestNJ
09:40:54.000 83DA-6045BDDDDDE
[
19331024 Analysisd 2025-07-01 | fkdatabaseid -2
09:40:54.000
19331024 Analysis4 2025-07-01 | name Analysis4 2025-07-01
09-40:54.000 09:40:54.000
19331024 Analysis4 2025-07-01 | description Description Changed
09:40:54.000
19331024 Analysis4 2025-07-01 | fktemplateid 1
09:40:54.000
19331024 Analysisd 2025-07-01 | parentid NULL
09:40:54.000
19331024 Analysis4 2025-07-01 | fkparentreferencetypei MNULL
09:40:54.000 d
19331024 Analysis4 2025-07-01 | parentid2 MNULL
09-40-54.000
19331024 Analysis4 2025-07-01 | fkparentZreferencetype MNULL
09:40:54.000 id
19331024 Analysisd 2025-07-01 | isroot 1
09:40:54.000
19331024 Analysis4 2025-07-01 | fkdefaultattributeid MNULL
09:40:54.000
19331024 Analysis4 2025-07-01 | starttime Jul 12025 9:40AM
09-40:54.000
19331024 Analysis4 2025-07-01 | endtime Jul 12025 9:40AM
09-40-54.000
19331024 Analysisd 2025-07-01 | changedby NT SERVICE'PlAnalysis
09:40:54.000 Manager

Generated By: A

User Signature.: b0c8eB53-3b6f-4456-8620-3d527

Ge  Dme
e5eba502 0210772025 18:33 TQSDEVP AF
C7e03618 0210772025 16:32 TQSDEVP AF

ceben24t 0210772025 18:28 TQSDEVP AF

Souce D

oy et Name Acion

Recordlos Ecit

531d7ch Atz 02-Jul-2025 10:41:35

Comment Comment Comment Comment AF_id_ AF_Name AF_Prope: AF_De:
24290

Page 2 of 1058

4F_IdV AF NV PL_tem  P|_Bsfore PI_ARerDs PI_Before F_AftarTy P Acton PL_Audi P Cateea P
m .

Generated Date: 02-Jul-2025 10:41:35

1_Pilsar PLPlse PI_Record F_Record PLitem2 P Beforel PLAftrDs P1_Bafors Pl_AfeTy
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Admin

The Admin tab includes the following five key options: Audit Interfaces, Permissions, Reporting, Logs and
Internal Audit Logs. Selecting the Admin tab to expand the options on <AVEVA PI AUDIT REPORTER SERVER

NAME/admin>, the options are:

e Permissions <AVEVA Pl AUDIT REPORTER SERVER NAME/admin/permissions>
e Reporting <AVEVA Pl AUDIT REPORTER SERVER NAME/admin/reporting>
e Logs <AVEVA PI AUDIT REPORTER SERVER NAME/admin/logs>

Audit Interfaces open <AVEVA PI AUDIT REPORTER SERVER NAME/admin/list-interfaces>

e Internal Audit Logs <AVEVA Pl AUDIT REPORTER SERVER NAME/admin/internal-audit-logs>

Audit Interfaces

1.0

The Audit Interfaces section enables users to manage and configure the ingestion of audit trail records from
AVEVA Pl and AF system. This lists the currently configured Audit Interfaces. This section also includes filtering

options, enabling users to apply the following filters:
e Type: AF or Pl
e Target Machine: Pl or AF server name

e Interface Machine: Name of the server hosting the data ingestion service.

Augdit Trails

Type Target Machine: Interface Machine:
PI, AF X v Target Machine Interface Machine
1 5 v Add AF... + Expand All
Admin ~
Typell Target Machinel= Interface Machine Tl
Audit Interfaces
e —— > PI piserver 2019

Permissions

> AF SERVER 2019
Reporting

> AF SR24 2019

Logs

Internal Audit Logs 1 5w Add AF... -+ Expand All

— Collapse All 3 Audit Interfaces

Configure

— Collapse All 3 Audit Interfaces

All configured audit interfaces are displayed in a structured table view within the Audit Interfaces section and it
enables users to easily monitor and manage all audit data ingestion points from a single view. The following

table provides a clear overview of each interface configuration and status.

Column Description

Type AF or PI.

Target Machine The machine to ingest audit trail records from.

Interface Machine The interface machine where the data ingress components are
installed.

Configure Button to access configuration view.

©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Further details can be shown by using the expansion icon on each row or using the “+ Expand All” option.

Audit Trails
Type

Target Machine:

Interface Machine:

Pl AF X v Target Machine Interface Machine
5w Add AF... + Expand Al — Collapse All 3 Audit Interfaces
Typefl Target Machinels Interface Machinell
Audit Interfaces
~ Pl piserver 2019
Permissions.
Target Realtime . Recovery Total Current .dat
Reporting Database Count Realtime Max Date Recovery Date Count Recovery Max Date Records File
Logs Archive 14837 13:3“0'5“25 83';3"0';025 327206 Sg-égng-gnze 342042
Internal Audit Logs
> AF PISERVER 2019
> AF PISR24 2019
Audit Trails
~ AF PISR24 2019

!

Audit Interfaces 2
3
Permissions.
AA 00
Reportin
e AA 01
Logs AA 02
AA_TEMP

Internal Audit Logs

Target Database

Server Level

AF Audit trail testing

Realtime Count Realtime Max Date

175 15-Jan-2026 01:20:00

Recovery Date

01-Jan-2025 00:00:00

Recovery Count

3496651

Recovery Max Date

13-Mar-2025 00:30:00

Total Records

3496826

In addition to the features already mentioned, this is the list of other features available in the Admin, Audit
interfaces section that will be better described in subsequent sub sections:

e Add a new AF Audit Interface for an existing interface machine.

e Enable or disable AF databases for real time and recovery data ingestion.

e Define the default behavior for future AF databases that are not mapped or created yet.

e Check details for data ingestion (chunk executions).

e Manage exclusion filters for data ingestion.

e Check details about Pl Server .dat files processing.

© 2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Add AF Server

This feature enables users to create a new Audit Interface to process the audit trail records from a new AF
Server in an existing interface machine (server running the data ingestion service). The following steps are
required to enable:

1. Access the Admin, Audit Interfaces section and select the “Add AF...” button.

2. A popup window shows 2 options, Target Machine (AF Server) and Interface machine.

Add AF Server X

Target Machine: Target Mac._. v

Interface Machine:
Interface M__. Y

3. Select the AF Server name (Target Machine) and the interface machine that will handle the data ingestion
process.

4. Select Save.

5. Added AF server details will appear in Audit Interface view in the screenshot below.

Audit Trails
Type: Target Machine: Interface Machine
PI, AF X v Target Machine Interface Machine
Reports Queue
1 5 v Add AF... + Expand Al — Collapse All 3 Audit Interfaces

TypeTl Target Machinels Interface Machinel}

Audit Interfaces

> Pl piserver 2019
Permissions

> AF PISERVER 2019
Reporting
Logs > AF PISR24 2018
Internal Audit Logs > AF NEW_AF 26 2019

1 5 v Add AF... + Expand Al — Collapse All 3 Audit Interfaces

Configure Audit Interface

1.0

The Configure Audit Interface dialog is used to set up and manage audit interfaces for both Pl and AF data
sources.

Alongside the Audit Interfaces view, users are presented with key summary information that offers a quick
overview of the current configuration and system status.
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Field

Description

Type

AF server or Pl server.

Target Machine

The machine name of the AF or Pl server.

Interface Machine

The machine name where the data ingress components are installed.

Configure Audit Interface for AF

1.0

In the AF Audit Interfaces Configure screen, a list of available databases is displayed, allowing users to manage

audit data ingestion settings.

Column

Description

Enabled

Enable or disable AF database for ingestion.

Target Database

Name of the AF database.

Mode

Realtime (from current date) or Recovery (from a date in the past
and new audit trail records).

Realtime Start Date

The date the real time ingestion was started.

Recovery Date

The date from which recovery should begin from.

Realtime Count

The count of audit trail records ingested via real-time.

Realtime Max Date

The date of the most recent audit data record ingested via real
time.

Recovery Count

The count of audit trail records is ingested via recovery.

Recovery Max Date

The date of the most recent audit data record ingested via
recovery.

Total Records

The total number of audit trail records ingested.

Integrity Check Status The status of the integrity checks. Detailed integrity check
information can be displayed by selecting the Details button — see
data Integrity section.

Details All information about the ingested database.

Excl. Filters Exclusion filters can be viewed by selecting this button — see

Exclusion Filters section.

Recovery Date Reaitime Count
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1.0

Enable AF Database Audit Data Ingestion

For AF Audit Interfaces, users can enable or disable the processing of AF Databases. It means there is the option
to turn off the data ingestion and the option to turn on the data ingestion informing the start mode as real time
or as recovery, that will be better described in subsequent sections.

To enable a single database, the following steps are required:

1. Locate the desired database in the table. In the “Enabled” column of the corresponding row, select the
checkbox to activate ingestion.

2. A popup window shows an option to inform the start mode for that database.
3. There are two modes of operation: Real time and Recovery.

a. Realtime
When a database is enabled for audit data ingestion in real-time mode, only new audit trail data generated after
the time of activation will be considered. Historical audit trail records created before the database was enabled
for audit data ingestion in real-time mode, are not included. This ensures that only current and forward-moving
changes are tracked in real-time.

Update Audit Interface Config X

Mode: Realtime X owv ‘

b. Recovery mode
When a database is enabled for audit data ingestion in recovery mode, the historical audit trail data generated
after the recovery date informed will be considered. This mode is useful for backfilling audit trail records from a
specific point in the past, while continuing to capture new changes in real time.

Update Audit Interface Config X
Mode: Recovery X oW |
Recovery Date: Recovery Date x

4. Select Save to confirm the new AF database data ingestion.

Automatically Process future AF DBs
In addition to enable a single AF database for data ingestion, there is the feature "Automatically Process future

AF DBs". When this option is selected, all current databases on the AF Server are enabled for processing by the
ingestion services. Additionally, any new databases created in the future will be automatically included.
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If the "Automatically Process future AF DBs" option is not selected, newly created databases will not be
automatically enabled for processing — they must be enabled manually according to previous section Enabling

AF Database Audit Data Ingestion.

Existing databases that are already enabled remain unaffected unless the user disables them individually.

Type Target Machine Interface Machine Automatically Process future AF DE's
AF TO! TQ O

Target Databases:

Enabled Target Database. Mode Realtime Start Date Recovery Date Realtime Count Realtime Max Date Recovery Count Recovery Max Date Total Records Integrity Check Status

Servar Lave —

e a
8

L I ]
g

Disable AF Database Audit Data ingestion

Q

To disable an AF database from audit data ingestion, uncheck the enabled column in the relevant row.

Type: Target Machine: Interface Machine:

AF PISERVER 2019

Target Databases:

Realtime Start

Enabled Target Database Mode Date

Server Level

AA_DatabaseTemp Realtime 17-Jan-2026 13:05

Modify AF Database Audit Data ingestion

Recovery Date

Automatically Process future AF DB's:

Realtime

Count Realtime Max D

17-Jan-2026 13:12

To modify a database ingestion configuration, select the pencil icon next to the mode on the relevant row. The
user can select mode whether recovery or real time mode according to step 3 in section Enabling AF Database

Audit Data Ingestion.

Type: Target Machine: Interface Machine:
AF 2ISERVER 2019

Target Databases:

Realtime Start

Enabled Target Database Mode Date

Server Level

AA_DatabaseTemp Realtime £ 17-Jan-2026 13:05

Configure Audit Interface for PI
The following additional fields are shown at the top of the view:
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Count Realtime Max [

Recovery Date

17-Jan-2026 13:12
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Field Description

Mode Realtime or Recovery.

Recovery Date If Recovery mode is selected, the Recovery Date is displayed.
Realtime Start Date The date at which Realtime recovery was started.

Integrity Check Status The status of the integrity checks. Detailed integrity check information
can be displayed by selecting the Details button — see Data Integrity
section.

Excl. Filters Exclusion filters can be viewed by selecting this button — see Exclusion
Filters section.

The dat files for each AVEVA Pl subsystem (Base, Snapshot, Archive) currently configured with Audit Data ingress
are shown below and users can select the corresponding subsystem names to check the details about each dat
file processing.

Column Description
Local Path The local path (on target server) of the dat file.
Record Count The record counts in the dat file.
Last Rec No The last record number in the dat file.
Maximum Rec No The maximum record number in the dat file.
Last Modified Date dat file was last modified.
Backup Time Date dat file was backed up.
Realtime Max Date The date of the most recent audit data record ingested via real time.
Realtime Count The total number of audit data records ingested via real-time.
Recovery Max Date The date of the most recent audit data record ingested via recovery.
Recovery Count The total number of audit data records ingested via recovery.
Status The data integrity status.

X Close
o B i i B

Dat Files:

Base  Snapshot  Archive

Last

Local Path Record .o Maximum ) . Modified Backup Time Realtime Max Date
Count  N°¢  RecNo

Realtime
t Cou

Recovery
Recovery Max Date (oo Status

F:\Program Files\Cognizant!AVEVA Pl Audit Reporter - P| Data
Ingress\TemplAudit\1 044\ \pibasessAudit dat22_Jan_25_21_21_10_39771

23839 0 25152 22Jan202521:2110  22.Jan-2026 00:40:02  24-Jun-202513:3554 0 01-Jan-2024 00:00:00 28 oK.

F:\Program Files\Cognizant!AVEVA PI Audit Reporter - P| Data

0 5t -Jun-2025 5 _Jun-2025 - Jun-; _Jun-2025 13:25:54 510
Ingress\TemplAudit 0441 \pibasessAudit dat 5207 0 5536 24-Jun-2025 01:4458  24-Jun-2026 01:34:44  24-Jun-202513:36554 41 24-Jun-2026 13:25:54 5108 oK.

4 >
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The Data Integrity details view allows a user to view detailed information about data integrity checks. To access
this information, the users must select the option Details in the Audit Interface configuration screen next to

Integrity Check Status, and it has a small difference between AF and Pl interfaces.

For AF Audit Interfaces, the Integrity Check Status Details option is in the end of each AF database row.

Type Target Machine Interface Machine Automatcatty Process future AF DE's
AF TC IEV-
Target Databiases
Enabled Target Database Mode Realtime Start Date Recovery Date Reaitime Count Realtime Max Date Recovery Count Recovery Max Date Total Records
ServerLaval
A A Recavery 24-4un 2028 1724 Otan020000 2 25.4un 2008 12:1400 m 102026 133000 a0
Recovery 2402025 1725 01-Jan-2026 0000 250 2028 121800 2t

Iniegrity Check Status.

For PI Audit Interfaces, the Integrity Check Status Details option is in the header of the page, on the upper right.

Type: Target Machine: Interface Machine: Mode: Recovery Date: Realtime Start Date:
Pl Target Machine 1 Interface Machine 1 Recovery & 01-Jan-2024 00:00:00 23-Jun-2025 21:25:54 oK
Excl. Filers
Dat Files:
Base  Snapshot  Archive
Record L2 Maximum Realime
Local Path & Rec Last Modified Backup Time Realtime Max Date
ount R RecNo Count
F\Program Files\Cognizant\AVEVA Pl Audit Reporter - Pl Data ; L o
e o e D eeetnit dal22_tan 2521 21 10 30771 2999 0 25152 2-Jan2025212140  22-Jan-2025 00:40:02  24-un-2025 133554 0
FAProgram Files\Cognizant\AVEVA PI Audit Reporter - PI Data 5207 o 5536 24-0un-202501:4458  24-0un-202501:34:44  24-un202513:3554 41

Ingress\TemplAudittf 0441 \pibasessAudit dat

<

Recovery Max Date

01-Jan-2024 00:00:00

24-Jun-2025 13:26:54

Integrity Check Status:

Recovery

Commt Status
28 OK
5108 oK.

r

After accessing the Data Integrity Details screen, the information about the data processing can be filtered by

Start Date, End Date and Mode — Realtime, Recovery.

Type: Target Machine: Target Database: Interface Machine: Integrity Check Status:
AF PISERVER o] 2019 OK
il e Hoce
Start Time End Time Realtime, Rec... X

Audit Interfaces
Execution Chunks:

Permissions. 1 2 3 4 5 > » 10 v

Reporting

Logs

Internal Audit Logs

16209 Chunks
Start Timel™ End Timefl ModeTl SummaryTl DurationTl CountTl
16-Jan-2026 19:00:00 16-Jan-2026 19:10:00 RealTime Complete 6.73 33
16-Jan-2026 18:50:00 16-Jan-2026 19:00:00 RealTime Complete 6.49 32
16-Jan-2026 18:40:00 16-Jan-2026 18:50:00 RealTime Complete 6.24 28
16-Jan-2026 18:30:00 16-Jan-2026 18:40:00 RealTime Complete 6.45 kil
16-Jan-2026 18:20:00 16-Jan-2026 18:30:00 RealTime Complete 6.51 kil

Field

Description

Type

AF server or Pl server.

Target Machine

The machine name of the AF or Pl server.
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Field Description
Interface Machine The machine name where the data ingress components are installed.
Data Integrity Status Overall status of integrity checks.

The status of each audit data retrieval chunk is shown in a table.

Column Description

Start Time The start time of the period of audit data retrieval.

End Time The end time of the period of audit data retrieval.

Mode The mode of the audit data retrieval chunk.

Summary The integrity status for the audit data retrieval chunk.
Duration The time taken for each audit data retrieval chunk.

Count Count of records retrieved via the audit data retrieval chunk.

Exclusion filters

The Exclusion filters enable users to avoid the processing of useless audit trail records. They are recommended
to be used when there is a known activity in Pl or AF environments with changes that are not required to be
stored. For example, for some users, the AF Event Frame automatic creation is not required in audit processing,
only the manual operations are mandatory.

To access this information, the users must select the option Excl. Filters in the Audit Interface configuration
screen, and it has a small difference between AF and Pl interfaces.

For AF Audit Interfaces, the Exclusion Filters option is in the end of each AF database row.

Type: Target Machine Interface Machine Automatically Process future AF DB's

i - ev. it
Target Databases.
Enabled Target Database Mode Realtime Start Date Recovery Date Reaitime Count Realtime Max Date Recovery Count Recovery Max Date Total Records integrity Check Status.
P—

For PI Audit Interfaces, the Exclusion Filters option is in the header of the page, on the upper left.

X Close
Type: Target Machine: Interface Machine: Mode: Recovery Date: Realtime Start Date: Integrity Check Status:
PI Target Machine 1 Interface Machine 1 Recovery & 01-Jan-2024 00:00:00 23-Jun-2025 21:25:54 OK
Dat Files:
Base  Snapshot  Archive
Record 8! Maximum Realtime Recover
Local Path C Rec Last Modified Backup Time Realtime Max Date Recovery Max Date g Status
ount No Rec No Count Count
F\Program Files!\Cognizant\AVEVA Pl Audit Reporler - P| Data . S o025 . 2024 00,0
by oA a2 Jan 25 21 21 tose77i 23999 0 25182 22-0an2025 212110 2-Jan-2025 004002 24-un-2025 133554 0 01-Jan-2024 00:00:00 28 oK
FAProgram Files\CognizantAVEVA P Audit Reporter - P1 Data 5207 0 5536 24-Jun2025 014458 240un-2025013444  244un20251335:54 41 24-Jun2025 132554 5108 oK
Ingress\TemplAuditi 0441 \pibasessAudt dat

<

After accessing the Exclusion Filters screen, all the exclusion values are listed.
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Type: Target Machine: Target Database: Interface Machine: Excl. Filter Status: Cancel
AF PISERVER 0 2019 m -
Field Operator Exclusion Values m
Name Contains HG_TEST & X
The following fields are shown at the top of the view.
Field Description
Type AF server or Pl server.
Target Machine The machine name of the AF or Pl server.
Interface Machine The machine name where the data ingress components are installed.
Excl. Filter Status Applied, or applying the exclusion filters to the audit data.
The current Exclusion fields are shown in a table:
Column Description
Field The specific field in the dataset to which the filter is applied.
Operator The comparison method is used to evaluate the field against the
provided values.
Exclusion Values The values used in the filter condition include or exclude matching
records.
1. To create a new Exclusion Filter, the following steps are required:
2. Navigate to the Exclusion Filters screen.
3. Select Add.
4. A window popup shows the fields to inform the exclusion filter criteria.
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Edit Exclusion Filter X
Field Name: Action X v
Operator: Equals X v

1 Add Value

Value
New Value... 7 x
New Value... V7 x

5. Inform the audit trail record field name to be filtered.

6. Inform the Operator (starts with, ends with, contains, equals, etc.)
7. Select Add Value.
8

A new row will be added to the list of values. Users must add more than one value if required.
9. Once values are informed, confirm the change by selecting v,
10. Select OK to confirm the values. They will be added to the list.

11. To apply the changes made, select Save. The status changes to “Applying” and once finished, to “Applied”.

Type: Target Machine: Target Database: Interface Machine: Excl. Filter Status: m
AF

PISERVER 0 2019 Applied
Field Operator Exclusion Values Add
Name Contains TEST & X
Action Equals Cancel, Delete & bt

Users must navigate to the same screen and select ** to delete an exclusion filter or value, and they must select

7

to edit an exclusion filter or value.

Permissions

This tab enables access requirement configuration for users. Under the Administrator Panel, users have access
to three key administrative management options: Domain groups, Users, Roles.
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Domain groups

1.0

Domain groups are collections of user accounts, computer accounts, and other groups that are managed as a
single unit. They are commonly used in enterprise environments to:

1. Assign permissions to resources (e.g., files, folders, applications)
2. Simplify administration by grouping users with similar access needs

3. Enforce security policies consistently
The Domain groups section allows administrators to manage user groups efficiently. It includes the following key
features: Search Domain groups, Add Domain groups, view existing Domain groups with role.

il Administrative Panel
Domain Groups Users Roles
‘ @ Search a Domain Group to Add

Audit Interfaces Group Role

Permissions Administrators Administrator

Reporting Audit Trail Admin Administrator | x |

Logs

Internal Audit Logs

Add a domain group

To add a domain group the following steps are required:

1. Select the Admin section in left panel and then in Permissions.

2. Select Search Domain Group to Add.
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Link Group to a Role

Domain Group Name for search, example: ‘Adm’ for all groups that contains 'Adm’ in name m

X Cancel

3. Type the name of part of the name of the domain group and select Search.

4. Locate the domain group to be added, choose a role and then Save.

Link Group to a Role %
-
Group Role
Protected Users Reviewer X ~

Users Selecta Role X w
Performance Monitor Users Selecta Role X w
Performance Log Users Selecta Role X w
Remote Management Users Selecta Role X

« < 1 2 3 4 > »
Save ¥ Cancel

5. Select Confirm in the window popup to proceed.
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?

Confirm

Do you want to proceed?

6. The new domain group is mapped to the selected Role.

Audit Trails Administrative Panel

Domain Groups Users Roles

Reports Queue

@ Search a Domain Group to Add

Admin ~
Audit Interfaces Group Role

Permissions Administrators Administrator  »

Reporting Audit Trail Admin Administrator X v

Logs

Protected Users Reviewer X

Internal Audit Logs

AV=VA

Note: In that same screen it is possible to change the domain group associated role and to remove the domain

group association.

The Users section provides a comprehensive list to manage all registered users within the system, configured by

users with the "Allow Manage User" permission.

Each user entry includes the following Information: First Name, Last Name, Username, Email, Role, Status.

Administrators can edit user information and Activate / Inactivate a User.
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Domain Groups ~ Users  Roles

First Name 1. Last Name 11 User Name 11 Email 11, Role 11 status 11

wi Adminisirator Active

na Adminisirator Active

DD

<) [ [

A _ A An n Administrator Active

N

Copyright © AVEVA. All ights reserved.

Add a new user

To add a new user to the application, the following steps are required:
1. Select ‘Add User’ to open a popup window titled ‘Get Domain User’.

2. Inthe ‘Get Domain User’ popup, administrators can search for users using the following fields: First Name,
Last Name, Email, Username and Domain Group.

3. Alist of matching users from the domain appears based on the search criteria.

Get Domain User ®
First Name L=zt Name Email |Usemame Domain Group
First Name Last Name Email Usemame domaingroup

==

4. "Select User" adds the chosen user to the application.
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5. Assign a specific role to the user for permissions, independent of group membership, by selecting it from the

dropdown menu.

6. Select 'Save'.

Add New User b4
First Mame Last Mame

o _
Ema Usemame

Ao om A

Set a role for specific cemissions not based on grouns for this user.

Viewer W~

The Roles tab provides a centralized view of all the defined roles within the system, along with their associated

permissions and functionalities.

1. Inthe Roles tab, view the roles and permissions assigned to each role. Permissions are categorized into
three main functional areas: Administration, Audit Trails, and Reports.

2. Users with either 'Administrator Access' or ‘Allow Manage Roles' permission can assign or deactivate specific
permissions within each role.

©) AVEVA

Ressriss

Audit Trais Administrative Panel
epods Domain Groups ~ Users  Roles

(" NewRote

Audit Interfaces Role: Administrator e

e Functionality: Administration

Allow Access @ (/! Allow Access Domain Groups @ (/| Allow Manage Domain Groups @ (/! Allow Access Users () (/| Allow Manage Users @ |/ Allow Access Roles @ (/. Allow Manage Roles ( (/. Allow Manage Report Settngs @

Functionality: Audit Trails
Allow Access @ | Allow Generate Reports @ /| Allow Comments @ /' Allow Read Comments @
Infernal Audt Logs

4

Functionality: Reports

Allow Access @

Role: Viewer ~

Role: Reviewer ~

Copyright © AVEVA. Al rights reserved.

3. Administrators can define custom roles tailored to specific responsibilities and access levels within the
system. Select the "New Role" option. In the "Add New Role" screen, enter the Role name, Permissions
configurations within three functional areas: Administration, Audit Trails, and Reports.
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4. After configuring the permissions, select Save to make it available in the system.

Add New Role

Name for new Role

Allow Access @

Functionality: Audit Trails

Allow Access D

Functionality: Administration

Allow Access Domain Groups (@

Allow Generate Reports ()

Allow Manage Domain Groups (

Allow Comments ® || Allow Read Comments ()

Allow Access Users ()

Allow Manage Users (@

Functionality: Reports

Allow Access

Allow Access Roles ®

Allow Manage Roles (®

Allow Manage Report Settings (@

‘ B save

)

Reporting

This section allows users to customize the appearance of all reports generated within the AVEVA Pl Audit

Reporter application.

Report Tite:
AVEVAPI Audit Reporte - Report

Ropart Header Image:
1 2 croose

I3 Internal Audt Logs

Copyright © AVEVA. Al rghts reserved.

Report Title: The title entered will appear in all AVEVA Pl Audit Reporter Reports.

Report header image: Allows users to upload a custom image (e.g., company logo or branded banner). The
selected image will be displayed as the header on all AVEVA Pl Audit Reporter reports.

Logs
The Logs section records and displays detailed information about all backend actions performed within the
system. This feature is essential for monitoring, debugging, and auditing system behavior. Each log entry
includes the following key details: Start Date, End Date, Level, Message, Exception (if any) and Machine
Information.
1.0 ©2015-2026 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Start Date:

24-Feb-2025 18:28

Date T2

25-Feb-202510:46:46

25-Feb-202510:46:46

25-Feb-2025 1046146

25-Feb-202510:44:46

25-Feb-202510:46:46

25-Feb-2025 10:46:46

25-Feb-202510:46:46

25-Feb-202510:46:46

25-Feb-202510:46:46

End Date:

X || 03-Mor-202518:28

Level || Message 1

Registered model binder providers, in the following order: ['Microsoft AspNetCore.
re My fing.Binders

“Microsoft.AspNetCor

AV=VA

Level Message Exception: Machine:
items.. X v | | Message Exception Machine Q search v
463676 Log Records
Exception  Machine
1
Binders BinderT, ", "Microsoft AspNetCore Myt Binders.

“Microsoft AspNetCore Mc.

Microsoft AspNetCore M

"Microsoft AsphetCore Mt

Binders. FlootingPoint
Einders.

‘Microsoft AsphetCore Mv Binders.Enum
tCore Mvc Model s

Debug “Micrasaft.AspNetCore.Mve

", "Microsoft ielBinding,Bind:

“Microsoft AspNetCore Myc.

“Microsoft. AspNetCore. Mt

“Microsoft AspNetCore.Mvc.

“Microsoft AspNetCore Myc.

Bind g.8ind Provider',
fing.Binders i Binders g
fng.Binders Y B
fing.Binders.Dictionar Microsoft.AspNetGore. M Binder

fing. Binders jider” "Microsoft AspNetCore Mvc. Binder lexOt

Debug Hosting starting

Information  User profile is avalable. Using 9 Data\LocallASP.NET " 0s key repository and Windows DPAPI to encrypt keys a rest.

Debug Reading data from file * \Local\ASP.NET\D: ion-K boed "

Debug Reading data from file ™ ¢l ASPNET\DX K fe4ch50d6376 xmI"

Debug Found key {046bb580-5014-4820-b9cd-10c300¢85bd).

Debug Found key {ca500043-928d-4201-0202-1c4ch50d6376).

Debug Considering key {0465b580-5df4-4820-b9cd-a10¢3a0c85bd) with expiration date 2025-03-18 11:42:247 as default key.

Devug Fonvarded actietor type request from icrsoft AsphetCare nIEEryption. D Microsoft AspNetCore. i c .
lcrosoft. AspNetCore. DataProtection.XmiEnGryption.DpapixmiDecr yptor, Microsoft.AspNetCore.| ) ) = o

o

1. Search for any logs by providing required information in the available search fields - Start Date, End Date,
Level, Message, Exception, Machine.

2. Sort logs based on any available column.
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3. Select a number for log entries to be displayed on the page: 50,100,500 or 1000.

Internal Audit Logs
Internal Audit Logs capture all administrative actions performed within the application's admin panel. These
actions include adding or deleting users, modifying user roles and permissions, updating exclusion filters,
enabling or disabling databases, and configuring servers. To access the Audit Logs, follow the instructions:

1. Navigate to the Admin Panel of the application.

2. Select the Internal Audit Logs section.

3. Filter and Search Logs by using the following filters to narrow down the logs:
a. Start Date and End Date: Select the date range for the logs.
b. Action: Choose specific actions (e.g., Add User, Edit Role).

c. Username: Filter logs by the administrator or user who performed the action.
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d. Use the Free Search field to enter keywords and search within log messages.

Action 1]

4. Select the number of entries to display per page. Options are 10, 25, 50, or 100 entries.
5. Scroll through the pages to view more logs.

6.

If required, select the Export Logs option to save the internal audit logs to a PDF file.
7. Save or share the report as needed.

1.0
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— L s
00 pdt

Date 1] Username 1| Action 1| Message 1) Betore After

8. View Log Entries

Date Username Action Message

17-Jan-2026 10:44:36 s Update AAT Web Application :: User is updating a user
Before After

uiD.: 1 9 ulD.: 1 9

Enabled.: false Enabled.: false

Username.: m Username.: m

FirstName.: s FirstName.: s

LastName.: o LastName.: o

Email.: a .com Email.: a .com

Role.: A Role.: A

CreatedBy.: m CreatedBy.: m

CreatedTime.: 1766864982653 CreatedTime.: 1766864982653

UpdatedBy.: s UpdatedBy.: s

UpdatedTime.: 1768646674678 UpdatedTime.: 1768646676583
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CHAPTER 7

FDA 21 CFR Part 11 Compliance

The relevant sections of the FDA 21 CFR Part 11 regulations are listed together with how AVEVA PI Audit
Reporter can be used to comply with the regulation. The deployment of the AVEVA Pl Audit Reporter application

1.0

on site shall be done in conjunction with client-based requirements and shall adhere to their SDLC process in

place.

21 CFR Part 11 Regulation

AVEVA PI Audit Reporter Statement of
Compliance

Section

Requirement

Response

B/11.10

Controls for Closed Systems

Persons who use closed systems to create, modify,
maintain, or transmit electronic records shall
employ procedures and controls designed to ensure
the authenticity, integrity, and, when appropriate,
the confidentiality of electronic records, and to
ensure that the signer cannot readily repudiate the
signed record as not genuine. Such procedures and
controls shall include the following:

AVEVA Pl Audit Reporter customers are
responsible for the implementation of
procedures that will ensure that the Pl
System and its application meet the
requirements of the regulations. PI
System has many security and audit
functions that address these
requirements.

Validation of systems to ensure accuracy, reliability,
consistent intended performance and the ability to
discern invalid or altered records.

Validation and verification is an
overriding requirement for compliance.
The deployment of AVEVA Pl Audit
Reporter application onsite shall always
been done in conjunction with customer
based SDLC and its requirements.

(b)

The ability to generate accurate and complete
copies of records in both human readable and
electronic form suitable for inspection, review, and
copying by the agency. Persons should contact the
agency if there are any questions regarding the
ability of the agency to perform such review and
copying of the electronic records.

The system stores historical records,
ensuring data integrity and availability.
Records can be exported in both
human-readable formats (such as PDF or
CSV) suitable for inspection, review, and
copying by regulatory agencies. AVEVA PI
Audit Reporter Reports and Internal
audit logs functionality are available for
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21 CFR Part 11 Regulation

AVEVA PI Audit Reporter Statement of
Compliance

Section

Requirement

Response

generating accurate and complete
copies. Audit trail logs and reports can be
used to verify any changes. If the agency
requires assistance during review,
support is available to facilitate access.

(c)

Protection of records to enable their accurate and
ready retrieval throughout the records retention
period.

Electronic records are protected through
secure logon and group permissions.
Data integrity is ensured by the use of a
comprehensive audit trail capability that
detects and logs any change to original
data values or system manipulation.
Many years of Pl data can be kept online
and immediately accessible to users. The
only limitation to the online retention
period is the on-line storage capacity of
the Pl Server. Both data value and system
configuration records are backed up to
secure media and can be easily restored
to the system if necessary.

(d)

Limiting system access to authorized individuals.

Access to the AVEVA Pl Audit Reporter
application is governed by its access
control framework. Refer to Permissions
for further details regarding system
access.

Use of secure, computer-generated, time- stamped
audit trails to independently record the date and
time of operator entries and actions that create,
modify, or delete electronic records. Record
changes shall not obscure previously recorded
information. Such audit trail documentation shall be
retained for a period at least as long as that
required for the subject electronic records and shall
be available for agency review and copying.

This does not apply to the AVEVA PI
Audit Reporter application. Refer to the
underlying data source, AVEVA PI, and its
official documentation for relevant
details

(f)

Use of operational system checks to enforce
permitted sequencing of steps and events, as
appropriate.

This does not apply to the AVEVA PI
Audit Reporter application. Refer to the
underlying data source, AVEVA PI, and its
official documentation for relevant
details.

(g)

Use of authority checks to ensure that only
authorized individuals can use the system,

Access to the AVEVA Pl Audit Reporter
application is managed through its access
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21 CFR Part 11 Regulation

AVEVA PI Audit Reporter Statement of
Compliance

Section Requirement Response
electronically sign a record, access the operation or | control mechanism. Refer to Permissions
computer system input or output device, alter a for further details regarding system
record, or perform the operation at hand. access.

(h) Use of device (e.g., terminal) checks to determine, Access to the AVEVA Pl Audit Reporter
as appropriate, the validity of the source of data application is managed through its access
input or operational instruction. control mechanism. Refer to section

Permissions for further details regarding
system access.

(i) Determination that person who develop, maintain, | AVEVA Pl Audit Reporter customers are
or use electronic record/electronic signature responsible for ensuring that all
systems have the education, training, and personnel using and/or administering the
experience to perform their assigned tasks. system have taken the appropriate

training. AVEVA employs experienced
and qualified software professionals in
the development and support of the
AVEVA PI Audit Reporter.

(i The establishment of, and adherence to, written AVEVA Pl Audit Reporter customers are
policies that hold individuals accountable and responsible for establishing and
responsible for actions initiated under their enforcing procedures that support the
electronic signatures, in order to deter record and use of applications in any regulated
signature falsification environment. AVEVA employs

experienced and qualified software
professionals in the development and
support of the AVEVA Pl Audit Reporter.

(k) Use of appropriate controls over systems documentation including:

(1) Adequate controls over the distribution of, access Access to the AVEVA Pl Audit Reporter is
to, and use of documentation for system operation | managed through its access control
and maintenance mechanism. Refer to Permissions for

further details regarding system access.
AVEVA provides a User & Administration
Guide (UAG) for AVEVA PI Audit
Reporter.

(2) Revision and change control procedures to maintain | AVEVA Pl Audit Reporter’s engineering
an audit trail that documents time- sequenced group tracks changes to the application
development and modification of systems or associated documentation using its
documentation. internal Change Control procedures.

B/11.30 Controls for open systems

People who use open systems to create, modify,
maintain, or transmit electronic records shall

AVEVA Pl Audit Reporter customers are
responsible for the development of
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Section Requirement Response
employ procedures and controls designed to ensure | procedures and controls associated with
the authenticity, integrity, and, as appropriate, the | the use of the Pl Audit Trail application in
confidentiality of electronic records from the point | any regulated situation.
of their creation to the point of their receipt. Such
procedures and controls shall include those
identified in §11.10, as appropriate, and additional
measures such as document encryption and use of
appropriate digital signature standards to ensure, as
necessary under the circumstances, record
authenticity, integrity, and confidentiality.

B/11.50 Signature manifestations

(a) Signed electronic records shall contain information | The AVEVA Pl Audit Reporter application
associated with the signing that clearly indicates all | does not provide electronic signature
of the following: functionality.

(1) The printed name of the signer. The AVEVA Pl Audit Reporter application
does not provide electronic signature
functionality.

(2) The date and time when the signature was The AVEVA Pl Audit Reporter application

executed; does not provide electronic signature
functionality.

(3) The meaning (such as review, approval, The AVEVA Pl Audit Reporter application
responsibility, or authorship) associated with the does not provide electronic signature
signature. functionality.

(b) The items identified in paragraphs (a)(1), (a)(2), and | The AVEVA Pl Audit Reporter application
(a)(3) of this section shall be subject to the same does not provide electronic signature
controls as for electronic records and shall be functionality.
included as part of any human readable form of the
electronic record (such as electronic display or
printout).

B/11.70 Signature/record linking

Electronic signatures and hand-written signatures
executed to electronic records shall be linked to
their respective electronic records to ensure that
the signatures cannot be excised, copied, or
otherwise transferred to falsify an electronic record
by ordinary means.

The AVEVA Pl Audit Reporter application
does not provide electronic signature
functionality.
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References

This section contains all references used during the development of this document, just like manuals,

documents, operational procedures, definitions, abbreviations and so on.

Definitions, Acronyms and Abbreviations

1.0

Table below contains all the definitions, acronyms and abbreviations used in this document.

Term Definition/ Description

API Application Programming Interface

ATRAIL AVEVA™ P| Audit Reporter application

AVEVA AVEVA is a British multinational company that specializes in industrial software for
engineering, design, and information management.

csv Comma-separated values

DB Database

FCI Failover Cluster Instances

1S Internet Information Services

[e] Input/Output

IT Information Technology

ITSM Information Technology Service Management

LDAP Lightweight Directory Access Protocol

LSMG Life Sciences Manufacturing group

Microservices

An organizational and architectural methodology for developing software that divides the
program into discrete, independent services that interface with one other via explicit APIs.

WSFC Windows Server Failover Clustering

(0N Operating System

PDF Portable Document Format

RDBMS Relational Database Management System
SQL Structured Query Language
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Term Definition/ Description

SSL Secure Sockets Layer

UAC User Account Control

ul User Interface

URL Uniform Resource Locator

VM Virtual Machine
Documents

1.0

Table below contains all the documents used in the development of this document.

Name Version

AVEVA Template Book Word Version.docx Apr 2025
AVEVA PI Audit Reporter - Demo Script.pptx Jan 2026
AVEVA Technical Writer's Handbook.pdf Apr 2025
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