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Welcome to Operations Control
Configurator

Welcome to the Operations Control Configurator Documentation!

This comprehensive guide will walk you through the essential steps and functionalities of the Configurator tool.
With Configurator, you can deploy and configure various components of AVEVA System Platform seamlessly.

Important Notes: Components available in the Configurator depend upon the products installed on your system
and available for configuration. Interdependencies among product pages and individual plugins will also affect
the state of components in the Configurator.

The Configurator composition is dynamic whereas this Configurator help is meant to be comprehensive.
Configurator product pages and individual plugins documented in this help might not match the Configurator as
it appears for your specific product installation.
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Contact information

AVEVA Group Limited
High Cross
Madingley Road
Cambridge

CB3 OHB. UK

https://sw.aveva.com/
For information on how to contact sales and customer training, see https://sw.aveva.com/contact.
For information on how to contact technical support, see https://sw.aveva.com/support.

To access the AVEVA Knowledge and Support center, visit https://softwaresupport.aveva.com.
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What's new in Configurator?

This initial release of the Operations Control Configurator help describes Configurator features and behaviors.
Following are descriptions of changes to this help and to the Configurator itself.

e 2023

2023

This is the initial release of the Configurator on-line help. The highlights of this document are as follows:

¢ Getting started with Configurator

e Common Platform services and plugins

¢ Advanced configuration

¢ Configuring System Platform components
¢ Identity Manager registration

e Documentation enhancements

Additional topics provide guidance specific to configuring AVEVA Operations Control connected experience.

AVEVA Operations Control connected experience - products

An initial set of AVEVA products have been enabled to use the AVEVA Operations Control connected experience,
with focus on AVEVA System Platform. Operations Control connected experience has been enabled in the
following products. See Getting Started with AVEVA Operations Control for more information.

Operations Control connected experience-enabled products

AVEVA Industrial Application Server

AVEVA Operations Management Interface (OMI)
e OMI web client
¢ AVEVA InTouch HMI
¢ InTouch Web Client
¢ InTouch Access Anywhere
e AVEVA Historian
e AVEVA Historian Client
e AVEVA Insight
¢ Development Studio

¢ Integration Studio
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What's new in Configurator?

For information about working with both products that have implemented Operations Control connected
experience and those that have not, see Operations Control connected experience - product co-existence
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Get started with Configurator

Get started with Configurator

The Configurator allows you to deploy the various components of System Platform and related products and to
configure the settings for each component. It is available at the end of the product installation process.

Note: You must have administrative rights to use the Configurator.

The Configurator utility includes a product tree that lists all installed product components that require post-
installation configuration. It has a set of pages that can be accessed via a directory to the left of the interface.

Configurator behavior

The Configurator composition is dynamic whereas this Configurator help is meant to be comprehensive.
Configurator product pages and individual plugins documented in this help might not match the Configurator as
it appears for your specific product installation. You likely will see help topics about products or components you
have not installed. The Configurator itself will reflect the as-installed products.

The following describes the dynamic nature of Configurator behaviors:

¢ Components available in the Configurator depend upon the products installed on your system and available
for configuration.

¢ Interdependencies among product pages and individual plugins will also affect the state of components in
the Configurator.

¢ Configuring an interdependent plug-in might not automatically change the dependent plug ins. This means
that the status indicators - green (valid configuration), blue or yellow (invalid or re-configuration needed) -
might not automatically update.

¢ In some cases, dependent components might automatically update but could still require user interaction
with the tree item of the component or plug-in to update the status indicator.

The following System Platform components and products that can be installed with System Platform may require
configuration after installation:

System Platform Components:

e Common Platform
¢ License Mode
e System Management Server
¢ Federated Identity Provider
¢ Industrial Graphic Server
e AVEVA Historian
e AVEVA Enterprise Licensing
e AVEVA System Monitor
e AVEVA InTouch HMI
e AVEVA System Platform
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Get started with Configurator

Other Products:

¢ Manufacturing Execution System
e Work Tasks
e Bl Gateway

Access Configurator

After the System Platform installation process finishes running, Configurator starts automatically when you select
the Configure button. However, installation is not complete until configuration is complete.

You may need to run the Configurator after installation if you add, change or upgrade System Platform
components, your licensing model changes, or you switch to a different authentication/security method.

You can start the Configurator at any time by doing any of the following:

¢ From the Windows Start Menu, select AVEVA > Configurator.
¢ Launch the Configurator application file from Windows Explorer. The default path is:

C:\Program Files (x86)\Common Files\ArchestrA\Configurator.exe

Navigate the Configurator Interface

The following image depicts the user interface of the Configurator.
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Configurator

= o Comrmon Platform
License Mode
System Management Servd
Federated Identity Provideq
=2 o AVEVA Enterprise Licensing
Secure
Select License Server
= o Industrial Graphics Server
Client Settings
Authentication Settings
= @ AVEVA System Platform
Application Server gRPC
|dentity Manager Registrat
= @ AVEVA Historian
o Search
= @ AVEVA System Monitor
System Monitor Manager
Alert Email Server
= @ AVEVA InTouch HMI
o Identity Manager Registrat

‘p S

se the following choices to select the license mode on your local computer. The selected option
controls the licensed behavior and features of the installed products. A corresponding license must be
activated and awvailable in the License Server configured for this installation. Changes to the License
Mode do not take effect until the computer is restarted.

The connected experience requires an AVEVA Connect account with a valid AVEVA Operations Control
subscription and user management. Product capabilities included in the connected experience are
automatically licensed during AVEVA Connect leg in. For more information about AVEVA Operations
Control, see AVEVA Operations Control.

Refer to your product documentation for information about using the connected experience.

License Mode
) Perpetual (D)
) Flex (D
(®) AVEVA Operations Control (i)
Connected experience (1}

Notes:

- An internet connection must be available on all nodes in your systemn during operation
under the connected experience.

- You must configure the System Management Server and configure AVEVA Connect as the
Federated |dentity Provider when enabling the connected experience. See Configuring the
connected experience.

IConfiguration Messages

License Mode was successfully configured.

Refrash | | All Messages ‘ o Configure Close
Refer to the table below descriptions of the Configurator Ul elements.
Identification Number Element Description
1 Header Displays the following:

Name of the application.

File menu: There are two options
available under the File menu:

Remove Trace Logs: Removes local
trace logs.

Exit: Exits the program. Note that
this does not stop any running

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Identification Number

Element

Description

services.

Help menu: Opens the About
Configurator window.

The About Configurator window
provides information on version
numbers, build date, and legal
information.

Product Tree

Lists the components for each of
the products that require post-
installation configuration.

License Mode

Displays license mode options that
enable or disable features in your
licensed products. This page does
not acquire or purchase or activate
licenses.

Configuration Messages

As you perform configuration tasks,
messages appear in the
Configuration Messages box.

For more information, see
Understand configuration message
and status.

Command Panel

Displays the following:

Refresh: Obtains the latest
configuration statuses.

All Messages: Opens the
Configurator Message Lists
window.

From the Configurator Message
Lists window, you can Select Export
to file to export messages to a txt
file, or Close to close the window.

Configure: Executes the configure
function.

Close: Closes the application.

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Get started with Configurator

Understand configuration message and status

Configuration messages

Each page includes the Configuration Messages panel. As you perform configuration tasks, messages appear in
the Configuration Messages box.

Messages indicating errors are highlighted in red.
Messages indicating warnings are highlighted in yellow.

To view additional information about a message, double-click the message. A dialog box appears with the
additional information.

Configuration Messages
Opening of the part on License Sener node completed successfully
License Server is in stopped state.
Updated sarver name sucosesbully
Updated license senver type swucoessfy By,
Configuring License Server completed successfully.
Test conmection failed

Inwalid Systerm Monitor Mansger name RS- 202302

Configuration status

The status of each item in the Configurator is displayed as items are configured.

The Legend is available when a top-level node is selected. It displays descriptions for the available statuses which
appear with the configuration entries.
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Configurator — 8 X

File Help
- &) Common Platiorm
License hiode
Systemn Management Serve
Federated ldentity Prowvide
AVEVA Entenprise Licensing
Indisstvial Graphics Server
AVEVEA System Platform

AVEVA Histonan
AVEVA Syrtem Mondoe
EVEVA InTowch HMI

+ F o+ 4

i
Errar 6 Nen Confgurable

Mot Configuned

3

‘iarning

Configured

<11 -

Mot bnstalled

esh All Messages Confiqure Close
The status indicators are:

e Error @ - Indicates that an error occurred during configuration.
¢ Not Configured © _ndicates that the feature is installed, but not configured.
e Warning “* - Indicates that configuration is complete, but with warnings.

¢ Configured @ _indicates that configuration completed successfully.

¢ Not Installed ® . Indicates that the feature is not installed.

¢ Non Configurable o . Indicates there is nothing to be configured.

Note: Most features will show as Not Configured © the first time you open the Configurator.

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved.
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Configure Operations Control with
connected experience

Use the Operations Control Configurator to enable connected experience.

Configuration workflow

Contact AVEVA to obtain the appropriate subscriptions, set up an AVEVA Connect account, then open the
Configurator, available during product installation or from the Windows Start menu. See the linked topics for
detailed information about each configuration step in the sequence.

Step 1: Configure license mode. Available modes are: perpetual, flex, Operations Control plus connected
experience. Restart the computer.

Note: If you select Operations Control connected experience, you must do so for all nodes in your system.

Step 2: Configure System Management Server (SMS). You can connect to an existing System Management Server
(SMS), make your local node the SMS, or proceed without configuring an SMS (not recommended).

Step 3: Configure federated identity provider. You should already have a valid AVEVA Connect account, and you
must be an administrator on that account. In this step, you configure "federated" login with AVEVA Connect on
any SMS or Redundant SSO (RSSO) machine using the email associated with your AVEVA Connect account.

Step 3a: Configure SMS Advanced, Authentication (optional). Configure authentication using either an
embedded browser pop-up dialog or your computer's default browser if one is installed and configured. This
step affects single sign on (SSO) behavior with variations between desktop and web-based Operations Control
products.

Step 4: Register each installed and licensed product with AVEVA Identity Manager.

AVEVA product implementation

The following products have implemented the initial release of AVEVA Operations Control connected experience
as of System Platform 2023 R2:

¢ Application Server
AVEVA Operations Management Interface (OMI)
e OMI web client
¢ InTouch HMI
¢ InTouch Web Client

¢ InTouch Access Anywhere
e AVEVA Historian
¢ AVEVA Historian Client
e AVEVA Insight

¢ Development Studio

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 15
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Configure Operations Control with connected experience

¢ Integration Studio

For information about working with AVEVA products that have not yet implemented AVEVA Operations Control
connected experience, see Operations Control connected experience - product co-existence.

Any product available through AVEVA Connect will participate in the single sign-on functionality as part of AVEVA
Operations Control connected experience.

Step 1: Configure license mode

To configure the license mode on your computer:

1. Open the Configurator and select License Mode in the left pane.
For more information see License Mode.

2. Select the AVEVA Operations Control radio button and the connected experience checkbox to configure
Operations Control connected experience on your local computer. The option you select controls the
licensed behavior and features of the installed products.

A corresponding license must be activated and available in the License Server configured for this installation.

Connected experience requires an CONNECT account with a valid Operations Control subscription and user
management.

Product capabilities included in connected experience are automatically licensed during CONNECT log in.
Your product documentation provides product-specific information about using connected experience.
Click the Configure button.

4. Restart your computer. Changes to the License Mode do not take effect until the computer is restarted.

Notes:

An internet connection must be available on all nodes in your system during operation under the connected
experience.

You must configure the System Management Server and configure AVEVA Connect as the Federated Identity
Provider when enabling connected experience - steps 2 and 3 in this workflow.

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 16
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Configure Operations Control with connected experience

Confgurator — O Xx
File Help
- a Common Platform

Licerse Mode Use the following choices to select the Boense mode on your local computer. The selected option

System Management Serve controls the licensed behavior and festures of the installed products. A comesponding license must be
Federated bdentity Provider  d5tivated and available in the License Server configured fior this installation. Changes to the License
BVEVA Enterprise Licersing Maode do not take sffect untl the computer is rectaned
Industrial Graphics Server
i The connected expenence requires an AVEWA Connect account with a valid AVEVA Cperations Control
subscription and user management Product capabilities included in the connected expenence are
automatically licensed during AVEVA Connect log in. For more information about AVEVA Operations

Cantral, see AVEWVA Operations Contrs

BVEVA System Plathorm
BVEVA Historian
AVEVA Systerm Manitor
AVEVA InTouch HMI

+ W R

Refier to your product documentation fior information about using the connected expenience.
License Made
Perpetual (D
Flex @
& AVEVA Operations Contred (1)
] Connected axperance II}

Notes:

= An internet connection must be available on all nodes in Your BEtem Quning operation
under the connedted expenenie

- Wou must canfigune the System Mansgement Server and canfigure AVEVA Connect a2 the
Federated ldentity Provider when enabling the connected expenence. See Configuning the

= 3

gonneched experience

Configuration Messages

Refresh All Mesages Configure Close

License mode definitions:

Perpetual: A specific AVEVA product license purchased for use in perpetuity. These licenses typically are
managed with the AVEVA Enterprise License Manager.

Flex: An "a la carte" subscription license for a range of AVEVA products. Purchase Flex credits to license use of
any AVEVA cloud, hybrid or on-premises products for a recurring period.

AVEVA Operations Control: A subscription license for at least one of two AVEVA Operations Control packages
(Edge, Supervisory); includes unlimited use of all products in the product package for your defined set of users.

Connected experience: Select to enable a Single Sign-on (SSO) experience across all Operations Control products
on this node with AVEVA Connect cloud capabilities, available in the products by default.

Configuration Notes:

Subscription: The connected experience requires an AVEVA Connect account with a valid Operations Control
subscription and user management.

Unified User Management: Selecting connected experience option enables the behavior of all Operations
Control products on this node to require sign in authentication with AVEVA Connect when starting the first
product on the node. Products on the node subsequently started will authenticate using SSO. AVEVA Connect-
based authorization is the only security mode available under connected experience.

Compatibility across nodes: The connected experience must be enabled on all nodes in your system.
Applications previously built on nodes not enabled for the Connected Experience must be reconfigured to

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 17
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function in the Connected Experience environment.

You can deselect the connected experience at any time, but the connected experience must be disabled on all
nodes in your system. Applications built under the connected experience must be reconfigured to function under
a non-connected experience environment including both authentication methods and product licensing.

Step 2: Configure System Management Server (SMS)

The System Management Server must be configured to use AVEVA Operations Control connected experience.
The "No System Management Server configured" is documented here as a valid option - not recommended - it
does not support connected experience.

To configure the System Management Server:

1. In the Configurator, select System Management Server under Common Platform in the left pane.

Note: If you are prompted for user credentials for the System Management Server, use the following format
to enter the user name: DomainName\UserName. The prompt for user credentials may be displayed if you
have domain admin privileges but are not an admin on the local machine. You must be a member of the
Administrators or aaAdministrators OS group to configure the System Management Server.

Configurator - B X
Fie Help
3 ﬂ Common Platform
License Mode Machines running AVEWVA softwane must be configured to trust each other 2o that encrypted
w wsﬂm communalatons can be utilhzed. This i done by connecting them to 8 Syitem Mansgement Sernaer.
Federated Identity Prowider

B Cannect t o atare RARe b B
5 () AVEVA Enterprise Licensing Copnect to an exitting Syitem Management Server

Secure
Select License Senver
3 € Industrial Graphics Server Redundant S50 Servers synchronaze their runteme states between themsebves such that they can
Chent Settings sct on behalf of each other when one becomes unavailable
Authentication Settings

3 @ AVEVA System Platiorm [ ] configure this machine as a Redundant S50 Server
VEVA System Platforn

oolication & r gREC
8 App 'I‘_rr:: hl:"‘-'thF: - Thus rschune i the System Mansgerment Sercer
dentity Manager Registratio There should only be one Systermn Management Senver in your topology for all AVEVA products.

- 'a‘ ANEVA Histonan All gther machenes should be conf gured to connect bo this System M anagement Berver.
Sarver
Securty . . P—
Conrch No Jrstem Management Server configured, (NOT RECOMMENDED)
- This eption alio allows you to remove ary exsting certificates that were managed by the System
eparting Management Server
- ﬂ AVEVA S_.-;:fm Woritar
Systern Manitor Manager You Can connect 12 an exsting System Management Server or configune a new System Management
Alert Ernail Server Server by sebecting one of the first bwa options, respectively, When you chck Configure, & certificate
3 'ﬂ‘ ANEVA InTowch HM and the web ports to use for communication are configured To madidy these canfbiguratons, chek

a dentity Manager Fegistratic.  Advanced.

Acvanced

Canfiguration Metages

Befresh All Messages Conhgure Close

You can connect to an existing System Management Server (SMS), make this node the SMS, or proceed
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without configuring an SMS (not recommended). Any time you change the SMS configuration, you must also
reconfigure Identity Manager registration and the Application Server gRPC setting must also be reconfigured
anytime you change the SMS configuration.

¢ Connect to an existing System Management Server (default): The Configurator looks for an existing
System Management Server (SMS) on the network. If any are found, they are displayed in a drop down
list. Select the server you want to use or enter the machine name of the server. All computers in your
System Platform topology should connect to the same server.

The machine name must comply with Active Directory naming conventions. Windows does not permit
computer names that exceed 15 characters, and you cannot specify a DNS host name that differs from
the NETBIOS host name. The maximum length of the host name and of the fully qualified domain name
(FQDN) is 63 bytes per label and 255 bytes per FQDN. For more information, refer to the following
Microsoft information page that provides Active Directory naming conventions and name/character
limitations:

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-
computer-domain-site-ou

¢ Configure this machine as a redundant SSO Server. If you configure the node to connect to an
existing SMS, you can configure the node as a redundant SSO (single sign-on) Server. See Redundant
SSO Configuration for additional information.

¢ This machine is the System Management Server: Select this option if this computer will be the System
Management Server. Make sure that you are configuring only one SMS for your entire system. All other
computers in your System Platform topology should be configured to connect to this server by using the
Connect to an existing System Management Server option. A security code is shown when you
configure this option. When you configure other nodes using the "Connect to an existing System
Management Server" option, verify that the codes match. You can view the certificate by clicking the
Details... button.

¢ No System Management Server configured. (NOT RECOMMENDED): Select this option to set up your
computer without encryption and secure communications. If the System Management Server is not
configured, an option that allows SuiteLink connections to use unencrypted communications is
automatically enabled.

Even if you do not configure an SMS for this node, you can still configure the System Management Server
for other computers in the topology to use. You can also use this option to remove any previously
installed certificates that were managed by the System Management Server.

Important! Every redundant Application Server run-time node must use the System Management Server
if data is being historized. Redundant nodes have an instance of HCAP running, which is used to
synchronize tags and store-and-forward data between redundant AppEngines. In System Platform 2023
R2 SP1, secure communication is required for HCAP and multi-galaxy communications (MGC), and thus,
redundant nodes will not function without the SMS.

If the SMS is not configured, there will be data loss, as well as warnings and error messages. SMS
configuration is required for connected experience to work.

2. Select the Advanced button for additional configuration options. These include setting port numbers, adding
a security certificate, and setting the SuiteLink communication mode. See Advanced Configuration for details.

3. Press the Configure button.

¢ If you are connecting to an existing System Management Server, the Security Warning window is
displayed:
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Warning X

You are about to establish  trust  with remote  Ccomputer

W could not automatically verify the identity of the remote computer, so
it may be unsafe to proceed.

You should verify that the security code shown in the configurator on
Computer - * matches
the code shown below. For additional information about the remote
compauter, press the Details button.

Security Code:

Details...

60 8E 3D 58 F& FF 2F D6 28 7F B3 90 AC 81 CC 91 F2DC EACF
Warning:
If you trust remote computer, Windows will trust any other computer that
also trusts " I you
click the ¥Yes button, you acknowledge this risk
Do yiou want to prodeed with trusting the remote computer?

Yo o

By establishing trust between machines, communications can pass freely. This will be a security concern
if you are not sure of the identity of the remote computer. If you have any doubt about the computer
you are connecting to, verify the security code and certificate details by selecting the Details... button in
the Advanced Configuration dialog to open the certificate.
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a Certificate >

General Details Certification Fath

-1 Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
« Proves your identity to a remote computer
« All issuance policies

Issued to: SP-BLO2Z ASE Root CA

Issued by: SP-BLOZ ASE Foot CA

Valid from 4/30/2022 to 4/25/2042

¥ You have a private key that corresponds to this certificate.

4. Select the next item in the left pane that requires configuration. When all required items have been
configured, press the Close button to complete installation.

Step 3: Configure federated identity provider

To configure the Federated Identity Provider

1. Prepare the Federated Identity Provider prerequisites.

a. For a federated identity connection, you need a valid AVEVA Connect account, and you must be an
administrator on that account.

b. This step only applies to the node where this machine is the configured System Management Server or
Redundant SSO. If a node is connecting to an existing System Management Server and is not a
Redundant SSO, configuring the Federated Identity Provider is not required.

2. Select Federated Identity Provider in the left pane, under Common Platform.

The Identity Manager component in the Platform Common Services (PCS) Framework available on the
System Management Server (SMS) and Redundant SSO (RSSO) machines can be configured for "federated"
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login with AVEVA Connect. This means that a user can enter their email address as registered with an AVEVA
Connect account into the Identity Manager login form, at which point they are redirected to AVEVA Connect
so they can log in. At present, for Operations Control connected experience, only federation to AVEVA
Connect is supported and Azure AD is not supported.

If you set the Federated Identity Provider to "None" you can use AVEVA Identity Manager or local identity
providers such as Windows authentication, but you will no longer have a connected experience
configuration.

Conhgurator = B8 X
Fle Help

= ) Commmon Plathorm

Licenise MMogs AVEVA praducts sllow suthenticabion o be redirected to an extermal source. This i krdven o & Pederated
System Management Senver identity prowider.
Fedemnted ldentty Frovaler
- E AVEVA Erterperse Licoriang Pleads sebict the Becirated identity pronader Thit pou wianl 82 ule
Secure .
Fwr e information see Federate
Select Licerse Senver
= @) industrial Graphics Lerver
Chent Settings B A
g . diriiity Proander ANEVA Cormedt
Authiration SHttegs
= o SNEVA Syvtem Plathorm
Application Server gRPC Sedect AVEVA Commect to manage uwsers and scsorisied group memberships through the AVEVA
iclentity Manager Registration | CoAnect portal To perform this operation, you will need the Appicaton Maniger penmndasn in AVEVA
Connect

= @ AVEVA Historian

Security
Sea--:'\-‘l register your installed sed Boensed products with the identity Marager.

Faepaurtineg
= ) AVEVA Systern Manitae
Syitem Mandar Mansger
Alprt Email Server
= o AVEYE nTouch B
Ideniity Manager Pegistration

S
2 T i AVEVA Connedt, ydu muit configers the Syabem Mansgimint Sirvir. iy will aha need 1o

Configuration Messages

Befret Al Messages Liese

3. Select the appropriate AVEVA Connect account.

If you have multiple AVEVA Connect accounts, then after the authentication, an account selection dialog
listing multiple AVEVA Connect accounts will be displayed. Select the account with which you want to be
federated.

If you are part of only one AVEVA Connect account, then the account selection dialog will not be displayed.

4. Provide your AVEVA Connect credentials when requested.

Note: If you are configuring a Redundant SSO Server, it is important to select the same AVEVA Connect
account that was configured on the System Management Server.

Step 3a: Configure SMS Advanced, Authentication (optional)

To configure the authentication dialog

1. Select System Management Server then click the Advanced button and select the Authentication tab.
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2. Select the authentication option. Each option will exhibit different single sign on (SSO) behaviors across
desktop and web based Ops control products.

¢ Select to authenticate using an embedded pop-up browser: This option displays the AVEVA Identity
Manager login page in an embedded browser using a pop-up window when you are prompted to
authenticate.

¢ Select to authenticate using your default browser: This option displays the AVEVA Identity Manager login
page in your default browser when you are prompted to authenticate.

Advanced Configuration x

Certificates  Ports  Communications  Authentication  AVEVA Identity Manager

AVEVA desktop applications that use AVEVA |dentity Manager may support authenticating using either
the default browser or an embedded browser using 8 pop-up dislog. This will have no effect on
browser-based applications.

_Plfase refer to the documentation for the Authentication Tab to determine if vour product supports:

#® Select to authenticate using embedded browser using a pep-up dialeg.

Select to authenticate using your default Browser.

If no cefault browser is configured on this computer, please define a supported browser.

Note: The default behavior - an embedded pop-up dialog - is best for a machine that does not have a default
browser configured, or in a restricted environment, or where no browser is installed. Selecting to use your
computer's default browser will support all other uses. For more information, see Embedded browser pop-
up versus default browser.
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Step 4: Register each installed and licensed product with AVEVA
|dentity Manager

To register products with AVEVA Identity Manager

1. Complete or verify preliminary steps before registering your products.
a. Enable AVEVA Operations Control connected experience as your license mode.
b. Configure the System Management Server.
c. Configure a Federated Identity Provider.

2. Navigate in the Configurator left pane to the product you want to register. Select Identity Manager
Registration to access the registration page. This page will differ slightly from product to product.

Example: InTouch registration page:

Configuratos - ox

L "'I ” Riegister AVEVA Syntem Platfrm with [dentity Mamager
(LY Cude
A M mant
§ Sy “"T o This maching is configured 10 we 2 System Managemsent Server(3ME). Please dick Configure to

Federated kdens PRgEEL AVEVA Syaties Plettoms with the Idangsy el

I'a Ervterprise Licensing

'.‘\.ut
Latasrei Sarvnr

= ) Induimnal Geaghecs Server

g.__

H“ W Lysbem Patioem

Configurstion Messsges
S5 configurabon Ras changed. Configune 1o updabe the chent negrstration stabus

3. Click Configure.

Note: If the SMS configuration changes, you may need to update the federated identity provider
configuration and you must re-register each installed product with the AVEVA Identity Manager.
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This chapter describes the different components of Common Platform and its plugins.

Common Platform services include the following components:

¢ License Mode
e System Management Server

¢ Federated Identity Provider

License Mode

You can configure the License Mode in the Configurator under the Common Platform tab.

Note: License mode changes do not take effect until the computer is restarted.

Important information about configuring a license mode

Product capabilities and behaviors: Selecting a license mode enables product capabilities and directs the
behavior of specific products, but does not select or activate a specific license. Installing and setting up licenses
are separate from the license mode. Refer to individual product documentation for information about installing
and setting up licenses for that product.

Products affected by license mode configuration: Product behaviors directed by the selection of a license mode
may not be applicable to all installed products. The Configurator is a common framework and license mode
selection might not apply to a product you have installed and want to configure.

For information on Operations Control connected experience implementation, see Operations Control connected
experience - product co-existence.
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Configurator — O X
File Help
- a Common Platform

Licerse Mode Use the following choices to select the hcense mode on your local computer. The selected option

System Management Serve controls the licensed behavior and festures of the installed products. A comesponding license must be
Federated bdentity Provider  d5tivated and available in the License Server configured fior this installation. Changes to the License
BVEVA Enterprise Licersing Maode do not take sffect untl the computer is rectaned
Industrial Graphics S&rver
The connected expenence requires an AVEWA Connect account with a valid AVEVA Cperations Control
subscription and user management Product capabilities included in the connected expenence are
automatically licensed during AVEVA Connect log in. For more information about AVEVA Operations
Contral, sme AVEVA Oparations Contra

AVEVA System Platform
BVEVA Historan
AVEVA Systerm Maonitor
AVEVA InTouch HMI

4 4 & & = &

Refier to your product documentation fior information about using the connected expenience.
License Made
Perpetual (D
Flex @
& AVEVA Operations Contred (1)
[ Connected axpenence II}

Notes:

= An internet connection must be available on all nodes in Your Bt Quning operation
under the connedted expenenie

- Wou must canfigune the System Mansgement Server and canfigure AVEVA Connect a2 the
Federated ldentity Provider when enabling the connected expenence. See Configuning the

gonnected experience.

Configuration Messages

Refresh All Mesages Configure Close

License mode options

The following License Mode options are available:

¢ Perpetual: A specific AVEVA product license purchased for use in perpetuity.

¢ Flex: Choose subscription license separately for a range of AVEVA products. Purchase Flex credits to license
use of any AVEVA cloud, hybrid or on-premises products for a recurring period.

e AVEVA Operations Control: A subscription license for at least one of two AVEVA Operations Control packages
(Edge, Supervisory); includes unlimited use of all products in the product package for your defined set of
users.

¢ Connected experience: Enables Single Sign-on (SSO) experience across all Operations Control products
for that node with AVEVA Connect cloud capabilities.

System Management Server

AVEVA software products require post-installation configuration in order to identify servers, use encrypted
communications, and enable other product functionality. Configure your products using the Configurator after
you have installed them. The Configurator lists all product components that require post-installation
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configuration.

Note: Configuring a System Management Server (SMS) is highly recommended to ensure the security of your
System Platform. It is required for Application Server nodes 1) when redundancy is enabled, or 2) when
implementing Multi-Galaxy Communications. All nodes should be configured to point to a single SMS node or
communication between nodes may not succeed.

System Management Server overview

The System Management Server (SMS) allows encrypted communication between machines. Encrypted
communications can be used when a trust relationship between one or more machines running AVEVA products
is established. This is achieved through the System Management Server by utilizing certificates.

Only one of the machines in the network is identified and configured as a System Management Server. Machines
running AVEVA products can then connect to that single System Management Server to establish trust and
configure encrypted communications.

Note: To connect to the System Management Server, you need to be a member of either the "aaAdministrators"
or the "Administrators" group on the machine where the System Management Server is installed.

Install System Management Server

Regardless of the size of your system setup, only one System Management Server is required for encrypted
communication. System Management Server can be installed on one of the machines running an AVEVA
application or on a separate machine on the network.

Note: You need to include only one System Management Server in your entire system. If other AVEVA products
are installed, confirm that System Management Server has not been configured elsewhere before proceeding, as
communication disruptions may occur.

Ensryptes Doty

Tl e 1 Machine 2

System Management Server can also be installed in a large, multi-site environment running multiple AVEVA

products. In such systems, the location of the System Management Server may be governed by one or more
products. However, all AVEVA products should be able to connect to the System Management Server so that
certificates can be renewed when required.

An example configuration of a multi-site system is shown below:
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Redundant SSO server

You can configure a machine that connects to an existing System Management Server as a Redundant Single
Sign-On (RSSO) server. When you select the System Management Server and configure the current machine, the
SSO capability from the System Management Server is shared with the RSSO server.

The purpose of setting up RSSO servers is to:

e distribute the workload between RSSO servers
¢ eliminate single point of failure

Note: Not all AVEVA products make use of the Redundant SSO Server functionality. Refer to your product
documentation to see if this feature is supported.

The following diagram illustrates the working of RSSO servers:

A agmared aa S50 meror Toknn
Maching 1  ———————p

g

R

Machine 2

0 il i, B Tehis

-

A brief description of the steps in the above workflow is given below:

1. Machine 1 and Machine 2 connect to an existing System Management Server and are configured as RSSO
servers using the Configurator.

2. Client A and Client B are registered with the System Management Server.
When a workflow is initiated on Client A, it requests a token from Machine 1.

4. Machine 1 sends a token to Client A as if it were sent from the System Management Server.
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When a workflow is initiated on Client B, it requests a token from Machine 2.

6. Machine 2 sends a token to Client B as if it were sent from the System Management Server.

Note: The client needs to be configured manually to select the RSSO server with which it will communicate
for obtaining a token.

The main difference between the System Management Server and the Redundant Single Sign-On (RSSO) server is
that a client can register only with the System Management Server, not with the RSSO server. If you configure
RSSO servers, it is recommended that the clients communicate with an RSSO server to obtain a token.

A workflow is initiated and completed on a single RSSO server; it cannot be split between RSSO servers.
Subsequent client requests for a token should be made to the RSSO server that issued the original token. In
addition, token renewal is also possible only with the same RSSO server.

If the original RSSO becomes unavailable, a new token needs to be requested from another, available RSSO
server.

An RSSO server can run independently without the System Management Server, provided that the latest client /
resource configurations have already been synchronized.

Note: Configuration such as client registration can only be made with the SMS. RSSO does not accept
configuration requests.

Configure a System Management Server

You can complete the following tasks in the Configurator:

¢ Configure the System Management Server

e Connect to a System Management Server

In addition to the above tasks, you can configure Advanced settings.

If the System Management Server configuration is changed, you must re-register the Identity Manager for
Application Server and InTouch, and reconfigure Application Server gRPC.

Note: If the System Management Server is not configured, capabilities such as connected experience, Web OMI,
Azure AD/ CONNECT federation, Application Server redundancy, and Multi-Galaxy Communications will not be
available.

Connect a machine to a System Management Server

Machines running AVEVA products need to connect to a System Management Server via a configured certificate
in order to use encrypted communication.

To connect a machine to a System Management Server

1. Start the Configurator on the machine you wish to connect. The Configurator screen is displayed.
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2. Inthe left pane, select Common Platform > System Management Server.

If you wish to connect to an already existing System Management Server, select the Connect to an existing
System Management Server.

4. From the list of System Management Servers available, select the required System Management Server. Note
that the list displays all machines on the network that have been configured to function as System
Management Server. In most cases, there is only one System Management Server.

5. If you wish to configure a machine as a Redundant SSO (RSSO) server, under Connect to an existing System
Management Server, select Configure this machine as a Redundant SSO Server.

6. Select Configure. The System Management Server configurator verifies the configuration, and if any
conflicting certificate configuration or communications port binding is detected, the following Warning
message is displayed.

lgj Warning -— o k4

Warning: Basting Certificate binding found.
An existing TLS Certificate was bound to the HTTPS port (443)

Friendhy Mame: MyCert
Issued By LA e L

Do you want to continue and replace this certificate binding?

Yo || Mo |

7. Selecting No results in the following message being displayed in the Configuration Messages area, and the
machine will not be connected to the System Management Server.
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8. Selecting Yes replaces the binding. By default, the root certificate is downloaded from the System
Management Server. This is possible only when the Automatically Generated certificate option is selected

on the Advanced page. The following message is displayed.

‘iarmirsg

Wou are about to establish  frust  with  remobte  computer

We could not automatically verify the identity of the remote computer, so
ot iy b undabbe o procesd.

Wou should verify that the security code shown in the configurator on
computer " i = " matches
the code shown below. For additional infoemation about the remote
compider, press the Details button

Secunty Code: Details_

DF BB 1V 9€ OF 4F 5T C3 C5 42 A3 68 14 F3 ED 54 00 30 AF EB

Waering:

H you trust remote computer, Windows will trust sny other computer that
o frusis * & 0= I o click
thee Yes button, you scknowledge thes sl

D o wineit 1o proseed vath trustang the remate compuates]

BN

x

9. Review the message carefully before you select Yes. Selecting No cancels the configuration process.

10. Select Details, to view more information about the certificate.

If you are not a member of the "aaAdministrators" or "Administrators" group on the System Management
Server, a dialog box prompting you to log on to the System Management Server with administrative
credentials is displayed. Enter the credentials of a user that is a member of the "aaAdministrators" or

"Administrators" group on the System Management Server and select OK.

Bc

User

onfigurator

Name

Cancel

Note: If you have configured a communications proxy on the server where the System Management Server is
installed, contact the AVEVA Global Customer Support team for information about installing and connecting
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to the System Management Server.

The Configuration Messages area displays the steps in the configuration process and the progress. If the
configuration is unsuccessful, you can view details of the errors in System Management Server.

Select Close to exit the Configurator.

Configure the System Management Server

To configure the System Management Server

1.

Start the Configurator. The Configurator screen is displayed.

Adaprded

Corhius st Mesisiees

In the left pane, select Common Platform > System Management Server.

Select This machine is the System Management Server. Review the notes on the screen before you start the
configuration.

Note: You should include only one System Management Server in your entire system. If other AVEVA
products are installed, make sure that a System Management Server has not been configured elsewhere
before proceeding as communication disruptions may occur.

Select Configure.

Select Yes for the Warning message after you confirm there is only one System Management Server in your
entire system. If other AVEVA products are installed, make sure that a System Management Server has not
been configured elsewhere before proceeding as communication disruptions may occur.

The System Management Server configurator verifies the configuration, and if any conflicting certificate or
communications port binding is detected, the following Warning message is displayed.
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18] Warning - O s
An exsting TLS Certificate was bound to the HTTPS port (443)
Friendly Marme:
Issued By: M

Do you want to continue and replace this certificate binding?

[ Y || No |

Note: If you change the System Management Server address, you must re-register all installed products.

6. Selecting No results in the following message being displayed in the Configuration Messages area, and the
machine will not be connected to the System Management Server.

Configuration Messages

Selecting Yes replaces the binding. The Configurator will start configuring the System Management Server.

On successful configuration, the message Device configuration completed is displayed. The security code is

displayed in the Configurator as shown below. It is recommended that you make a note of the security code

because you will need to verify the security code when you add other machines to this System Management
Console.

9. Select Details, to view more information about the certificate.
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If the configuration is unsuccessful, you can view details of the errors in the System Management Server.

10. Select Close to exit the Configurator.

Run products without a System Management Server

To run AVEVA products without a System Management Server configured

Start the Configurator.
2. Inthe left pane, Select Common Platform > System Management Server.

3. Select No System Management Server configured. Selecting this option results in each individual AVEVA
product managing their secure communications, which may or may not be available without the System
Management Server.
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Note: This procedure is not recommended. It is intended for temporary troubleshooting purposes.

Advanced Configuration

If you have already configured a System Management Server or have selected a System Management Server to
connect to, the configuration may be modified if it is required.

To modify an existing configuration
¢ Select Advanced. The Advanced Configuration dialog is displayed.
The Advanced Configuration window consists of the following tabs:

o Certificate: To configure the certificate for secure communications.
¢ Ports: To configuring the http and https communication ports.

e Communications: To enable or disable the ability to use a non-encrypted channel for SuiteLink
communications, and limiting which users have access to NMX communications.
¢ Authentication: To enable browser to authenticate user.

Certificates tab

System Management Server uses a security certificate to ensure that communication between nodes is
encrypted. The Certificates tab includes the following configurable fields:
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¢ Certificate Source: Select either Automatically Generated (default), or Provided by IT. If your IT department
is providing the certificate, select Import and navigate to the certificate file.

¢ Certificate: The certificate name is displayed. If you imported a certificate, select Details to know more. The
certificate is periodically renewed through an automatic update process, both on the server node and on
remote nodes.

¢ System Management Server: If you are connecting to an existing System Management Server, the name and
port number of the server you selected is shown.

To configure the certificate for secure communications

1. If you want the Configurator to generate a certificate, select Automatically Generated from the Certificate
Source list. By default, automatically generated is selected. The Certificate field is disabled if the
Automatically Generated option is selected, or if certificates generated earlier have been deleted. To view
more information about the certificate, select Details.

Note: Automatically generated certificates are renewed automatically.

2. If you want to use a certificate generated by your IT Department, select Provided by IT (import/select) from
the Certificate Source list.

n e

3. From the Certificate list, select the certificate you want to use.

4. Select Import to use a certificate not listed in the Certificate list. The Import Certificate dialog is displayed.
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In the Certificate file field, browse to select a certificate.

6. From the Certificate Store list, select the type of certificate — Root, Intermediate, or Personal. The certificate
is configured to be used for encrypting communication channels.

Depending upon the type selected here, the certificate is stored in the Certificate Store identified by the
certificate type.

7. Inthe Password field, type the password for the selected certificate Store. The Certificate Store does not
have a password. This is the optional password for the certificate being imported.

8. Select OK to save the details and close the Import Certificate dialog.

Note: The IT Department needs to renew certificates they generate as and when required.

9. Select Details, to view the details of the certificate.

The System Management Server field is displayed only if you have selected the Connect to an existing
System Management Server option in the previous screen. You can use this field to change to a different
System Management Server. From the System Management Server list, select the machine on which you
want the certificate to be generated.

Note: You can only specify a computer name or a fully-qualified domain name for the System Management
Server. It is recommended that you always use a fully-qualified domain name to identify the SMS. Specifying
the name in a different format, for example an IP address, may result in errors.

Ports tab

The System Management Server uses HTTP and HTTPS for communications with AVEVA software. Remote nodes
must be configured with the same port numbers as configured here. By default, the System Management Server
uses HTTP port 80 and HTTPS port 443. Generally, you can use the default settings. Select the Advanced button,
then select the Ports tab and edit the port numbers as needed.

To configure the HTTP and HTTPS communication ports

This is the port number on which the System Management Server is configured and is automatically populated. It
is recommended that you also check the port number manually.

1. Select the HTTP Port and HTTPS Port. The defaults are 80 and 443, respectively.
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These ports are local ports on the current machine, which are used by web services and clients connecting to
this machine.

Note: If you change the default ports you need to

(i) restart the machine for the change to take effect, and

(ii) update the port number(s) on all client products that point to servers running on this machine.
This excludes the System Management Server because it discovers port numbers automatically.

HTTP and HTTPS ports range from 0 to 65535. Within this range, you may choose any port that has not been
blocked or is currently in use. Otherwise, you will receive "Port number conflict" error.

2. Select OK to save your settings. The Configurator’s main screen is displayed.
3. Select Configure.

The Configuration Messages area displays the steps in the configuration process and the progress. Upon
successful configuration, the crtificate is generated on the local machine and signed by the selected System
Management Server. The server name is displayed in the Certificate field of the Advanced Configuration
dialog. If the configuration is unsuccessful, view details of the errors in the Operations Control Management
Console.

Communications tab

The Communications tab allows you to configure the behavior of the AVEVA communications protocol. The
Communications tab includes the following configurable fields:

e SuiteLink: TCP/IP based communication protocol

¢ Network Message Exchange (NMX): AVEVA application communication protocol
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Advanced Configuration x

Certificates Parts Communications Authentication

Use this tab to configure the behavior of AVEVA communications protocols.

Many AVEVA and 3rd Party products that integrate with System Platform use these protocols. For
example: InTouch HMI, Historian, Ol Servers (CDP), Batch Management, Workflow, and others.
Refer to your product’s documentation or contact technical support for more information.

Suitelink
Suitelink is a TCP/IP based communications protocol.
Suitelink communications between processes on this node, and between processes on this

node and other nodes can be encrypted. Please select the appropriate handling for non-
encrypted Suitelink connection requests.

D Accept non-encrypted Suitelink connections (mixed mode).

Mixed mode is recommended for use only during onlir

Metwork Message Exchange (MMX)

MMX is an AVEVA application communication protocol that uses a DCOM-based
communication transport mechanism. Authorization to access NMX can be restricted to users
that are members of a well-known 0% User Group. Please select the appropnate handling for
MMX access authorization on this node.

[:] Grant access to NMX for all users (NOT RECOMMEMNDED)

0K [ Cancel l

Note: The Communications tab will be hidden if you do not install a product that uses Suitelink or NMX
communications.

SuiteLink mixed mode setting

Prior to System Platform 2023, enabling the System Management Server, either by connecting to an existing
server or by setting this machine as the System Management Server resulted in the following behavior for
SuiteLink connections:

e The system first attempted to make a secure connection between a SuiteLink client and the SuiteLink server.
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¢ |f a secure connection could not be established, an unsecured SuiteLink connection was made. Users were
not notified if the SuiteLink connection was not secure.

As of System Platform 2023, the System Platform Configurator includes an option to force all communications to
be encrypted for SuiteLink connections.

¢ Mixed mode enabled: This is the default setting if you are upgrading a node from a prior release. With the
checkbox set to true (checked), the behavior described above is used, in which unsecured connections are
allowed. This mimics legacy System Platform behavior, prior to the System Platform 2023 release. This setting
is NOT RECOMMENDED except for the use cases listed below.

¢ Mixed mode disabled: This is the default setting for new installations. With the checkbox set to false
(unchecked), client connections to the SuiteLink server are only successful if the connection is secured, that
is both nodes must configured to use the System Management Server. This option ensures that the
connection between the SuiteLink Server and SuiteLink clients is always secure (encrypted). If a secure
connection is not available, the connection will not be allowed. A secure connection between client and
server is only possible if both are configured to use the System Management Server.

Mixed mode use cases

Mixed mode is recommended for use under the following conditions:

¢ While upgrading an existing System Platform installation (performing a node-by-node upgrade). Reset the
mode to disable mixed mode after the upgrade is complete.

¢ To support legacy applications that do not use encrypted SuiteLink communications.

Note: Whenever the SuiteLink communication mode is changed, a system restart is required before the new
mode will take effect.

NMX user access setting

The AVEVA Network Message Exchange (NMX) is an application communication protocol that leverages a DCOM-
based transport mechanism for communication between nodes. For new installations, the default setting is to
disable access for all users to NMX communications. If you are upgrading an existing System Platform installation,
access for all users is enabled by default. Reset the mode to restrict access after you complete the node-by-node
upgrade.

¢ Enable access to NMX for all users: This is the default setting if you are upgrading a node from a prior
release. Allowing access for all users is NOT RECOMMENDED except for the use cases listed below.

¢ Disable access to NMX for all users: This is the default setting for new installations. With the checkbox set to
false (unchecked), NMX communication is allowed only for the users and accounts that require it. NMX
access is allowed for:

¢ Members of the OS User Group aaRuntimeUsers
¢ Members of the OS Administrators group
¢ The System Platform Network Account

¢ The local system account (NT System)

Access to NMX for all users use cases
Access for all users is recommended for use under the following conditions:
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¢ While upgrading an existing System Platform installation (performing a node-by-node upgrade). Reset the
mode to disable access for all users after the upgrade is complete.

¢ To support legacy applications that require access for all users.

Note: Whenever the NMX mode is changed, a system restart is required before the new mode will take
effect.

Authentication tab

The Authentication tab allows you to authenticate using two options:

¢ Select to authenticate using embedded browser using pop-up dialog: This option displays the AVEVA Identity
Manager login page in an embedded browser using a pop-up window when you are prompted to
authenticate.

¢ Select to authenticate using your default browser: This option displays the AVEVA Identity Manager login
page in your default browser when you are prompted to authenticate.

Advarsed Confguntion x
Cartifaated Paiti Authenticabon
.
HVEVA desiiop applications that use AVEVA identity meansger may suppost authentoating using either
the default beowier o an embedded Erowier uting pop-up dislog. Thit will have no effect on Browier-
barsed applhcatons

Please reher 19 the documeniatan for the Authenboabes Tab

%) Sehect to suthenticats using embedded browier uling pop-up disiog

Seleci to authemboate WSINg Yol CEfE ult browser

4 e delault Beoraser i configueed on this computer, please defne 5 supparted browses

“ o

Note: The default behavior - an embedded pop-up dialog - is best for a machine that has no browser
installed. Selecting to use your computer's default browser will support all other uses.

Federated Identity Provider

Federated identity is a method of connecting a user’s identity across multiple separate identity management
systems. Users can move between systems while maintaining security. It allows authorized users to access
multiple applications and domains using a single set of credentials.

Note: An internet connection must be available on all nodes in your system during operation under the
connected experience including authentication. If your system is offline or you have otherwise lost connection
with CONNECT, see Offline connected experience for information about offline options.

The Federated Identity Provider plugin registers on-premises AVEVA ldentity Manager server with the external
identity provider (Azure AD or AVEVA Connect), establishing a trust-based relationship between them. The user
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authentication is delegated to the external identity provider.

When you launch an AVEVA product on a node that’s configured to be a connected experience node, you are
prompted to authenticate via one of the two authentication user experiences (as configured) using their
federated ID with AVEVA Connect. This requires your Active Directory to be federated or synced with your AVEVA
Connect account. AIM acts as a middle layer for all the session and authentication redirects and capabilities.

All on-premises Operations Control products are required to use AlM as a local identity provider to run in
Operations Control mode. AIM is configured to federate with CONNECT and CONNECT is federated with your
identity provider. All cloud services use AVEVA Connect as an identity provider, and it can be configured to
federate to your Azure AD or other identity provider. This is required only for connected experience. For non-
connected experience, it is optional.

Conhgurator - O X
File Help [
= @& Comman Platioorm
Licerse Mode AVEWA products allow authentication to be redirected to an extemal source. This is lonown as a federated
System Management Server lentity provider.
Federated identity Provider
3 AVEVA Enterprise Licensing Please salact the federated identity provider that you want to wie
Seture _ " N . . .
a Balect licenite Sernty For morg snformation set Federated koent !‘_ FIoHWEgET
= a Industrial Graphics Seroer
ih::; S':m:gi 5 Identity Provider AVEVA Connect ¥
uthentstatson Settings
= i AVEVA Systern Platfarmn
Application Server gRPC Select AVEVA Connect to manage users and associated group memberships through the AVEVA
Identity Manager Registration Connect poral To perform this operation, you will nesd the Application Manager permizson in AVEVA
e a AVEVA Historian Connect.
Server i
Sequrit To use AVEVA Connect, you must configure the System Management Server. You will also need to
Smr-h'f register your installed and lieensed products with the Identity Manager.
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0 13entity Manager Registration

Configuration Messages
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Before you register your product with the federated identity provider, ensure the following:

¢ Enable AVEVA Operations Control connected experience as your license mode

¢ Configure System Management Server (SMS)
For more information about AVEVA Identity Manager refer to the following topics:

e AVEVA ldentity Manager guide
¢ Key Concepts of Identity Manager
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e Certificates
¢ Identity Provider Options- Azure AD authentication, AVEVA Connect authentication
e Federated Identity Provider Workflow

e Complete Federated Identity Provider configuration

Troubleshooting connection problems

The Federated Identity Provider plugin supports registering up to 100 System Management Servers (SMS) or
Redundant SSO Servers (RSSO) with an AVEVA Connect account. If you exceed this limit, the Configurator displays
the following error message:

Failed to register AVEVA Connect |denlity Provider: Failed to generate application in AVEVA Connect.

ErrorMessage: Property CallbackUrls contains more values than are permitted for this application type.
Actual: 1017, Maximum: 100..

To continue with the registration process, do these steps (detailed instructions follow).
1. Delete stale or unused application URLs from your AVEVA Connect account.
This step alone could resolve a limitation issue. If not, proceed with the following steps.

Acquire an access token
Configure an application
Add URL's to an existing application

Add a new application

ik wn e

Register the System Management Server or Redundant SSO Server with AVEVA Connect via Powershell
To delete stale or unused application URLs from AVEVA Connect

1. Loginto your AVEVA Connect account.

Note: You must be an administrator on your AVEVA Connect account to perform this operation.
2. Click an application. The Edit Application slide-in pane appears.

Scroll down to the listed Redirect and Log out URLs.
4. Click the delete (trash can) icon to delete a URL.
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5. Repeat step 4 for all stale or unused URLs for each application.

To acquire an access token

Open the browser and navigate to AVEVA Connect.

2. Sign in with your user credentials, and if prompted, select the appropriate account.

3. Select Integrations from the left navigation pane.

AVEVA™ Connect

| o Home Integrations x
B} o
S *
| E ]
= - »
O Fe ]
.|'_;_"_'.
"
& seoms )

4. Select Access tokens and then select Create access token to create a new access token.
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For Access Token Configuration, select Advanced.
6. Select Account access token option.

Ensure that the Roles include On-Premise Identity Integration (AIM) and record the access token.This is
required later during the registration process.

To configure an application

Link the redirect URLs and logout URL’s with an application. Each application can support 100 redirect URL's and
100 logout URL's.

1. Select Integrations from the left navigation pane.
2. Select Applications.

By default, the screen displays "FID_PCSSystemManagementServer" application. This application is
automatically created by the Federated Identity Provider configurator plugin.

To add URLs to an existing application

1. If you have any other applications listed other than the default application, select the other application.
2. Confirm whether the application Type is set to "PCS On-Premises Identity Integration".

If the application Type is not set to "PCS On-Premises Identity Integration", ignore the application as it was
created for a different purpose.

Scroll through the redirect URLs and select Add redirect URL.

4. Add aredirect URL in the format "https://{fqdn}/identitymanager/signin-avevaconnect" (where {fqdn} is your
fully qualified domain name. i.e. mycomputer.mydomain.com).

5. Scroll through the logout URLs and select Add logout URL.

6. Add alogout URL in the format "https://{fqdn}/identitymanager/signedout-callback-avevaconnect" (where
{fqdn} is your fully qualified domain name. i.e. mycomputer.mydomain.com).

7. Record the Client ID for the application.

To add a new application

If the application "FID_PCSSystemManagementServer" is the only application, or if the other application has also
reached the limit of 100 redirect URLs and 100 logout URLs, then create a new application before adding in your

© 2015-2024 AVEVA Group Limited and its subsidiaries. All rights reserved. Page 45



'AVEVA\TM Operations Control Configurator

Common Platform

redirect and logout URLs.

Select Create application to create a new application for AIM integration.
Select the Type as"PCS On-Premises Identity Integration".

Record the Client ID field. This is required later during the registration process.
Scroll through the redirect URLs and select Add redirect URL.

Add a redirect URL in the format "https://{fqdn}/identitymanager/signin-avevaconnect" (where {fgdn} is your
fully qualified domain name. i.e. mycomputer.mydomain.com).

vk wNn e

o

Scroll through the logout URLs and select Add logout URL.

7. Add alogout URL in the format "https://{fgdn}/identitymanager/signedout-callback-avevaconnect" (where
{fqdn} is your fully qualified domain name. i.e. mycomputer.mydomain.com).

To register the System Management Server or Redundant SSO Server with AVEVA Connect via
Powershell

On the computer that is configured as the System Management Server (or RSSO), launch Powershell as an
administrator and run the following commands:

$AccessToken = ConvertTo-SecureString -String "**xx***x" _AsplainText -Force Add-
PcsAuthenticationProvider -name AvevaConnect -ClientID ******** _Epndpoint
https://signin.connect.aveva.com -ServicesEndpoint https://services..aveva.com/
-AccessToken $AccessToken
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Configure System Platform components

Configure System Platform components using the Configurator dialog box after installation. Configurator includes
a product tree that lists the components for each of the products that require post-installation configuration. It
has a set of pages that can be accessed via a directory to the left of the interface.

Register your product with Identity Manager

The AVEVA Identity Manager (AIM) is a standalone authentication server that allows users to log into AVEVA
products using a standard user experience. This makes use of the industry standard OpenID Connect protocol.

Before you register your product with Identity manager, ensure you have configured the System Management
Server.

For AVEVA Identity Manager registration, refer to the product documentation, as each product has its own
registration page.

Note: If you change the System Management Server address, you must re-register all installed products.

Configure Industrial Graphics Server

The Industrial Graphic Server is installed whenever the InTouch run-time component is installed on a node, and
lets users view InTouch HMI applications in a web browser.

There are two configuration items for the Industrial Graphic Server:

¢ Client Settings: This sets how frequently the Web Client refreshes graphics and alarms.

¢ Authentication Settings: This establishes the credentials that the Web Client will use for connecting to the
web server.

Client Settings

To configure Client Settings

1. On the left navigation pane, expand Industrial Graphics Server, and select Client Settings.
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2. Under Graphic Refresh Rate, set the screen refresh interval. This determines how frequently the web
browser will query the web server for graphic data. A longer interval reduces network traffic and may be
needed for very low-bandwidth networks or intermittent connections.

¢ Default: 1000 ms (1 second)
e Minimum: 250 ms
e Maximum: 60000 ms (60 seconds)

Note: The Graphic Refresh Rate cannot be less than the Alarm Refresh Rate. If you lengthen the Graphic
Refresh Rate, the Alarm Refresh Rate will automatically synchronize with the Graphic Refresh Rate.

3. Under Alarm Refresh Rate, set the alarm refresh interval. This determines how frequently the web browser
will query the web server for alarm data. By default, the Alarm Refresh Rate is the same as the Graphic
Refresh Rate. You can make the refresh interval longer for alarms than for graphics, but the Alarm Refresh
Rate cannot be shorter than the Graphic Refresh Rate. A longer interval may be needed for very low-

bandwidth networks or intermittent connections.
e Default: 1000 ms (1 second)
¢ Minimum: Graphic Refresh Rate
¢ Maximum: 60000 ms (60 seconds)
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Authentication Settings

To configure Authentication Settings

1. On the left navigation pane, expand Industrial Graphics Server, and select Authentication Settings.
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There are two options:

¢ User Authentication. This lets you configure the Web Client to use Single Sign-On using the AVEVA
Identity Manager. The System Management Server must be configured before selecting this option, and
is used as the AVEVA Identity Manager.

¢ Windows Authentication (default). Skip to step 3 if you are using Windows Authentication.

2. User Authentication configuration (optional): To allow access outside the plant network, enter the Secure
Gateway URL, which is a secure reverse proxy server installed in the DMZ.

Select Configure.

4. Select the next item in the left pane that requires configuration. When all required items have been
configured, select Close to complete installation.
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Configure AVEVA Historian

You can use the Configurator to configure AVEVA Historian settings.

The configuration items for AVEVA Historian are:

e Server
e Security
e Search

¢ Reporting

Note: Before running the Configurator, be sure SQL Server is installed and running. Also, be sure you have
SQL Server administrator rights.

Server

To configure Server settings

Important: Most server settings cannot be changed while Historian is running. To change most server settings
after initial configuration, you must first shut down and disable the historian using the Management Console.
After making the change, restart and enable the historian.

1. On the left navigation pane, expand AVEVA Historian, and select Server.
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Existing Database Conflict

L

o Drop and create néew database

Alarms and Events Storage
#* High-speed: Hstory blocks, store up to 1,000 messagessecond [recommended)

Traditionak SQL Server, store up to 100 messages/second

Metwork

HiE by
TCP Port (Classich: (32568 | [[] Allow secure connections anly Rest Lonfiguration..
TCP Port 32565

1 Senver

Seope historian

Configuration Messages
Mierasabt MET Framewark:
Versson 20507274527
Versson 3.0.30720.4526

T

Verssan 3.5.30729.4526
Wersson 4000
Wertson 4.8.3761

Pre-Requisite: 30L5erver Condition met

Refresh All Messages Configure Chose

2. Under Database Information, specify the SQL Instances, Database Path and Data Path.

¢ SQL Instances
Name the SQL Instance associated with this historian.

¢ Database Path
Unless you have specific requirements, keep the default SQL Server database path. The default is tied to
your SQL Server installation and is the path where the configuration database is deployed. If you need to
change the default path, select the ellipsis button to specify a different directory in which to install the
historian database files.

3. Under Existing Database Conflict, read the notices, if any.
If the database is created for the first time, then this option is not available. When reconfiguration is done,
then the Drop and Create New Database option is available. If you select this check box, then the existing
database is dropped and a new database is created. If this check box is cleared, then the database is not
dropped, but configured for changes, if any.

4. Under Alarms and Events Storage, configure how you want to store alarm and events.

¢ High-speed (default/recommended)
The high-speed setting for storing alarms and events in history blocks provides several advantages. You
can manage the data using simple operations such as moving, copying, or deleting folders, instead of
using database management software. With this storage method, you no longer need to purge to sustain
storage. This method offers significantly higher storage rates. Also, the capacity for alarm and event
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storage is only limited by disk space, not by insertion rate.
¢ Traditional
The traditional setting stores alarms and events in the A2ALMDB SQL Server database. This works well

for smaller applications. Alarm and event data stored in the A2ZALMDB database can be retrieved using

SQL queries. You can also use SQL Server tools, such as Reporting Services, to query alarm and event
history.

5. Under Network, accept the default Historian TCP ports or change these settings. The ports you specify are

added to the exclusions list of Windows Firewall. You must manually add these ports as exclusions if you use
another hardware or software firewall.

e TCP Port (Classic) is used for receiving data from another system using Historian version 2023 or earlier.
If you are sending data to Historian from an Application Engine, Remote IDAS or from another Historian,
you must specify this port as part of the connection settings on those source systems.

e TCP Port is used for receiving data from another system using Historian version 2023 R2 or later. If you
are sending data to Historian from an Application Engine, Remote IDAS or from another Historian, you
must specify this port as part of the connection settings on those source systems.

6. Select Allow secure connections only to only allow connections to nodes trusted by the System
Management Server.

7. Select Rest Configuration to configure remote access to the Historian REST API and Historian Client Web. The
Rest Configuration dialog displays.

Certificates
In order to enable communications via encrypted channels (e.g. HTTPS), certificates are required o be configured.
Certificates can either be provided by your [T department or automatically generated.
Please select the appropriate options belo
Certificate Source: Provided by IT (import / select) o mport...
Certificate Ericomn Authentication Server self-signed certificate £ Distails...
Ports

HTTP Port: 32569 HTTPS Fort: 32573

Connections

™) Favor trusted connections, but permit untrusted connections

i) Requirs trusted connections (dients must trust this certificate)

[ |

To configure the HTTPS connection, a certificate is required. You can use a certificate provided by your IT
department, or you can use a self-signed certificate generated by the configurator.

a. To use a certificate provided by your IT department, select "Provided by IT (import / select)" as the
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Certificate Source.
a. If the certificate is already installed on the system, select the appropriate Certificate from the list.

b. If you have been provided with a certificate but it is not yet installed on the system, select Import....
The Import Certificate dialog displays.

i? Irmport Certificate b4

“ S

Select J to browse and select the certificate file, which has a .pfx file extension.
c. Select the Certificate Store in which to save the Certificate, as directed by your IT department.
d. Enter the Certificate password and select OK when all the information is correct.

b. To use a self-signed certificate, select "Automatically Generated" as the Certificate Source. The name of
the Certificate is automatically selected for you and cannot be changed.
Using a self-signed certificate makes it easier to configure the server, but it makes the remote browsing
experience more complicated, with users receive security warnings in their browser until the certificate
is "trusted" on their system.

Note: After configuring the Historian with an automatically generated self-signed certificate, when you
visit this dialog again, the Certificate Source is "Provided by IT (import / select)". This is because the
certificate is installed on the system after configuration, and can now be selected from the Certificate
list.

c. Enter the port numbers to use for the HTTPS Port and the HTTP Port. These ports are used for data
queries via Insight or the Historian REST API to the Historian Server.

Note: To allow the correct functioning of the Alarm Control History Blocks, the firewall must be
configured to permit inbound and outbound network traffic on these ports.

d. The Connections option determines what happens when a connection is made to Historian Client Web
over the untrusted (HTTP) port. Select one of the following options:

a. Favor trusted connections, but permit untrusted connections. When this option is selected, users at
run time are informed there is a trusted connection available, and they can decide whether to use
the trusted or untrusted connection. For more information about the run-time options, refer to the
Historian Administrator Guide.

b. Require trusted connections (clients must trust this certificate). When this option is selected, if you
are using a certificate from a trusted authority, users are redirected to the HTTPS connection. If you
are using an untrusted certificate, such as a self-signed certificate, an informational message is
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displayed that directs users how to proceed. For more information about this message and how
users can proceed, refer to the Historian Administrator Guide.

e. Select OK to accept the selected options, then select Configure to apply any changes to the system.

Using HTTPS Instead of HTTP for Historian Client, Historian Client Web, and REST APIs

Typically, customers using Historian Client Web or the REST API can connect to a Historian server from a Historian
Client or other client application using an unencrypted (HTTP) connection. (Even without an encrypted
connection, the user credentials exchanged during login are still encrypted.) You can also use an encrypted
connection (HTTPS) for the REST API, and this requires configuring an X.509 certificate for TLS (transport layer
security).

About TLS, HTTPS, and X.509 Certificates

TLS allows for encrypted authentication credentials to be passed between a server and client. A certificate
containing a private key is passed between the client and server to verify identification and allow access.

Using HTTPS ensures that communication between the client and server is encrypted, helping to prevent third
parties from stealing or tampering with your data.

To configure the HTTPS connection to the Historian, you need an X.509 certificate. The certificate can be from a
trusted authority or a self-signed certificate. During the installation and configuration of the Historian, you can
import a certificate from a trusted authority if you have one, otherwise the configurator can create a self-signed
certificate for you.

About Configuring Security

When you configure the Historian server, you choose one of two options to control what happens when a user
connects using the unencrypted (HTTP) connection:

-
-

e e e A
b

=
%) Favor trusted connections

Fas

1. Favor trusted connections, but permit untrusted connections

When this option is selected, users are informed there is a trusted connection available, and they can decide
how to proceed using one of three options:

Yiou are using an untrusted connection to this Historian, but a trusted connection is avallable

Always uge the trysted connection

Lise the trusted connection this time

Continye with the untrusted connection (not recommended L

¢ Always use the trusted connection

If the user clicks this link, their browser will be permanently redirected to the HTTPS connection. Any
future attempts to use the HTTP connection with the same browser are automatically redirected to the
HTTPS connection without a prompt.

¢ Use the trusted connection this time

Clicking this link redirects the browser to the HTTPS connection, but only for this session. The next time a
connection is made in a new browser session, the user is prompted to choose again.
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¢ Continue with the untrusted connection (not recommended)

If the user clicks this link, the browser continues using the HTTP connection, but only for this session.
The next time a connection is made in a new browser session, the user is prompted to choose again.

2. Require trusted connections (clients must trust this certificate)

When this option is selected, if you are using a certificate from a trusted authority, users are redirected to
the HTTPS connection.

If you are using an untrusted certificate, such as a self-signed certificate, the following informational message

is displayed:
This Historian requines an encrypted connection, but the server is not fully configured in a way your brows rust it If
you are an administrator, you can [egrn more aboyt this problem and how to comect it and if you are not, please contact your
administrator about this problem. I you accept the war ng messages from Your browser, you can switch to an untrusted,

but encrypted connection

Lge the yntrusted, encrypted connection

Users can click Use the untrusted, encrypted connection to use the HTTPS connection.

Warning: It is important to understand the risks associated with using an untrusted self-signed certificate.
The browser warnings encountered while using a self-signed certificate could also indicate that the server
has been compromised or hijacked by a third party. To avoid the risk of conditioning users to ignore
important security warnings, follow the steps in the next section to enable remote clients to trust the self-
signed certificate.

Using a Self-Signed Certificate

If you choose to use a self-signed certificate with the Historian, you are responsible for configuring all clients to
trust that certificate. Clients that haven't trusted the certificate see a security warning in their browser.

For example, if you configure your Historian using a self-signed certificate, users connecting with the Google
Chrome browser see a warning message similar to the following:

A

Your connection is not private

Attackers might be trving to stea
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Enabling Trust for a Self-Signed Certificate

A self-signed certificate needs to be "trusted" for the certificate to work without warnings when you access

AVEVA Historian Client Web in your browser. Trusting the certificate involves two steps:

1. Acquire a copy of the certificate.

2. Install the certificate into the trusted root certificate store.

Acquiring a Copy of the Self-Signed Certificate

Before you can trust a self-signed certificate, you need a copy of the certificate on your system. If you already

have a copy of the certificate, proceed to Trusting a Self-Signed Certificate.

To obtain a copy of the self-signed certificate:

1. Inyour browser, browse to the AVEVA Historian Client Web URL.
2. Inthe address bar, click on the warning message indicating your connection is not secure.

A Not secure

b4
Yo thauild ot efvber By Sandl SITBADG6H Of 3
gite ffor sxample, padewsnds t eards), bacauge
t ool b stoden by attsckers. Lean n
Certificate (Irvalid [_\‘? A
@ Cookies s
£ Site setting

Your connection is not private

3. Click Certificate (Invalid). The Certificate details dialog displays:
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o Certificate b

General Detads  Cerbfication Path

m Certificate Information

This CA Root certificate is not trusted. To enable trust,
imstall this certificate in the Trusted Root Certification
Avthorities store.

Isswed bo: u
Tasued by

Valid from 4/7/2021 to 4/8/202%

[ssuer Statement

o< ]

4. To trust the certificate, first you must save a copy. Select the Details tab.

General  Detads  Cerpfication Path

how: | <Al> b

[ Pkt Value Al

[ verssen ]

|, serial ruiber - E.

|, |sonature sigerithe sha5 12R5A

[ |sgnature hash aigorithn~ sha512

[ ismumr

|, vl from Wednesday, Aprl 7, 2021 8:1...

|- vl o Wednesday, Aprl 8, 2026 &:1...

Ioley drart | »
Edit Propertes.., Copy i Fle...

oK

5. Click Copy to File.... The Certificate Export Wizard displays:
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£ Certificate Export Wizard

Weleame to the Certificate Export Wizard
This wizard helps you copy certificates, certificate tust lsts and certificate revocaton
Ists from a certificate store to your disk.

B earsficate, which i ssued by & certifieation suthority, is 8 confirmation of your identity
and contains nfarmation used o probect dats or to establish seare network
cornectons. A cerificate shore is the system anea where cerbficabes are kept.

To confre,. dick Next.

L

Click Next.
6. Select DER encoded binary X.509 (.CER) as the export file format:

€ ks Certificate Export Wizard

Export File Fonmad
Certificates can be exported in & variety of fle formats.

Sedmct the format you want to use:
(®) DER. encoded binary X509 [ CER)
(7 Base-64 encoded X. 509 [.CER)
(2 Crypiographic Message Syntax Standard - PKCS 27 Certificates (.P78)

Indude all certificates in the certfication path if posshie
Dlete the private key if the sxport S suooesshul
Export all extended proper e

Cice

Click Next.
7. Click Browse... and choose a location to save the exported certificate.
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File to Export
Specify the name of the fie you want to export

Fﬂ TuleTie® | )
Ciearsh \Documentsexported_certificats, oer Browse. ..

et Cancel
Click Next.
8. Click Finish to export the certificate to the selected file:
&= &= Certificate Export Wizard

Completing the Certificate Export Wizard

fou have successfully completed the Ceritficate Export wizard.

Yo have spedified the folowing settings:
Export Keys Na
Inchude all certificabes in the certification path Mo
File Format DER. Encoded Binary X. 509 (*.cer)
i »

Cice

Trusting a Self-Signed Certificate

Operations Control Configurator
Configure System Platform components

If the AVEVA Historian is configured with a self-signed certificate for TLS encryption, the certificate needs to be
trusted on all client machines to avoid warning messages while using AVEVA Historian Client Web. To accomplish
this, install the certificate into the trusted root certificate store on each client machine.
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To install a self-signed certificate into the trusted root certificate store:

1. Locate and open the certificate file in Windows Explorer. The Certificate dialog displays:

& Certificate 4

General Detads  Certification Path

[ Certificate Information

This CA Root certificate s not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store,

Tssued to:

Issved by

Valid from 4/7[2021 to 4/8/2026

instsl Certincate.,.| Issuer Ziatement

1|

2. Select Install Certificate.... The Certificate Import Wizard displays:

4

* Certihicate Import Wizard

Welcome to the Certificate Import Wizard

Thix wizard Faslps you copy certificabes, certificabs st bets, snd carbificsbs revocation
ists from your diek B0 & cerbifcate store,

A cerwficate, which is issued by a certification authority, s & confirmabon of your idenbty
and containg nformation used b probect dats of o establish seore retwork
cornections., A certificate store is the system area where certificates are kept,

Store Location
@Cur:ﬂwﬂ'
(C Local Machine:

To continue, dick Next.

Cancel

3. Select Current User to install the certificate for only the current user, or Local Machine to install the
certificate for all users on this system.
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Note: The Local Machine option requires administrative access to the system. If you do not have

administrative access, select Current User.

Click Next. The Certificate Store dialog displays:
€ & Certificate Import Wizard

Centificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can speafy a locaton for
the certificate.

(T Automaticaly select the carhfcate shore hased on the bype of certfcats
(@Place al cartifcates in the folawing stors

Certificate shore:
Trusted Root Certification Authorites Browese. ..

4. Select Place all certificates in the following store. Click Browse... and select Trusted Root Certification

Authorities as the Certificate store.

5. Click Next. The Completing the Certificate Import Wizard dialog displays:

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The: certifcate will be mportesd after you dick Frish,
You hurve spedified the folowing setbngs:

g bl e ] Trusted Root Cerbfcabon Autharnites
Contenit Certificate

L2
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6. Click Finish to complete the Certificate Import Wizard. A security warning displays:

Secunty Warming

¥ou are about to install a certificate from & certification
Busthority [CA) claiming to represent:

Windows caninot validate that the certificate is actually from ©
¥ou showld confirm its origin by contacting © |
. The follgwing

miamber will a5t you i this prooess:

Thumbprirt (shalk

Waming:

H you install this root centificate, Windows will automatically
[ trust any certificate issued by this CA. Installing a certificate

with an wunganfirmed thumbprint is 3 secunty risk. i you dick

“fes” you acknowbedge this risk.

Do yois waamt to imstall this cemificate?

-
Click Yes to acknowledge the warning. The certificate is now trusted on your machine.

Security

To configure Security settings

1. On the left navigation pane, expand AVEVA Historian, and select Security.
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File Help

= ﬂ Common Flatfionm
License Mode
Systemn Maragemend Server
Feclerated Identity Provider
= ﬁ AVEVA Enterprise Licensing
Secure
Select License Server
2 ) Industrial Graphics Server
Cliwrvt Settings
Authentication Settings
2 ) AVEVA System Platfoem
Agpplaton erver gRPC
dartity Manager Regtration
= () AvEVA Hetanan
Server
Securnty
Seanch
Reporting
= i AVEVA System Manitor

Operations Control Configurator
Configure System Platform components

Histonan Users

Historian Administratons -

Haptorpn Adrminigiratorns -

Historian Administrators =
Hettamsn Power Uers -
Add External Groups Create Liger add Lsers

S04 Laging

The SOL losging bedow [if any) were created by an eardier release of Historan and still use the
defpult patsword This poses & tsgreheant secunty rek ba your systenm. You must Set new
paszaonds for each login here. Alternatively, you may use SCL Senver Management Studio and
disable these logins.

Mobe= I the list is empty, no sction is reguined.

Alert Emsil Senver
= i AVEVA InTouch HM
ﬂ- identity Manager Registration

3 System Monitor Manager

Cenfiguration Messages
Updste Database Versicn
Higtonan configuration completed.
Registered with 5MS
Indhahie completed.
Geating Higtonan Upers
Sucoessfully stored sxvtermal groups.
Security configuration completed.

Befreih Al Messages Close

:_s;nll:_;.ul:

2. Under Historian Users, review the existing users and roles for this server. Make adjustments to the list as
needed:

¢ To create a new user account, select Create Users and then specify account details.
¢ To add existing user accounts to this list, select Add Users and then select the account criteria to use.
¢ If you don't need this account anymore, mark the Delete User check box.
3. If you have configured an AVEVA Identity Manager server, select Add External Groups.
The Configure External Groups dialog appears. To configure external groups:

a. The Identity Provider Node field is automatically populated with the address of the AVEVA Identity
Manager server based on the System Management Server configuration. Click Get Groups. The Connect
Groups dialog appears. Select the groups you want to add and click Add.

b. The groups are retrieved from the AVEVA Identity Manager server and shown in the Connect Groups -
Historian Role section. For each external group, select from the dropdown which Historian role the
group will have.

c. Select Save.
4. Under SQL Logins, do one of the following to ensure your SQL Server logins are secure:
¢ If you want to keep using a default account listed, type a new password.

¢ If you don't need this account, mark the Delete Account check box.

Note: Secure Development Lifecycle (SDL) guidelines recommend against using automatically created
users like aaUser and aaAdminUser with well-known or publicly documented passwords.
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When you migrate from an older version of the Historian Server, this area is populated with all
preexisting SQL Server accounts and gives you the option to change account password and to delete
unused accounts to ensure strong security for your system.

Search

To configure Search settings

1. On the left navigation pane, expand AVEVA Historian, and select Search.

Canfigurator — B X
Fite Melp
= ﬂ Common Platform. " .
License hode Search Canfigunation
System Managemens Server e e . . o
This Confiquraban o reguined by Histonan InTouch 'Web Client amd ORI 'Web,
Federated Identity Prowvider

- Q AVEVA Enterprise Licensimg
Lecure Data Path:
Select Licariie Server

3@ Indisteial G-wh‘-‘t‘: Sarver og Path:

duthentichtion Jettings
- 'ﬂ AWEVEA System Platfarm of| Rgimdex Search Documents
Apphcatsan Serner gRAC
ideritity Manager Regrtration
= 'ﬂ AVEVE Historan
Senver
Security
Search
Reporting
=i AVEVA System banitoe
Systemn Monitor Manager
Adert Emad Server
= i AVEVA InTouch HM
ﬂ denitity hanager Registration

Configuratson Messages
BVEVA Histonan Search preregquiste check stamed,
Successfully Connected the AVEVA Historian Search Serdce.
Successfully Connected to the Web request
Index does not exst
Sutcessfully Connected to the Web regquest
Index does not et
AVEVA Histonan Search prerequisite check completed.

Befreis ANl Messages Configure Close

2. Under Search Configuration, specify file locations:

¢ Data Path
Accept the default path, or select the ellipsis button to specify a different directory for the historian
history blocks.

Make sure that you have plenty of space on this drive most of your plant data will be stored here. (The
SQL Server database files typically take less disk space.)

¢ Log Path
Accept the default path, or select the ellipsis button to specify a different directory for the log files.

¢ Mark the Reindex Search Documents check box to create a new index of all existing tags.
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Reporting

To configure Reporting settings

1. On the left navigation pane, expand AVEVA Historian, and select Reporting.

Confgurator
File Help
= Platfar
o EDT-"?:::;T”:* Select option to Configure OiDwts Extensaon fior
§ Fystem Management Server

of | SOL Server Reporting Servdes
Feduryted ldentity Prowvder ng

= @) AVEVA Enterprise Licensing Visual Seuhs 2008 Repart Detgner
vy Weual Studtes 2010 Rapart Dategaes
Select Laterre Server

- Q ndustnal Goaphics Server Viebual Studed 2012 Report Dedsgred
Chent Settngs Viual Stydd 2013 Report Detagrier

Authenbiiben Sethegl
= @ AVEVA Syttem Platboem

Appheatan Senver gRPC

deritity Minsgd Fagritruion
- ﬂ AVEVA Heplmmgn

ﬁcﬁ wr

Lequnty

Learch

- ﬂ AVEVA System Monitor
Syrtem Monitor Manager
3 At Errgal Server
=) AVEVA InTpuch KM
ﬂ- ety hpnsger Fagiiraton

Configuraton bMetsages
Successfully created the tag exbended property search source
Successhully created the save contend search source
Sucoeitiully oreated the InTouch Web tourde.
Successhully created the AppServer Wieb source.
Seccessfully started the Wonderware Histonan Sesrch Indemer servace
Succerhully completed the taarch configuntion
Irstiakize done

2. Select the appropriate check boxes to configure OData extensions for SQL Reporting Services or Visual Studio
Report Designer on your system.

3. Select Configure.

The Processing SQL Script dialog box appears. You can see the historian database configuration scripts
running. Multiple scripts run during the configuration.

4. After the system finishes running the SQL scripts, the AVEVA Historian node and Historian Server node are
shown with a green status indicator if the database is successfully configured.

Select All Messages to see all the configuration messages.

Select the next item in the left pane that requires configuration. When all required items have been
configured, select Close to complete installation.

Configure AVEVA Enterprise Licensing

There are two configuration items for the AVEVA Enterprise Licensing:
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e Secure

¢ Select License Server

Secure

To configure License Sever in secure mode

1. On the left navigation pane, expand AVEVA Enterprise Licensing , and select Secure.
The configuration screen appears.

Canhguratos - O x
File Help

- ﬂ Common Platfonm
License Mode

System Management Serve
Federated Identity Prowsder
= @) AVEVA Enterprise Licersing
Securs
Sedect License Server
Industrial Graphics Server
AVEVA 'Er,-s-.e 1 Platfoemn
AVEVA Histoman

License Server is configured in secure made,

SVEVA System Monitor

AVEVA InTouwch HMI

L T T T

Configuration Messages
License Mode was successfully configured.
License Mode wat succesthully configured
License Mode was sucoessfully configured.

Refresh All Messages Configure Close

2. Select Configure.

License Server is successfully configured in secure mode.

Select License Sever

To configure AVEVA Enterprise Licensing

1. Inthe left navigation pane, expand AVEVA Enterprise Licensing , and select Select License Server.
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Configurator = B X
File Help
= €@ Commaon Platform License Server Conbguration
Licerise Mode
System Management Senve.  Primasy Server Name -
Federated Menbty Prosder
3 @) AVEVA Enterprise Licensing Server Port 55550
Secure
- A Po 39200
ot
# Inchustrial Graphics Senver gent Fant =
= AVEVA System Platform
+ AVEVA Histonian Legacy Server Port 55555
" 0 &
+ AVEVA InTouwch HMI MOTE: Legacy Server port conhguration i requaned if License Sérver 15 poor 1o verion 4.0,
Tieat Connection
Configuration Messages
Licanise Made was sucoesshully configurned
License Mode was successfully configured.
License Mode was sucoesshully configured
Refrash Al Meisages Conbgune Claze

Then, in the right pane enter:

¢ Primary Server Name: if the License Server is not installed on the local node, enter the License Server
name, or select a server name from the drop down list of previously-configured License Servers (if any).

Note: This is the IP address/machine name of the server that hosts the relevant licenses.

¢ Server Port: Enter the server port number. The default port number is 55559.

¢ Agent Port: Enter the license server agent port number. The default port number is 59200 (for WCF
communication) or 59201 (for gRPC communication).

¢ Legacy Server Port: Enter the legacy license server port number. The default port number is 55555.

Note: Legacy Server Port configuration is required if License Server is prior to version 4.0

2. Select Test Connection to verify the details are correct.
If the connection test succeeds, go to step 3.

If the test fails,messages indicating errors are highlighted in the Configuration Messages box. Verify your
information and repeat the test.

3. Select Configure.

The license(s) are released from the host machine.

Note: You can configure the License server even when the specified primary server is unavailable
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Configure AVEVA System Monitor

There are two configuration items for the AVEVA System Monitor:

¢ System Monitor Manager: It specifies where System Monitor Manager is installed. You can provide the
machine name or the IP address in the System Monitor Manager Name field.

¢ Alert Email Server: The name of the email server and accounts that will be used to send and receive alerts
from the System Monitor Manager. This is configured on the System Monitor Manager node only.

System Monitor Manager

To configure System Monitor Manager

1. On the left navigation pane, expand AVEVA System Monitor, and select System Monitor Manager.

Configurator - =X
File Help
= ﬂ' Commen Flatiorm System Maonitor Manager Configuration

License Mode

Specify where System Monitor Manager is mstalled. You can provide a machine name or an 1P

Systern Management Senve

. - Address in the texdbo

Fedarated |dentity Provide

AVEVA Emterprise Licensing ® Enabls lacal sgent
Industrial Graphics Server )
ANEVA E;.-j.htm Flatfarm
ANEVA Historan
ANEVA System Monitor

8 Systemn Monitor Manager

Alart Email Server Mote: We recommend using & machme name because IF Address 15 not supported for secure

- ,a, AVEVA InTauck HMIL COETHITILANGSC SRS,

Dieable loesl ngent (Mot resommended)

A &

Systern Manitor Manager Name:

Advanoed Test Connection

Configuration Messages

Refresh Al Mcsw:]c—; Configure Close

¢ [f the System Platform node does not include Historian or MES, the initial System Monitor Manager
Configuration window contains a single field for the System Monitor Manager name (node name).

¢ If the System Platform node includes Historian or MES, the initial System Monitor Manager
Configuration window contains additional fields to define credentials for MES and/or the Historian.
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2. In the System Monitor Manager Name field, enter either the computer name (preferred) or IP address of
the node that will act as the System Monitor Manager. If you are configuring the current node as the System
Monitor Manager, enter its name or IP address. If you have configured secure communications for the
Common Platform, the machine name must be used (IP address is not supported for secure
communications).

See the AVEVA System Monitor User Guide for additional information.

Note: TCP/IP is used for communications between System Monitor Agents and the System Monitor
Manager. Use the Advanced Configuration dialog to configure the TCP/IP port numbers.

3. Select Test Connection to check that the node you are configuring can reach the System Monitor Manager
node.

4. Select Configure.

Select the next item in the left pane that requires configuration. When all required items have been
configured, select Close to complete installation.

Alert Email Server

Configuring an Alert Email Server is optional. This procedure establishes an existing email server that the System
Monitor Manager can use to send alerts. This is configured on the System Monitor Manager node only.

Note: You must have SQL Server sysadmin rights to configure the email server. No warning will be displayed, but
without the proper user rights, configuration changes you make to the Alert Email Server in the Configurator will
not be accepted.

To configure Alert Email Server settings

1. On the left navigation pane, expand AVEVA System Monitor, and select Alert Email Server.
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Conhguration Mestages
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2. Do one of the following:

¢ To skip email server configuration, select Enter Email server details later, in the System Monitor
Manager web interface.

¢ To configure the email server, select Enter Email server details now.

Note: If you configure the option to skip email server configuration and close the Configurator, the option to
enter email server details will be disabled if you re-run the Configurator next time. You will need to enter
email server details through the System Monitor Manager web interface.

3. Inthe SMTP Server Name or IP field, enter either the computer name or IP address of the email server to be
used for System Monitor alerts.

4. Inthe SMTP Server Port field, enter the port number of the email server (default: 25).
e Use port number 25 for an unsecured SMTP server.
¢ Use port number 465 for a secured SMTP server.
See the AVEVA System Monitor User Guide for additional configuration information.

5. In the SMTP Server Secured field, select Yes if the SMTP server is secured. Select No if the SMTP server is
not secured.

6. If you are using a secured email server, then enter the user name and password to access the server.

Note: The user name and password field are only applicable to a secured email server.
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7. Inthe From Email ID field, enter the email address that will be used to send system alerts from the System
Monitor.

8. In the Default Recipient Email ID field, enter the email address(es) that will receive system alerts from the
System Monitor.

9. Select Configure.

10. Select the next item in the left pane that requires configuration. When all required items have been
configured, select Close to complete installation

Configure AVEVA InTouch HMI

There is a single configuration item for the AVEVA InTouch HMI:

¢ Identity Manager Registration

|dentity Manager Registration

Note: Anytime the SMS configuration is changed, you must re-register the ldentity Manager.

To configure Identity Manager Registration

1. On the left navigation pane, expand AVEVA InTouch HMI, and select Identity Manager Registration.

—_ W

Register AVEWA InTouch HMI with ldeatity Managers

This machine is configured 1o e a Sysbem Management Server (SW5). Please i Configure 1o
regater ASEWL InTowch HMI with the ldentity Manasger,

Configuration Meswsges
SMS comhgurated had chamged. Conhguee 10 upslate the chid! Migratibon JL8AUS
Uising ShS. at Gerting Rodes from

Sucoriifully chent conSoanbion cmaated
Added nale enumaraiasn cherd sucteiaiully
Created InTouch clent

Configuration comphated

('}
]
1

Retresh Al Meszages

The Identity Manager Registration tab allows you to register InTouch products with AVEVA ldentity Manager
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authentication service.

Note: Client registration of WindowMaker and WindowViewer with AVEVA Identity Manager is required for
connected experience mode. When the below requirements are met, the Configure button will be enabled:

¢ In the System Management Server of the Configurator, This machine is the System Management Server
is selected, or connected to an existing System Management Server. InTouch Client registration is not
configurable if No System Management Server configured is selected in the System Management Server.

e AVEVA Identity Manager service is configured to federate user authentication with AVEVA Connect.
2. Select Configure to register InTouch products with AVEVA Identity Manager authentication service.

The Configure button will be disabled if InTouch registration is already configured on that node.

Configure AVEVA System Platform

Important! A single System Management Server (SMS) should be configured for your System Platform
environment. The SMS is required to support Application Server redundancy and Multi-Galaxy Communication.

There are two configuration items for the AVEVA System Platform:

¢ Application Server gRPC
¢ Identity Manager Registration

Application Server gRPC

Machines that are connected to, or configured as, a System Management Server (SMS) can be configured to a
more secure communication system for our distributed environment.

gRPC is automatically enabled when you click the Configure button. This causes all GR operations, including
deploy/undeploy and start/stop to be executed over a secure channel, thus further enhancing the security. With
this setting enabled, communications use the more secure gRPC protocol instead of DCOM. gRPC should always

remain enabled.
Note: Anytime the SMS configuration is changed, you must reconfigure the gRPC plugin.

To configure Application Server gRPC service

1. On the left navigation pane, expand AVEVA System Platform, and select Application Server gRPC.
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Configurator = ax
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SMS configuratson has changed. Configure to update the client regestration status.

2. Click Configure to automatically to enable gRPC for Application Server.

|dentity Manager Registration

The AVEVA Identity Manager (AIM) is a standalone authentication server that exposes an OpenlD Connect
endpoint. The System Management Server must be configured before using AlM,; this is typically done during
product installation via the Configurator, but can also be done by running the Configurator application as a
standalone.

Note: Anytime the SMS configuration is changed, you must re-register the Identity Manager.

AVEVA Identity Manager (AIM) registration is required to use Azure AD or AVEVA Connect. This registers your
licensed product name with local identity management to allow federation to Azure AD and AVEVA Connect.

Note: When you open an existing galaxy in the IDE that has the security mode set to Authentication providers
(using Azure AD), you must set the security mode to “None” (when in non-connected mode), prior to opening
the galaxy in connected experience mode.

Select Configure to register your licensed product with AIM.
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Operations Control connected experience -
product co-existence

If you configure your system to use AVEVA Operations Control connected experience, the Federated Identity
Provider configurator plugin must be configured to use CONNECT

However, a subset of AVEVA products that interoperate with System Platform use AVEVA ldentity Manager but
don’t support using CONNECT as a federated identity provider. Other products, such as AVEVA Industrial
Application Server and Operations Management Interface (OMI), support CONNECT as a federated identity
provider through AVEVA Identity Manager outside of connected experience.

Different product suites that function with the Operations Control common infrastructure including AVEVA
Manufacturing Execution System (MES) add ons are not enabled to operate with connected experience in the
System Platform 2023 R2 version - the first iteration of connected experience.

A system can contain only one System Management Server. This means that if you want to use these products
with System Platform 2023 R2, you cannot use connected experience mode.

Individual products provide alternative settings such as:

¢ Using an embedded browser pop-up authentication method in the System Management Server
configuration.
¢ Installing a non-participating product on a separate node with its own System Management Server.

Product co-existence will evolve in future releases.
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